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Foreword

A Strategic Approach to Geopolitical Rivalry with China

The global order is confronting a tectonic shift in the balance of power. After years in which the
West enjoyed primacy in economic and technological innovation, competition has tightened. In
particular, the Chinese now pose a profound challenge for influence and even dominance in these
areas. A shift in the balance of power in these respects will raise profound concerns about our
economic security and even our military and national security.

This changing landscape is the product of a number of developments. First, China’s fusion of civil
and military investment in technology development, coupled with the exploitation of espionage
and intellectual property theft, have turbocharged that nation’s development and exploitation of
new inventions. Second, China has made overseas investments that have allowed broader access
to critical minerals and resources that are prerequisite to building these new technologies. Third,
the deployment of Chinese-owned or -controlled communications infrastructure around the world
— including the West — has given China a powerful capability to influence or disrupt the economic
and military capabilities of other nations.

For years China has understood that investment in, acquisition of, and influence over technologies
that are economically critical will produce strategic advantage over other nations’ security. During
much of that time, the West treated national security as simply military capability, and economic
innovation and investment as a separate matter for the free market.

Fortunately, Western thinkers have more recently understood the interdependency of economic
capacity, supply chain robustness, technology innovation, and even climate change mitigation

as elements of national security. Government investment and incentives for developing these

areas are critical to ensure our freedoms and prosperity are secure. A strategic, all-hands-on-deck
approach by democracies to developing new technologies is particularly important at this time,
when breakthroughs in the fields of cyberspace, quantum mechanics, and artificial intelligence may
bring revolutionary change to the way we live. In the right hands, these changes may make life safer
and better; if controlled by geopolitical rivals, the reverse may happen.

The New Lines Institute compendium sets out a path forward to launch policies that take a
comprehensive and strategic approach to advancing critical technologies in the West. As we
compete with China for global influence in the coming decades, we must make sure that when our
rivals play Go and chess, we are not simply playing checkers.

Hon. Michael Chertoff
United States Secretary of Homeland Security (2005-2009)

FOR STRATEGY AND POLICY Strategic Priorities Amid Chinese Tech Advancement

% NEW LINES INSTITUTE Future Proofing U.S. Technology:


https://www.newlinesinstitute.org

FEdited by Kelsey Quinn & Eric Omorogieva

In an era defined by rapid technological advancement,
the United States faces an unprecedented strategic
challenge: maintaining its technological edge in the
face of China’s accelerating capabilities. This is not
merely a competition for economic prosperity but a
contest that will fundamentally alter global security,
governance structures, and the values embedded in
technologies that will shape tomorrow’s world. As
China pursues increasing technological self-sufficiency
and primacy through its dual-circulation strategy and
military-civil fusion, the United States must respond
with policies that both protect its innovations and
accelerate its development.

The technological rivalry between the United States
and China transcends traditional geopolitical
competition. It represents a systemic challenge
that cuts across economic, security, and diplomatic
domains. From artificial intelligence to quantum
computing, from cybersecurity to critical resource
supply chains, this competition demands a
comprehensive, strategic response that harnesses
America’s innovative capacity while protecting its
critical technologies from exploitation.

This compendium, “Future-Proofing U.S. Technology:
Strategic Priorities Amid Chinese Tech Advancement,’
brings together diverse expertise to address this
multifaceted challenge. The reports presented here
examine critical technological domains where targeted
policy action is needed to maintain U.S. strategic
advantage. Each analysis offers concrete, actionable
recommendations designed to enhance American
competitiveness while countering China’s advancing
capabilities. Collectively, these analyses form a
strategic roadmap for policymakers, industry leaders,
and defense planners seeking to navigate the complex
terrain of technological competition with China.

They represent not just a warning about potential
vulnerabilities but also a positive vision for how the
United States can leverage its strengths to maintain
technological leadership in the decades ahead.

“Strategic Implications of Alternative Payment
Methods in a China-Taiwan Confrontation” examines
how the People's Republic of China could use
alternative payment systems to mitigate economic
sanctions and reduce reliance on the U.S. dollar

in a potential conflict over Taiwan. China’s efforts

to de-dollarize, particularly through partnerships
with BRICS nations, signal a broader strategy with
both economic and military implications. Currently,
the United States lacks an action plan to counter
these rising risks. This report highlights the need for
proactive measures such as exploring stablecoins and
leveraging sanctions as deterrents to reinforce U.S.
economic influence and dollar hegemony.

In a world where artificial intelligence is increasingly
shaped by geopolitics and power struggles, “Culture
as a Tool for Trustworthy Al” explores how these
forces influence the foundation of trust in Al

systems. Currently, China offers not only the digital
infrastructure needed for Al technologies but also

an increasingly sophisticated variety of tools upon
which future applications and large language models
might be built, jeopardizing U.S. leadership in the
sector. The piece delves into the intersection of
culture, governance, and technology, offering strategic
recommendations on how the U.S can coordinate and
institutionalize trustworthy Al.

Against evolving threat actors in China and Russia,
regulations and the cybersecurity industry remain
out of sync, increasing the likelihood of continued
harmful breaches of American government
agencies and private companies. The industry

needs a shake up, and “Overcoming the Challenges
of Incentivizing Cybersecurity” suggests a new
approach to cybersecurity regulation that will address
industry needs and foster an economic climate in
which innovation is not stifled. The “build up from
the floor” approach aims to assist policymakers

and regulators in starting a foundational set

of regulations, then adding layers as impact is
monitored. Its policy recommendations are designed
to ensure both the public and private sectors can
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effectively tackle evolving challenges from U.S
competitors and adversaries.

While the Department of Defense has prioritized
resilient supply chains for critical minerals, limited U.S.
mining and refining capacity has led to dependence

on imports from competitors like China. To address
this challenge, “Materiel for Minerals: How the U.S. Can
Leverage Security Assistance to Secure Supply Chains”
introduces the materiel-for-minerals strategy, enabling
the DoD to secure mineral production agreements in
non-allied countries. This approach leverages tools like
right-of-first-refusal offtake agreements in exchange
for U.S. defense materiel that many countries desire.

Technologically sophisticated foreign actors such

as Russia and China use influence campaigns as a
disruptive tool to amplify discontent, shape election
results, and blur the lines between fact and fiction.
The rise of emerging technologies further exacerbates
concerns over misinformation and disinformation,
making detection even more challenging. “The
Double-Edged Sword: How to Win the War on Fake
News” examines the dual role of technology in both
spreading and countering fake news and offers policy
recommendations to strengthen the United States’
ability to combat disinformation. While objectives in
spreading fake news aren't always clear, countering
efforts to manipulate American perceptions of
domestic and foreign affairs remains essential.

While both the United States and China use emerging
technologies to enhance their domestic security

and expand foreign influence, China has been able

to gain an advantage by exploiting U.S markets and
innovations through espionage, cyber intrusions, and
protectionist policies. Rather than countering, the U.S.
and Europe have adopted broad tariffs and industrial
policies, fueling global isolationism and protectionism,
which stifles innovation globally. “Targeted and
Precise: Innovation Versus Regulation in the Critical
Technology Sector” ensure U.S. industrial controls are
sufficiently targeted.

Discussions on emerging technologies often center
on how competitors like China threaten to surpass
the United States. However, flaws in determining
who is ahead confuse interpretations of power

and competition, which may pose indirect harm to

understanding how the U.S can prioritize Al leadership
in the long run. “How the U.S. Can Achieve Sustainable
Al Leadership” explores aspects of Al development
the United States should prioritize, such as aligning
innovation with democratic values and making
substantial investments in sustainable resources.

The artificial intelligence field is dominated by

an obsession over machine learning, which is an
important — but fundamentally limited — method

to achieve Al leadership. The United States should
expand its focus to the next innovative research

area, neuro-symbolic Al. “American Al Leadership
Should Not Be Defined by Machine Learning” aims

to guarantee American Al research is not stuck with
machine learning and the narrow pursuit of artificial
general intelligence, but able to adapt to new frontiers
that could solidify an enduring global leadership
position in Al. This report integrates recommendations
like utilizing existing programs such as The National
Artificial Intelligence Initiative Office and creating new
research institutes to realize this outcome.

These analyses reveal both the complexity of
U.S.-China technological competition and the need

for a coordinated, forward-looking response. While
each report addresses distinct technological domains,
several common themes emerge that should

guide U.S. policy.

First, the United States must balance security
imperatives with the openness that has driven
American innovation for decades. Overly broad
restrictions can stifle the very technological
advancement they aim to protect. Instead, targeted
and precise approaches to regulation, export controls,
and investment screening are needed to address
specific vulnerabilities without undermining the
broader innovation ecosystem.

Second, securing America’s technological future
requires looking beyond current paradigms. Whether
in artificial intelligence, cybersecurity, or countering
disinformation, tomorrow’s challenges will not be met
with today’s technological approaches alone. U.S.
policy must support frontier research in emerging
fields like neuro-symbolic Al while building resilience
into critical technological infrastructure.
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Third, the United States cannot win this competition
alone. Partnerships with allies and like-minded nations
are essential to developing shared technological
standards, securing supply chains, and establishing
norms within the technological world that align

with democratic values. International collaboration
will amplify America’s technological strengths

while distributing the burden of countering China's
advancing capabilities.

Maintaining technological leadership is not just

about producing more advanced technologies faster
than competitors. It requires aligning technological
development with values like transparency, privacy, and
fairness that reflect America’s principles. Technologies
that embody these values will ultimately prove

more resilient and widely adopted than alternatives
developed under authoritarian systems.

The Tech Sovereignty & Security Portfolio at the New
Lines Institute for Strategy and Policy will continue

About the Editors

to bridge the gap between technical expertise and
policy as we collectively confront these challenges.
Our ongoing research will delve deeper into the issues
presented in this compendium and explore additional
domains critical to U.S. technological leadership,
including biotechnology, quantum computing, and
space security. By providing timely, targeted analysis
grounded in deep technical understanding, we

aim to support policymakers in making informed
decisions that secure America's technological future
and advance its values on the global stage. The
technological race with China is not simply about
who develops scientific capabilities first and who can
produce the largest quantity but rather about shaping
the technological landscape in ways that strengthen
democracy, enhance security, and foster prosperity.
With strategic foresight and coordinated action, the
United States can maintain its technological leadership
while ensuring that emerging technologies serve
humanity’s best interests.

Kelsey Quinn is the Program Head of Tech Sovereignty & Security at the New Lines Institute.
She spearheads critical research into pragmatic mitigation of technological threats while
preserving innovation needed for scientific advancement and competitiveness.

Prior to New Lines, Quinn contributed to the National Consortium for the Study of Terrorism
and Responses to Terrorism (START). There she analyzed decision frameworks and attack
scenarios of CBRN weapons on the DARPA Sigma+ project. At Michigan State University,
her interdisciplinary research investigated bacterial pathogenesis and physiology in Vibrio

cholerae, a Category B bioterrorism agent, combining her background in microbiology and security applications.

Quinn holds a Bachelor of Science in Microbiology with a minor in Global Terrorism from the University of
Maryland and earned a master's in Security and Terrorism Studies from the same institution in 2024.

Eric Omorogieva is the Technology Policy Intern at the New Lines Institute, where he
works on the Tech Sovereignty & Security portfolio. He is a graduate student at Johns
Hopkins University’s School of Advanced International Studies, pursuing a master’s degree
in international relations with concentrations in China studies and security, strategy,

and statecraft. He holds a graduate certificate in Chinese and American studies at the

Hopkins-Nanjing Center in Nanjing, China. He holds a 2021 bachelor’s degree in politics and
international affairs with minors in Chinese and African studies from Wake Forest University.
Omorogieva is also a previous staff member of the International Rescue Committee, where he
served refugee families in Washington, D.C.
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Large rocks containing’ Eﬁromite are crushed =
before extracting and refining the ore that yields
chromium at the Mughulkhil mine in Logar -
Province, Afghanistan, in September 2022.
Chromium is a vital component of stainless steel.
(Marcus Yam / Los Angeles Times)

Jahara Matisek, Morgan Bazilian, Gregory Wischer

275,000 tons of aluminum, over 200,000 tons of
copper, and nearly 90,000 tons of lead.® Mineral
consumption directed by the DoD will likely increase
further as efforts to build more naval vessels,*
munitions,® and uncrewed aerial vehicles continue.b

he U.S. Department of Defense’s (DoD)
inaugural 2023 National Defense Industrial
Strategy (NDIS) prioritizes “resilient supply
chains,” which include those for critical However, the limited U.S. mining and refining
minerals.’ These minerals are vital for the manufacture product]on capacity has led to hea\/y reliance on
of DoD platforms like Virginia-class attack submarines  imports to meet demand.” The United States imports,
and munitions like 155mm artillery rounds.? In 2008, largely from China, more than 95% of its demand
defense production manufacturers used an estimated  for rare earth elements, which are used in DDG-51
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Aegis destroyers, F-35 Lightning aircraft, and other
technologies.® This dependence on mineral imports
leaves the U.S. defense industrial base vulnerable to
supply chain disruptions, such as those created by
export controls, civil unrest, and natural disasters. Yet,
of the over 22,000 words in the NDIS, “minerals” and
“rare earth elements” are mentioned only four times.?

In 2024, the DoD released its NDIS Implementation
Plan, which recommends stockpiling and investment
in mineral projects to build more resilient U.S.

mineral supply chains.’® However, the National
Defense Stockpile can only be tapped during

national emergencies,"" and the DoD can only award
Defense Production Act (DPA) grants for mineral
projects to the four countries deemed a “domestic
source” — the United States, Canada, Australia, and
the United Kingdom.™? The DoD can indeed rely largely
on domestic and allied mineral supplies, but for a
small group of minerals, including bismuth and tin,
production in both the United States and its allies is
limited, forcing it to rely heavily on non-allied countries.

China is the world’s largest producer of bismuth, which
is used in defense alloys and machine tooling,”® and
the largest source of U.S. bismuth imports.™ Similarly,
China is the globe’s largest producer of tin, used as

an alloy in bearings.™ Peru, Bolivia, and Indonesia are
the largest sources of U.S. tin imports.’® Thus, the

DoD needs to source certain minerals from non-allied
countries; however, it lacks the mechanisms to do so.

The DoD could seek new authorities and additional
appropriations from Congress to award DPA grants to
prospective mineral projects in non-allied countries,
just as it currently does in Canada.’ But in non-allied
countries, both prospective mineral projects and
producing mines face stoppage risks, like civil unrest
and government disputes, as seen in Mozambique
with graphite mines, New Caledonia with nickel mines,
and Panama with a major copper mine.'® In allied
countries, too, like Canada and Australia, prospective
mineral projects confront risks in commissioning and
ramping up production. Therefore, DoD investment

in mineral projects does not guarantee mineral
production or sustained access to mineral production.
Furthermore, even if Congress deems other countries
as domestic sources and hence eligible for DPA
grants, the administration of President Donald

Trump could prioritize allocating funds to domestic
mineral projects.’

The DoD could, however, seek offtake agreements
for uncontracted mineral production in non-allied
countries. Specifically, it could seek right-of-first-refusal
(ROFR) offtake agreements, which would give it the
right but not the requirement to buy a certain volume
of minerals at market prices. The DoD could exercise
its right to offtake following supply cutoffs — such

as when China imposes mineral export bans?® — and
then sell the minerals at the same prices to U.S.
defense firms. The DoD could also procure minerals
and distribute them to defense firms responsible

for high-priority defense programs facing mineral
shortages and, hence, delays.

To secure these ROFR offtake agreements, the DoD
could leverage its security assistance by conditioning
U.S. security assistance, military cooperation (e.g.,
exercises and training), and foreign military sales
(FMS) to mineral-rich countries on ROFR offtake
agreements. Many foreign governments highly desire
U.S. military training, cooperation, and arms. From
fiscal year 2018 to fiscal year 2022,2' FMS — which
includes U.S-funded sales - totaled nearly $250
billion.22 The United States also spent over $68 billion
on security assistance from 2018 to 2022,% and it
provided security training to over 365,000 personnel
from 2015 to 2019.24 These engagements can
deepen U.S. global security ties and, when leveraged
effectively, secure U.S. mineral supply chains.

Importantly, many governments in countries that
possess minerals lacking in the United States and
allied countries seek U.S. defense materiel (officially,
"defense articles”), and many of these same
governments are shareholders in mineral projects in
their countries. Thus, the DoD could offer materiel-
for-minerals (M4M) deals. In exchange for FMS deals
and other forms of security assistance (e.g., military
training, education), the DoD can require ROFR offtake
agreements for specific volumes of existing mineral
production. M4M deals would provide the DoD, and
thus the defense industrial base, access to additional
mineral supplies in the event of significant demand

or limited supply. Given the Trump administration’s
February 2025 decision to pursue a minerals deal with
the Ukrainian government in exchange for continued

Materiel for Minerals: How the U.S. Can Leverage Security Assistance to
Secure Supply Chains — Jahara Matisek, Morgan Bazilian, Gregory Wischer


https://www.newlinesinstitute.org

>

NEW LINES INSTITUTE

FOR STRATEGY AND POLICY

U.S. security assistance to Ukraine, this represents the
first modern M4M case by the U.S. government.?5

M4M deals could offer an innovative approach to
securing mineral supply chains for the DoD. By
leveraging existing security assistance programs

and military equipment transfers, the M4M strategy
aims to establish mutually beneficial agreements with
mineral-rich countries, reducing U.S. dependence on
minerals from adversarial countries. While M4M deals
may appear overly transactional and at odds with
typical norms, such arrangements are no different than
past U.S. administrations that worked out de facto
deals with Persian Gulf countries to ensure the flow of
oil and natural gas out of the region in exchange for
American military assistance and a security umbrella.

America’s Vulnerable
Mineral Supply Chains

Limited domestic mineral supplies constrain the U.S.
defense industrial base. The United States no longer
mines and refines many minerals despite having
significant reserves and a long history of refining. For
example, the United States stopped mining tantalum
in 1959,26 niobium in 1960,%” and tungsten in 2015,2
and it stopped refining primary gallium in 1987,2° tin in
1989,% and primary bismuth in 199731 Moreover, new
mineral projects in the United States face long lead
times. S&P Global estimates that the time from first
discovery to first production for a mining project in the
United States is 29 years.?®? Thus, the United States
faces constraints in supplying the defense industrial
base's mineral demands.

The United States relies heavily on mineral imports.
For 31 of the 50 minerals on the U.S. critical minerals
list, imports are used to meet over 50% of U.S.
consumption, and for another 12 critical minerals,
imports supply 100% of U.S. consumption.

China — the United States’ “most consequential
strategic competitor” — is the largest source of U.S.
mineral imports.3* Notably, imports are vulnerable to
export controls, disruption, and delays, both in the
country of production and on their shipping routes to
the United States.®

In the country of production, export-focused mineral
projects can face issues including royalty disputes

with the host government and protests by the local
community.®® As another example, China has imposed
export controls on certain minerals to the United
States amid intensifying geopolitical tensions.®” In
December 2024, China outright banned exports of
antimony, gallium, and germanium to the United
States,® which relies heavily on China for these
minerals.® Other governments — like Indonesia,
Tanzania, and Zimbabwe — have imposed export
bans on certain mineral ores and concentrates, too,
seeking to encourage more processing and refining in
their countries.

Mineral imports are also vulnerable to shipping
disruptions and delays. For instance, civil unrest in
Mozambique has disrupted transport routes for Syrah's
graphite mine in Balama, leading Syrah to default on its
loans with the U.S. International Development Finance
Corporation and the U.S. Department of Energy.#'

Inadequate DoD Plans and Policies

To build more resilient mineral supply chains, the NDIS
Implementation Plan recommends stockpiling and
investing in mineral projects.*? A more robust National
Defense Stockpile could indeed support the defense
industrial base, but this stockpile can only be tapped
during national emergencies like war.® It is not meant
to “insulate private industry from supply shocks."#

For example, if priority defense programs face limited
commercial supplies of minerals, the National Defense
Stockpile could not release minerals to the defense
firms executing the program unless a war or national
emergency is declared.

The DoD could invest in mineral projects through
programs like the DPA and the Industrial Base and
Sustainment program.*® However, the DoD can award
grants to mineral projects only in the four countries
considered to be domestic sources.*¢ Although the
DoD can generally depend on the United States and
allied countries for most minerals given their collective
reserves, recycling, and substitutes, the United States
and its allies heavily rely on other countries for a select
group of minerals.

Yet, the DoD currently lacks policies to secure mineral
supplies from these non-allied partner countries. It
could seek new authority and additional appropriations

Materiel for Minerals: How the U.S. Can Leverage Security Assistance to
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U.S. Mineral Reserves

Antimony Years of domestic supply: 2.7 U.S. import reliance:

Import Sources (2019-2022) Largest Producers (mine production):

B China M Belgium MIndia _ China, Tajikistan, Turkiye, Myanmar, Russia
Bolivia [ Other

Chromium Years of domestic supply: 1.7 U.S. import reliance: 74%

Import Sources (2019-2022) Largest Producers (mine production):
South Africa [ Kazakhstan I South Africa, Kazakhstan, Turkiye, India, Finland
Canada MRussia [ Other

Years of domestic supply: O U.S. import reliance: 74%

Import Sources (2019-2022) Largest Producers (mine production):
Peru = Bolivia M Indonesia - China, Myanmar, Indonesia, Peru, Bolivia, Brazil
Malaysia ! Other

Bismuth Years of domestic supply: O U.S. import reliance: 94%

Import Sources (2019-2022) Largest Producers (refinery production):

l China M South Korea _ China, Laos, South Korea, Japan, Kazakhstan

M Belgium M Mexico [ Other

Arsenic Years of domestic supply: 0 U.S. import reliance: 100%

Import Sources (2019-2022) Largest Producers (arsenic trioxide production):

M China M Morocco [ Malaysia _ I Peru, China, Morocco, Belgium, Russia

M Belgium " Other

Graphite (natural) Years of domestic supply: 0 U.S. import reliance: 100%

Import Sources (2019-2022) Largest Producers (mine production):

M China M Mexico [ Canada _ China, Madagascar, Mozambique, Brazil,
Madagascar [ Other South Korea

Manganese Years of domestic supply: O U.S. import reliance: 100%

Import Sources (2019-2022) Largest Producers (mine production):
Gabon [T South Africa South Africa, Gabon, Australia, Ghana, China

Australia = Georgia " Other

Yttrium Years of domestic supply: 0 U.S. import reliance: 100%

Import Sources (2019-2022) Largest Producers (mine production):
B China M Germany M France _ China, Myanmar
M South Korea [ Other

Years of domestic supply is calculated with amount of reserves to annual consumption

Note: The criteria for inclusion on this list are (1) the United States is over 50% import-reliant, (2) the United States has less than

5 years of domestic reserves to meet annual consumption, and (3) non-allies represent more than 50% of U.S. import sources. To
calculate America’s reserve supply, the U.S. Geological Survey must have data on reserves and annual consumption. Thus, the list
excludes minerals—including cesium, rubidium, scandium, and tungsten—for which the U.S. Geological Survey lacks U.S. reserve
and/or consumption data, but the United States potentially has reserves of these minerals.

Source: Kateryna Klochko © 2025, The New Lines Institute for Strategy and Policy
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from Congress to give DPA awards to projects in

these countries. For instance, the National Defense
Authorization Act for fiscal year 2024 added Australia
and the United Kingdom as domestic sources,*” and
the Additional Ukraine Supplemental Appropriations
Act of 2022 appropriated $600 million to the DPA,
including for strategic and critical materials.*¢ However,
it's not a given that Congress would add more
countries to that list — even allies like New Zealand —
and appropriating more DPA money is not assured.

Finally, investment in prospective commercial projects
does not ensure production or continued access to
production. Projects face production risks, including
technical (e.g., ramping up, personnel), financial (e.g.,
low mineral prices impacting project feasibility), and
governmental (e.g., permits, licenses) issues. For
example, Australian company Jervois halted the
opening of its Idaho Cobalt Operation due to low cobalt
prices,* which the U.S. government attributed to
overproduction by China.5® Moreover, even if Congress
deems other countries as domestic sources eligible
for DPA grants, the Trump administration could still
prioritize allocating funds to domestic mineral projects,
given the president’s support for onshoring.®

The Rationale for M4M Deals

The DoD could pursue offtake agreements for
uncontracted mineral production in non-allied
countries. Although some mines in these countries
may already have other offtake agreements, it's likely
there is uncontracted production capacity the DoD
could secure through new agreements. In particular,
the DoD could aim to sign ROFR offtake agreements,
which would give it the option but not the obligation
to purchase a specific volume of minerals before they
are offered to other buyers at the same price. ROFR
offtake agreements are common with prospective
mineral projects, but such projects often face
significant risks in achieving actual mineral production.
Consequently, the DoD should focus on securing
offtake agreements from existing mines to ensure a
reliable mineral supply.

With ROFR offtake agreements, the DoD could
exercise its right to offtake — for example, following
supply cutoffs imposed by China%? — and then sell
the minerals to the defense industrial base. Outside

of supply cutoffs, the DoD could exercise its right

to offtake minerals and sell the minerals to defense
firms executing priority defense programs but lacking
access to adequate mineral volumes and facing
corresponding delays. Alternatively, when the defense
industrial base can access sufficient mineral volumes,
the DoD does not have to execute ROFR offtake
agreements. Simply put, ROFR offtake agreements
effectively act as a buffer mineral supply that the DoD
can tap when necessary.

To secure ROFR offtake agreements, the DoD could
invest in mineral projects. Many foreign governments
want increased investment in their mineral sectors;
thus, direct investment may encourage mines with
state ownership to sign ROFR offtake agreements.
However, the DoD is restricted from issuing grants
mineral projects outside of the United States, Canada,
Australia, and the United Kingdom. Furthermore, even
if investment in other countries was made possible, it
would be considered risky given the operational and
jurisdictional risks with mineral projects. Consequently,
the DoD should avoid directly investing in overseas
mineral projects in non-allied countries.

Instead, the DoD could be leveraged to offer arms
sales and security training to non-allied countries in
exchange for mineral agreements. For example, the
DoD in tandem with the Department of State (DoS)
can condition certain FMS on securing ROFR offtake
agreements. Many governments in non-allied countries
want to acquire U.S. defense articles, giving the DoD
and DoS leverage to negotiate such agreements,
assuming Congress will also consent to such deals.
Importantly, many of these governments hold
significant shares in mineral projects in their countries;
therefore, they can negotiate such offtake agreements.

For instance, the Kazakh government, which has
requested to buy U.S. defense articles,® has the largest
stake in the Eurasian Resources Group (ERG),** which
is a major producer of chromite in Kazakhstan.%®
Similarly, the Indonesian government is a major U.S.
arms purchaser,’ and Indonesia’s state-owned holding
mining company, Mining Industry Indonesia (MIND

ID), has ownership stakes in several major mineral
projects, including for tin.%” These foreign governments
exercise significant influence over their mineral
projects. Given the lack of chromite and tin production
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in the United States and allied countries, these
minerals are targets for ROFR offtake agreements.

Importantly, the foreign government counterparty
could hold ownership stakes in mineral projects in not
only the home country but also in third-party countries.
For example, the Kazakhstan government, through
ERG, has ownership stakes not only in Kazakh projects
but also in those in Africa and Brazil.®8 A hypothetical
ROFR offtake agreement could feature a project

with ownership stakes held by a foreign government
outside that government’s own country, too.

The DoD should negotiate M4M deals with foreign
governments as means of providing itself, and

thus the defense industrial base, with access to
additional mineral supplies as needed. Using the FMS
process to secure ROFR offtake agreements also
leverages existing role of the DoS — primarily through
the respective U.S. embassy’s Office of Defense
Cooperation — in the FMS process and Minerals
Security Partnership.%® M4M deals would strengthen
both U.S. military partnerships and mineral supply
chains. These deals could also help limit China's
access to overseas mineral supplies by locking up
mineral supplies that Chinese companies could
previously have tapped.

Considering that the first Trump administration

was particularly active in facilitating FMS deals and
strengthening U.S. mineral supply chains, the current
Trump administration will likely remain open to such
deals.®® Furthermore, the administration may support
M4M deals because they are cost-neutral to the U.S.
government, as seen with the tentative minerals deal
with Ukraine in February 2025.

Using Foreign Military Sales
to Secure Minerals

The FMS program involves selling and exporting
American-made defense articles to eligible foreign
purchasers, and a similar process of direct commercial
sales could also be leveraged within the construct of
M4M.¢" Defense articles include not only platforms,
munitions, and their components but also properties,
materials, and equipment that support military
assistance, as well as machinery and tools for
manufacturing defense articles.5? The FMS program

is governed by the Foreign Assistance Act of 1961,
International Security Assistance and Arms Export
Control Act of 1976,%* subsequent amendments,
federal regulations like the U.S. Munitions List, and
executive branch policies, including the Conventional
Arms Transfer (CAT) policy.®® The Security Assistance
Management Manual (SAMM) then provides DoD
with guidance on managing and implementing

the FMS program.s®

In the FMS program, the DoD acts as an intermediary
by procuring defense articles on behalf of foreign
purchasers. While these counterparts ultimately pay
for the defense articles, they benefit from the DoD’s
technical and acquisition expertise. The Defense
Security Cooperation Agency (DSCA) within the

DoD manages the FMS program, ensuring proper
accounting procedures and that all transactions align
with U.S. defense and foreign policy objectives.

The FMS program is overseen by the DoS, which has
the responsibility to notify Congress about certain
deals. This process provides transparency and allows
Congress to review the terms of significant FMS
transactions.®” Although Congress has the authority to
review, block, and restrict these deals, these legislative
actions are subject to presidential veto, highlighting
the executive branch’s ultimate control over arms
transfers. Other arms transfer programs, including
Foreign Military Financing and Excess Defense Articles,
are also classified under the FMS program.8

Demand has increased for FMS since Russia invaded
Ukraine in 2022.%° In the government's fiscal year
2023, the FMS program totaled $66.2 billion in sales,
with over $80 billion in 2024.7 In the first two weeks
of October 2024, for example, the DSCA approved
selling MK 54 MOD 0 lightweight torpedoes to India;”!
the Electronic Attack Mission System to Italy;”?
Sentinel radar systems to Romania;”® AIM-9X Block Il
Sidewinder missiles, AGM-114R3 Hellfire Il missiles,
ammunition for artillery systems, machine guns, and
tanks to Saudi Arabia;”* and munitions for the Guided
Multiple Launch Rocket System and Army Tactical
Missile System to the United Arab Emirates.”®

The FMS process begins with a letter of request sent
by the eligible foreign purchaser to a U.S. security
cooperation organization, usually the Office of Defense
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A general view of granite being mined on Feb. 26, 2025, in the Zhytomyr region of Ukraine.
(Kostiantyn Libero v / Libkos / Getty Images)

Cooperation, or directly to the DCSA or other relevant
U.S. government agency.”® The letter includes the
foreign purchaser’s desired defense articles. While the
FMS process begins there, the U.S. government can
indeed signal its support for FMS deals, effectively
encouraging foreign purchasers to pursue them.”” For
instance, Trump, in his first administration, was vocal
in his support of selling defense articles to foreign
governments, such as Saudi Arabia.”®

Upon receipt of the letter of request, the requisite U.S.
government agency, usually the DCSA, evaluates the
proposed deal for compliance with stated U.S. national
security goals, the ability of the purchasing nation to
pay for the acquisition, and other criteria, including

the purchasing nation’'s military interoperability with
the U.S. military. The FMS case is then sent to the
State Department, which evaluates the deal based

on overall policy objectives and handles the requisite
notification to Congress. Generally, DCSA handles the
execution of FMS, while the State Department focuses
on interagency cooperation and overall alignment with
U.S. foreign policy goals.

For most FMS cases, the State Department must
notify Congress before approving an FMS deal. As
previously stated, Congress can block or restrict an
FMS deal through a joint resolution. However, the
president can veto the resolution. Additionally, the
president (or the secretary of state with delegated
authority) can issue a declaration of emergency and
bypass congressional input. This action occurred in
late 2023 when then-Secretary of State Antony Blinken
utilized emergency authorities on a sale of 155mm
artillery rounds to Israel “given the urgency of Israel’s
defensive needs."””

When the FMS case clears all approval processes,

the U.S. government will acquire the defense articles
on behalf of the foreign purchaser, which covers

the full cost associated with the deal & The DoD will
sometimes pair FMS with other military assistance and
training to further enhance the defense relationship
and improve interoperability.
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The Process of M4M Deals

FMS process

DoD & DoS propose M4M

USG-led ;
deal to foreign goverment
ROFR offtake
agreement process
Disapproval by
. i DSCA/D
Foreign Foreign goverment SCA/DoS due to

submits LOR for — concerns about

government-led FMS to USG

the DIB’s mineral
supply chain

Sources: Jahara Matisek, Gregory Wischer, Morgan Bazilian

M4M Deal Structure

The DoD could pursue M4M deals by linking ROFR
mineral offtake agreements with FMS deals and
other security assistance arrangements. The FMS
process would remain unchanged, and the ROFR

offtake agreement negotiation would run concurrently.

Due to the DoD’s discretion to approve FMS deals

on a case-by-case basis, the DoD could condition
specific FMS transactions on securing ROFR mineral
offtake agreements.

Just as the DoD is an intermediary for the foreign
eligible purchaser in FMS deals, it would also act as
such in executing offtake agreements. A defense
firm would request that the DoD execute a mineral
offtake, and it would then determine whether it should
and for what volume. The DoD could then use DPA
funds to execute the purchase of minerals from
non-domestic sources.?” Under a DPA exemption, the
DoD can purchase industrial resources — including
minerals — “necessary to assure the availability to the
United States of overseas supplies.”®? This exemption
exempts the DoD from other laws, such as restricting
contract solicitations to domestic sources.®

Defense firms would be responsible for paying the
resulting costs, including duties; therefore, both
FMS deals and ROFR offtake agreements would be
cost-neutral, meaning no additional expenditures
are incurred by the U.S. government. After taking

—>

Outcome 1

Execute FMS case Outcome 2

DoD takes delivery of minerals

Sign ROFR
offtake agreement

If necessary, DoD executes
ROFR offtake agreement

FMS process —p Quicomel

Execute FMS case Outcome 2

DoD takes delivery of minerals

ROFR offtake S'gfnﬂ'zggR If necessary, DoD executes
agreement —» ¥ ROFR offtake agreement
process agreement

© 2025, The New Lines Institute for Strategy and Policy

delivery of the minerals, the DoD would resell them

to the requesting defense firm. The DoD would have
to develop corresponding procedures for considering
offtake requests, including how to adjudicate multiple
bids for limited mineral volumes.®

Notably, then-President Joe Biden signed a waiver of
DPA purchase requirements for critical and strategic
materials, suspending purchase requirements such
as a presidential determination, spending limitations,
and congressional notifications.® The current
administration could now sign and, if necessary,
execute ROFR mineral offtake agreements.

To discourage foreign counterparts from reneging on
mineral offtake agreements after receiving defense
articles, the DoD could withhold spare parts. Under
the current CAT policy, the DoD can at any time “cease
the transfer of or future support for a transferred
defense article or service.” The DoD could condition
security assistance and training programs, too, on

the foreign government upholding ROFR offtake
agreements. Additionally, if foreign governments seek
to circumvent ROFR offtake agreements by procuring
defense articles directly from U.S. arms manufacturers
via Direct Commercial Sales licenses, the State
Department can determine that those sales must “be
required to proceed through the FMS process.”’

The proposed M4M deal structure complies in principle
with existing statutes. The Foreign Assistance Act says
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that U.S. policy for security assistance is “based upon
the principle of effective self-help and mutual aid,®
while the AECA states that FMS should “be approved
only when they are consistent with the foreign policy
of the United States,”®® which includes strengthening
U.S. supply chains for minerals.®® The AECA adds that
the deals should consider “the impact of the sales

on programs of social and economic development,”!
and mineral offtake agreements would indeed be
economically beneficial to the foreign counterpart.

The M4M deal structure also aligns with the

CAT policies of both Biden and the first Trump
administration. Biden's CAT Policy supported U.S.
efforts to “strengthen the United States manufacturing
and defense industrial base and ensure resiliency in
global supply chains.”®? The first Trump administration’'s
CAT Policy was also explicit: arms transfers should
“strengthen the manufacturing and defense industrial
base."® Given the first Trump administration’s CAT
Policy, the current Trump administration could issue a
CAT policy that emphasizes the importance of arms
transfers in strengthening the defense industrial base
— which M4M deals would do.

The security assistance portion of the M4M deal
structure aligns with U.S. policy, too. Providing

arms, training, and military equipment to a foreign
government makes them more militarily effective,

a core rationale for U.S. security assistance.®* Such
security assistance also increases U.S. military
influence in increasingly important non-allied countries
like Indonesia vis-a-vis China.®®

Example M4M Deal: Indonesia

The DoD consumes an estimated 2,600 metric tons
of tin annually.?® Yet, the United States has not mined
tin since 1993, and it has not smelted it since 1989.%
The National Defense Stockpile contains 3,578 metric
tons of tin as of September 30, 2022.%¢ Consequently,
the United States writ large relies on imports to meet
74% of its domestic demand for refined tin, with the
other 26% of consumption being met by recycled tin.*®
Non-allied countries like Peru, Bolivia, and Indonesia
are the largest sources of U.S. imports.'%°

Indonesia specifically is a major producer of tin,'
and PT Timah Tbk, the country’s largest tin producer,

is majority-owned by the government of Indonesia.?
Indonesia is also a major buyer of U.S. defense
articles through the FMS program. In February 2022,
the DSCA certified a nearly $14 billion deal for 36
F-151D aircraft and related equipment.’® DSCA has
previously approved other Indonesian FMS deals
involving MV-22 Osprey aircraft,** AIM-120C-7
missiles,'®® and AIM-9X-2 Sidewinder missiles.’ The
DoD could condition and entice future FMS deals with
Indonesia based on the DoD signing a ROFR tin offtake
agreement with PT Timah Tbk.

Other governments that the U.S. government could
target with M4M deals are Arabian Gulf countries

like Saudi Arabia and the United Arab Emirates.
Traditionally, these countries are major purchases of
U.S. defense articles, and while these countries are not
major mineral producers, their state-owned enterprises
- including state investment firms like Saudi Arabia’s
Manara Minerals — are taking significant stakes in
mineral projects and companies in other countries.
Therefore, the DoD could condition future FMS deals
with these governments on them signing ROFR mineral
offtake agreements. The DoD and State Department
could identify other potential target governments that
both produce minerals and want to purchase U.S.
defense articles.

M4M Implementation

U.S. policymakers should consider the M4M approach
as part of a broader strategy to secure America'’s
mineral supply chains. This includes investing

in domestic mineral production and processing
capabilities, supporting research into alternative
materials and recycling technologies, strengthening
partnerships with allied nations to diversify supply
chains, and developing comprehensive risk
assessment and mitigation strategies for mineral
supply disruptions. M4M deals simply offer another
tool for addressing U.S. mineral supply chain
vulnerabilities. However, its implementation must be
carefully integrated into a comprehensive approach
to mineral security and balanced against potential
negative consequences.

Implementing the M4M strategy will require
coordination among various U.S. government agencies,
namely the DoD and DoS. Successful execution will
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U.S. Secretary of State Antony Blinken and Norwegian Foreign Minister Espen Barth Eide sign a memorandum of
cooperation on “High-Standard, Market-Oriented Trade of Critical Minerals,” strengthening their partnership on clean
energy, on Sept. 30, 2024, in Washington, D.C. (Kevin Dietsch / Getty Images)

depend on identifying suitable partner countries with
both access to mineral resources and interest in
obtaining U.S. military equipment and/or assistance.
Negotiating agreements that balance mineral access
with appropriate levels of military support will be
crucial, as will ensuring compliance with existing laws
and regulations governing arms sales and technology
transfers. Developing mechanisms to monitor and
enforce M4M agreements over time will also be
essential for long-term success.

If the U.S. government indeed pursues M4M deals,
it must be responsive to changing global conditions.
Regular reassessment of the M4M approach,

its impacts, and its alignment with broader U.S.
foreign policy and national security objectives will
be important. These reassessments could involve
adjusting the terms of agreements, exploring new
partnerships, or developing alternative strategies as
geopolitical and economic landscapes evolve. The
U.S. government should establish clear metrics for
evaluating the effectiveness of M4M agreements and

be prepared to modify or terminate arrangements
that do not meet established goals or that generate
negative consequences.

Lastly, the success of an M4M strategy will depend

on robust oversight and accountability mechanisms.
Transparent reporting on the outcomes of these
agreements, including their impact on mineral supply
chains, partner nation development, and regional
stability will be essential for maintaining domestic and
international support for the program.

Benefits and Risks

The M4M approach presents several benefits. It
provides a mechanism for securing mineral access
without requiring new legislative authorities or
appropriations. It capitalizes on existing relationships
and programs such as the FMS program to create
mutually beneficial arrangements with mineral-rich
countries. Furthermore, it offers flexibility through
ROFR offtake agreements, allowing the DoD to
access minerals without committing to unnecessary
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purchases. Critically, M4M deals could reduce
reliance on adversarial countries, namely China, for
critical minerals.

The M4M strategy has the potential to reshape global
mineral supply chains and influence geopolitical
relationships to the United States’ benefit. The DoD
would not only strengthen its position in mineral-rich
countries but also offer a demand alternative to China,
helping diversify global mineral supply networks. U.S.
allies could also adopt the M4M strategy and further
lock out adversaries like China and Russia from
accessing some mineral supplies.

However, the M4M approach also poses risks. First,
M4M deals for minerals lacking in the United States
could dissuade investment in domestic stockpiling,
recycling, and substitutes for those minerals. Domestic
sources of minerals would be less prone to disruption
than those from M4M deals, and they could also be
transported to domestic defense firms more quickly,
which is why domestic mineral production and
stockpiling should be prioritized. The U.S. government,
therefore, should view M4M deals as part of a broader
strategy that includes developing domestic capabilities
and fostering innovation in mineral extraction and
processing technologies.

Second, exchanging military equipment for mineral
access could exacerbate regional tensions and
contribute to arms proliferation. Governments
receiving advanced weaponry might use it to repress
domestic populations or engage in armed conflict
with neighboring countries; however, these very same
governments may be dissuaded from acting in such

a manner in order to maintain access to U.S. defense
materiel. These actions could lead to increased
violence and humanitarian crises, which contradict
broader U.S. foreign policy goals of promoting peace
and stability. Given the exchange of arms for minerals,
other governments and international institutions may
also view M4M deals as unethical and exploitative,
harming U.S. diplomatic standing. Thus, the U.S.
government must engage in careful diplomacy and
transparent communication about the mutual benefits
of M4M agreements.

Third, increased mineral extraction activities could
harm the environment by contributing to deforestation,

water pollution, and habitat destruction, among
other effects. Moreover, local communities might
face displacement as governments prioritize mineral
production to secure military deals. These impacts
could damage the United States’ reputation and
contravene its commitments to environmental
protection and human rights. To mitigate these risks,
ROFR mineral offtake agreements could include
provisions that require environmental protection and
community engagement.

Policy Recommendations

1. The White House should update its CAT policy
to emphasize that one of the objectives of its
arms transfers policy is to strengthen the defense
industrial base’s supply chains, including for
critical minerals. The Trump administration could
be amenable to such an update since during the
president’s first term, CAT policy noted that the
arms transfer action plan “should account for the
competitive environment in which the United States
must operate and the need to protect and expand
our technological advantages and our defense
industrial base."®” The mineral supply chains of the
defense industrial base are vulnerable; therefore, the
U.S. government's arms transfer policy could help
protect these supply chains and, hence, the defense
industrial base.

2. State Department leadership should direct its
chiefs of mission and their requisite country teams
to prepare Integrated Country Strategies (ICSs)
that explicitly include M4M deals. An ICS is the
four-year strategy that articulates priorities in a given
country, including mission goals and objectives for
arms transfers and other cooperation.'® Drafting
the ICS is led by the chief of mission and includes
input from other relevant government agencies,
including the DoD. By including M4M deals in an
ICS, U.S. embassies around the world would have
direct tasking to pursue those deals. Embassy
teams would also be responsible for favorably
framing these deals as mutually beneficial with the
foreign counterparts.

3. DoD’s Manufacturing Capability Expansion &
Investment Prioritization Office should develop a
list of target minerals and corresponding target
countries for M4M deals. This list of minerals
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lacking in both the United States and allied countries
would be distributed to the U.S. embassy teams in
target countries. Additionally, the office oversees

the DPA Title Il program, which would be used to
execute the ROFR mineral offtake agreements.
Consequently, the office would be responsible for
drafting procedures for receiving and reviewing
requests to execute these offtake agreements,

as well as determining mineral allocations to
requesting defense firms.

. State Department leadership should assign

responsibilities for drafting preliminary M4M deals
to the economic sections and Offices of Defense
Cooperation at U.S. embassies. The economic
sections at U.S. embassies understand the mining
industries in the host countries, while the security
cooperation offices understand the host countries’
interests in U.S. defense articles. The draft deals
would then be sent to State Department and
Defense Department headquarters for final drafting
before being presented to the foreign counterparts.
The embassy teams would then be responsible for
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U.S. President Joe Biden speaks during a virtual meeting on securing critical mineral supply chains in Washington, D.C., on
Feb. 22, 2022. (Brendan Smialowski / AFP via Getty Images)

negotiating the M4M deal, subject to final approval
by DoD and State Department leadership.

5. The DSCA should issue a policy memo on
minerals, noting that letters of request for FMS
deals can be denied due to concerns about the
mineral supply chains of the U.S. defense industrial
base. This policy memo can be used as a predicate
for the DSCA and State Department to deny FMS
letters from foreign governments with whom the
DoD seeks ROFR mineral offtake agreements.

The disapproval notice would effectively notify the
foreign government that the U.S. government would
reconsider the request if the foreign government
signed an ROFR offtake agreement.

Conclusion

The DoD faces significant challenges in securing

its mineral supply chains, which are crucial in both
defense platforms and munitions. The DoD's reliance
on foreign mineral sources poses substantial risks
to the defense industrial base and, by extension, U.S.
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national security. The proposed M4M deal framework
offers an option for mitigating these risks.

By carefully implementing and continuously refining
the M4M deal structure over time, the DoD has

the potential to strengthen its global partnerships

and secure its mineral supplies in an increasingly
competitive world. However, success will require
sustained commitment, careful diplomacy, and

a willingness to address the ethical and practical
challenges that arise from linking military assistance to
mineral extraction.

Future research on M4M deals could focus on
assessing the legal and regulatory frameworks

security assistance.

necessary to support M4M deals, to include expanding
direct commercial sales within the same construct,
analyzing the potential economic impacts on both

the defense industrial base and partner nations,
evaluating the environmental and social impacts of
increased mineral extraction in partner countries, and
exploring alternative strategies for securing mineral
supplies, including increased domestic production and
recycling initiatives

As U.S.-China competition intensifies and the defense
industrial base’'s mineral demand grows, M4M deals
could provide the DoD with another tool to strengthen
the supply chains of the defense industrial base.
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CEO of Scale A.I. Alexandr Wang, American Enterprise Institute fellow Klon
Kitchen, and Global A.L ethicist at DataRobot Dr. Haniyeh Mahmoudian

testify during a House Armed Services Subcommittee on Cyber, Information
Technologies and Innovation hearing about artificial intelligence on Capitol Hill
July 18, 2023, in Washington, D.C. (Drew Angerer / Getty Images)

Courtney Manning

tech to two areas vital to the national interest in the
21st century: military-technological supremacy and
economic competition with China.

espite popular media portrayals of self-taught
entrepreneurs developing technological
marvels in rented garages, new innovations in
the United States are predominantly funded

For the U.S. Department of Defense, the value
added by public-private cooperation is self-evident:
Leadership in advanced technologies deters and
and sustained through federal initiatives bolstering z(rj?/\gﬁjseasriiglZiydrr;gqrettgécpaads\;afotaygez?S?ilg\::ly éS”'
successful enterprises. The strengthening bond groundbreaking innovations have originated from
between technology giants and Washington over domestic private firms. Procuring and outsourcing
time is a function of the centrality of cutting-edge cutting-edge products and services strengthens the
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defense-industrial base at a fraction of the cost of
equivalent public-sector projects while expanding
American geopolitical influence and bolstering gross
domestic product (GDP). In return, the Department of
Defense serves as a “venture customer” that provides
substantial funding — at substantial financial risk — for
private-sector innovations before consumer demand
rises to fill the gap.’

For the executive branch, at least in peacetime,
ensuring that the United States remains a global
hegemon takes primacy. After securing international
dominance in manufacturing by the end of World
War I, America kept its lead by localizing high-value,
low-hazard activities like research and development
(R&D) and outsourcing low-value, labor-intensive
tasks like mining and manufacturing to countries in
the Global South.? Prioritizing operations higher on
global value chains allowed American technology
firms to increase profitability without significant
public investment or regulatory intervention.® Instead,
free trade, foreign partnerships, and strategic

global investments enabled the United States to
surpass the technological capacities of all other
countries in the system and attract new ideas and
investment into its orbit.

Decades of laissez-faire oversight and unregulated
capital consolidation, however, gradually whittled down
America’s innovation dynamism. U.S. leadership in
sourcing and production slowed, driving depreciating
returns in economic growth and productivity across
all but a few geographic areas and specialties.*
Ensuring local diversity of outputs beyond R&D was
critical for market disruption, but the infrastructure
required to support activities like manufacturing and
after-sales service no longer existed domestically. As
policymakers grappled with this new reality, a nation
that had spent the past quarter-century testing radical
industrial policies began challenging the foundational
principles of the U.S. free-market system: the People’s
Republic of China (PRC).

By securing near-monopolies over several non-R&D
activities and investing $912 billion in technology
start-ups between 2013 and 2023, China gained
unprecedented leverage over global technology
markets.® Aggressive state-driven investment,
mercantilist industrial policies, and exploitation of

free market and innovation ecosystems soon began
to drive rapid advances in artificial intelligence (Al),
guantum sensors, electric batteries, and advanced
manufacturing.® Despite Western assertions that
these strategies would fail to drive indigenous
research and development,” China soon surpassed
the U.S. in several key Al metrics, including number of
patents filed? research papers published,® and public
investment as a share of GDP1

Despite these risks, the importance of sustaining
America’s technological hegemony can seem distant
from the interests of the average taxpayer. Developing
bleeding-edge technologies requires billions of
dollars and years of sustained funding for geopolitical
advantages that may never materialize. In a politically
polarized nation where kitchen-table economics
increasingly supersedes abstract technocratic
objectives," sustaining public support for broad
industrial initiatives across multiple election cycles
poses a significant challenge — one that single-party
states like China are not constrained by.

Enter public diplomacy and political advocacy.

While only four in 10 Americans believe that the
People’'s Republic of China's technological capacity
is “of very serious concern,” its human rights record,
support for Russia, and tensions with Taiwan
represent more salient threats in the public lexicon.'?
To sustain bipartisan and public support for the
policies needed to stay ahead of Beijing, Washington
must frame U.S.-China strategic competition as an
ideological war, with democratic values and ethics
on one side and authoritarianism and territorial
encroachment on the other.

While this portrayal is conceptual, the underlying risks
are real. By funneling innovations from its private
sector and foreign collaborators into its military
apparatus, the Chinese Communist Party aims to
“intelligentize” its People’s Liberation Army (PLA) and
supersede the United States in next-generation warfare
by 2035." The Australian Strategic Policy Institute
finds that while U.S. firms dominate in commercial

Al sales, China's leadership in 24 technologies with a
high risk of monopoly includes every single one with
defense applications.™ If China’s autonomous drone
systems, cyber warfare tools, and advanced missile
technologies surpass U.S. capabilities, it could not
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only undermine American technological leadership but
also shift the global balance of power and sideline the
liberal, rules-based order that has long underpinned
U.S. foreign policy. For this reason, preventing
innovation stagnation is not a hypothetical or distant
concern — itis a direct threat to U.S. national security,
economic stability, and global influence, and as such
requires unprecedented government intervention.

Industrial Policy Goals and Mechanisms

U.S. critical technology initiatives may not inhibit
China’s economic development, alter its territorial
claims, or mitigate its authoritarianism, but within

an economic competitiveness framework, none are
necessary to “beat China.” Rather, the U.S. “winning”
the global technology race comprises gaining
dominance over a range of strategic investments

that pay dividends in both conflict and peacetime,

and then using those investments for public good at
home and to promote U.S. influence abroad. The more
resources that are applied to this effort (and to building
strong coalitions that multiply gains and protect
shared spoils), the more China is deterred from future
geopolitical malfeasance and incentivized to follow the
rules-based liberal order.

Nvidia CEO Jensen
Huang unveils a range

of new chips, software,
and services in artificial
intelligence computing at
the keynote of CES 2025

in Las Vegas, Nevada, on
Jan. 6, 2025. (Artur Widak
/ NurPhoto via Getty
Images)

Within this strategic competition framework, a
successful industrial policy strategy for critical
technology development (1) maximizes national return
on investment, (2) aligns the ensuing benefits with the
public interest, (3) mitigates the risk of exploitation by
adversaries, and (4) furthers U.S. foreign policy goals.
Legislators must ensure these needs are met while
providing sufficient incentives for firms to cooperate
with — and even promote — regulations that affect
their bottom line.

Allocation and Coordination
of National Resources

The first priority for U.S. industrial policy is to maximize
national return on investment, either directly through
revenue generation or indirectly through benefits to
society and national security. Corporate taxes on the
technology sector redistribute the disproportionately
high financial returns of a small group of innovators
across broad spending buckets like health care,
infrastructure, and education. Targeted fiscal
mechanisms — such as subsidies, public-private
partnerships, and tax incentives — reinvest those
revenues back into the innovation ecosystem.’
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American corporate tax rates are substantially

lower than in other developed countries, bringing

in less revenue as a share of GDP than nearly all
other market-based economies.’ As a result, the
United States spends less on R&D as a percentage

of its GDP than Israel and South Korea."” In 2024,

the Biden administration budgeted $209 billion for
public science and technology programs,*® including
$102 billion for health and social equity initiatives.’
China currently spends about five times more on its
supply-side investments,?® funneling more than $912
billion into critical technology startups alone over the
past 10 years.?' However, substantial tax credits and
subsidies make private sector R&D more lucrative

in the United States than in China. As Washington's
spending on R&D as a function of GDP has declined,?
total U.S. investment in research and development has
increased exponentially, with corporate spending now
comprising nearly 80% of the U.S. total.?®

Private sector R&D expenditures result in more
cost-effective and market-oriented innovations than
are typically produced by the public sector. However,
capital investment alone does not inherently drive
output of new technologies.?* Functional constraints,
including specialized labor, raw materials, machinery,
and research time, become more burdensome as
demand for cutting-edge tech expands. The critical
technology sector must also make investments to
protect its proprietary technology, data, and supply
chains from extortion and theft.2®> Well-resourced
firms that are unable or unwilling to address these
systemic challenges tend to redirect new capital into
areas with fewer constraints, such as stock buybacks
and executive salaries.?® The resulting rentiership
and bureaucratic bloat drive diminishing returns

that weaken return on investment as additional
resources are injected.

For this reason, Washington must invest not only

in individual firms but also in the foundational
infrastructure underpinning the critical technology
sector. Energy grids, data networks, and
transportation lines must be robust for emerging
technology initiatives to be effective.?” Over time, the
responsibilities of labor provision, job training, and
benefits like retirement and health insurance have also
shifted from the private to the public sector due to the
former’s exponential growth model and the latter's

accelerating demand for dual-use technologies.?® In
semiconductor manufacturing, for instance, federal
and state job training programs allow firms to improve
total factor productivity by increasing their hiring
requirements rather than provide on-the-job instruction,
though the Semiconductor Industry Association
projects that 58% of new jobs will go unfilled by 2030
without significant program expansion.2®%

As federal responsibilities expand, investments in
coordination, administration, and oversight must

rise in tandem. Starting with President Donald
Trump's “Executive Order on Maintaining American
Leadership in Artificial Intelligence” in 2019, executive
orders became the primary vehicle to authorize new
administrative capacity. Subsequent orders reformed
the Cybersecurity and Infrastructure Security Agency
and bolstered existing export mechanisms such as the
Bureau of Industry and Security (BIS), Committee on
Foreign Investment in the United States (CFIUS), and
Office of Foreign Assets Control (OFAC). President Joe
Biden continued his predecessor’s focus on strategic
technologies but emphasized multisector applications
such as infrastructure, health, and social equity. Biden
signed into law the Infrastructure Investment and
Jobs Act, the Creating Helpful Incentives to Produce
Semiconductors (CHIPS) and Science Act, and the
Inflation Reduction Act. These new and expanded
vehicles oversee more than 160 new R&D programs
with more than $730 billion in funding.3? Finally,
National Defense Authorization Acts allow Congress
to regulate innovation, with the 2021 law establishing
the National Artificial Intelligence Initiative Office and
the 2023 law banning Chinese semiconductors from
government contractor supply chains. 3334

Domestic Regulations and Award Conditions

Improved access to infrastructure, labor, and capital
lowers the cost of entry for new players in the
advanced technology space, increasing innovation
dynamism and GDP. However, net benefits to the U.S.
economy do not always represent net benefits to

the average American. The cultural communication
supporting these enormous investments is
undermined if Washington's priorities are unable to be
sufficiently differentiated from those of the Chinese
Communist Party or other unsavory regimes. If U.S.
citizens feel unjustly surveilled, overtaxed, underpaid,
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or politically disenfranchised due to federally funded
advancements in emerging technologies, public
support for these initiatives will decline. For the
government, this means losing not only the potential
economic benefits of an innovation but also the
geopolitical and military advantages it provides.

Legislation, regulations, and grant terms ensure that
Washington's critical technology investments reflect
American ethics and values. Principles like social
equity, privacy, human rights, and democracy are

not inherent to free markets; on the contrary, when

left unchecked, emerging technologies tend to serve
the interests of capital-rich investors over unmet
social needs.® Executive orders and memorandums,
like the Biden administration’s Policy to Advance
Governance, Innovation, and Risk Management in
Federal Agencies’ Use of Al, aim to predict and prevent
negative externalities that could arise from new
technology investments.®® Program regulations and
grant agreements, like the CHIPS and Science Act's
requirement that firms seeking $150 million in funding
provide childcare plans for their blue-collar workforce,
ensure that taxpayer-funded programs contribute to
the public good.®”

Trade and Export Controls

Export, investment, and trade controls aim to

prevent bad actors from unduly exploiting America’s
innovations and international collaborations, gain an
asymmetric advantage over the state, or pose threats
to U.S. national security. Trade policy determines what
products, services, and end users are of particular
importance to U.S. global leadership and defense,
while Export Administration Regulations (EARs) ensure
that these assets are protected from exploitation and
capture by foreign adversaries.

The primary authorizing statutes for export controls
are the Arms Export Control Act, the Export Control
Reform Act, and the International Emergency
Economic Powers Act. With executive branch
coordination from the Office of the U.S. Trade
Representative,® oversight and enforcement of

U.S. export controls are dispersed across several
government agencies. If a foreign entity is deemed
to threaten U.S. national security, OFAC and BIS
place it on one or more end-user sanctions lists with
varying degrees of restrictions.®® Export controls for
all commercial items — as well as many dual-use

Key fobs are produced at a manufacturing plant in Tlajomulco de Zuniga, Jalisco State, Mexico, on Feb. 20, 2025.
(Ulises Ruiz / AFP via Getty Images)
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technologies such as semiconductors, Al, and
guantum computers — are also enforced by BIS.#4
Export controls for conventional weapons and other
dual-use technologies, meanwhile, are directed by

the State Department’s Conventional Arms Threat
Reduction Office.#! The International Traffic in Arms
Regulations, a section of the Arms Export Control Act,
grants the State Department’s Directorate of Defense
Trade Controls jurisdiction over munitions and defense
articles and services not covered by other entities.*?

While export controls help ensure that U.S. products
and services are unable to reach America's adversaries,
import controls like taxes, tariffs, and duties are used
to offset injurious trade practices and gain leverage
in international negotiations. The president is granted
broad authority by Congress to impose tariffs and
duties on imports that threaten U.S. security or the
national interest.*® The secretary of the treasury then
interprets these orders and drafts regulations to be
enforced by U.S. Customs and Border Protection at
U.S. ports of entry.

A final set of policies ensure that nonsensitive
products and services are diffused fairly throughout
the international environment. Section 301 of the

U.S. Trade Act authorizes the president to impose
tariffs and other trade restrictions on countries that
unduly burden or restrict free trade, regardless of their
membership in the World Trade Organization (WTO).#
This authority gained prominence in 2018, when Trump
imposed a series of tariffs to pressure the Chinese
government to rescind its policies and practices
related to technology transfer and intellectual property
theft.#® Before this, these activities faced few unilateral
repercussions from other countries, with WTO cases
and patent infringement lawsuits providing the primary
mechanisms for dispute resolution. Afterward, several
nations — including non-European countries like India
and Vietnam — followed the United States’ lead in
imposing tariffs on China's technology industries.*¢

Foreign Investment and Transaction Controls

In addition to ensuring that its exports do not increase
risks to national security, the United States aims to
monitor and prevent innovations deemed “critical” or
“dual use” from being acquired or invested in by its
competitors and adversaries. In 1975, President Gerald

Ford's Executive Order 11858 established CFIUS to
prevent foreign firms from capturing the uppermost
benefits from the U.S. critical technology and defense
sector.#” The primary statutes authorizing CFIUS

are the Defense Production Act of 1950, the Foreign
Investment Risk Review Modernization Act of 2018,
and the Foreign Investment and National Security Act
of 2007.48 Over time, CFIUS's oversight has expanded
from reviewing foreign mergers and acquisitions of
U.S. companies that are integral to defense supply
chains to overseeing a wide variety of transactions,
mergers, and noncontrolling investments in critical
industries as well as real estate near military and
maritime installations.

Inverse mechanisms prevent U.S. firms from investing
in or acquiring foreign assets that might be used
against the country or its sensitive industries. While
U.S. partners such as Japan, Taiwan, and South

Korea have long maintained restrictions on outbound
investment in foreign dual-use technologies, U.S.

tech firms have had broad agency to partner with
foreign entities on advanced research centers,
fabrication plants, and joint ventures. While CFIUS

is not authorized to oversee these transactions,
mechanisms have recently been instituted to monitor
and prevent PRC military and intelligence agencies
from benefiting from them.*® These include the

CHIPS and Science Act's requirement that grantees
not expand manufacturing in China for at least 10
years and the U.S. Outbound Investment Security
Program'’s prohibition of outbound investments in a
number of Chinese industries.® This departure from
traditional U.S. policy aims to be limited in scope to
only specified products and firms associated with PRC
military and intelligence activities. However, Beijing's
expansive civil-military fusion regime and Washington's
decentralized and overlapping regulatory structure
make enforcement of these policies extraordinarily
difficult, particularly when they require investigations of
foreign subsidiaries and intermediaries in addition to
U.S. investments and transactions.

Finally, domestic regulations on trade and investment
are used to promote cosmopolitan foreign policy
objectives, such as reducing forced labor and
corruption abroad. BIS is broadly required to consider
human rights concerns when reviewing trade license
applications, and it must reject specific products and
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services when directed by the president and other
authorities under part 766 of the EAR.5! For example,
BIS is required to deny export licensing for products
and services used by the PRC for crime control and
surveillance in Hong Kong.%2 Additionally, statutes
such as the Uyghur Forced Labor Prevention Act®
and Global Magnitsky Act> prevent U.S. entities from
engaging in trade with foreign entities responsible for
gross violations of internationally recognized human
rights. As with part 766 orders, these prohibited end
users and products of concern must first be stipulated
by the president or another specified authority.

Cooperative Agreements and Regimes

The final objective of U.S. economic competition
policy is to create foreign initiatives that sustain U.S.
global leadership and influence. The most significant
multilateral regimes regulate global proliferation of
weapons of mass destruction and “destabilizing
accumulations” of conventional weapons and
dual-use technologies: the Wassenaar Arrangement,

Nuclear Suppliers Group, Australia Group, and Missile
Technology Control Regime.®® The second-largest
multilateral agreements are those that regulate free
and fair trade. One of the most active international
dispute settlement institutions in the world, the WTO,
is dedicated to ensuring its signatories maintain
open, fair, and undistorted economic competition
policies and practices.% The World Bank, the United
Nations Conference on Trade and Development,

and the Organization for Economic Cooperation and
Development also promote democratic and market
economic principles; negotiations for the latter two
mechanisms are overseen by the Office of the U.S.
Trade Representative.

Policy considerations under trade agreements have
become broader and more sophisticated over time.
According to the United Nations Conference on

Trade and Development, issues currently governed

by regional trade agreements include environmental
protection, migration, workplace safety, and intellectual
property rights.% International mechanisms also

Federal Reserve Chair Jerome Powell testifies before the Senate Banking Committee about the Fed’s continuing efforts to
tame inflation and ease borrowing costs in the face of new tariffs, possible tax cuts, and other institutional moves by the
Trump administration on Capitol Hill on Feb. 11, 2025, in Washington, D.C. (Chip Somodevilla / Getty Images)
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govern trade in emerging technologies. Both the
U.S.-EU Trade and Technology Council and the

Export Controls and Human Rights Initiative research
and publish international standards for exporting
technologies that may be misused for human

rights violations. Other mechanisms — such as

the Indo-Pacific Economic Framework, Americas
Partnership for Economic Prosperity, and International
Technology Security and Innovation fund — promote
resilient critical technology supply chains.®®

Regulatory Risk in the
Critical Technology Sector

In exchange for their contributions to the defense and
public sectors, technology firms receive generous
incentives that allow them to innovate broader and
further than through private investment alone. As long
as the government provides these incentives, it is able
to influence which innovations are developed, where
they should go, and who should use them. However, if
Washington's web of policies and priorities becomes
too prohibitive to navigate, firms will move elsewhere
to secure ongoing shareholder returns. For this reason,
industrial policy must ensure that a broad range of
firms are incentivized to cooperate with the demands
of federal and state agencies.

Because the U.S. is a democracy, equilibrium
between the interests of firms and the government
is not enough to justify large volumes of public
spending. Both incentives and restrictions require
public awareness and support, which is achieved
by aligning initiatives with domestic priorities and

Industrial Policy on Free Markets

Innovation — Market Distortion

Incentives

Restrictions

Source: Courtney Manning  © 2025, The New Lines Institute for Strateqgy and Policy

ensuring sufficient tax revenue for other spending
buckets. Industrial policies that infringe on free and
fair trade have also traditionally required a credible
national security justification to avoid unduly violating
U.S. international agreements, making a minimum
threshold of consent from U.S. partners and allies

an unspoken requirement. However, recent shifts
deprioritizing multilateralism in the executive branch
have made this consideration less significant.

The final major risk of industrial policy is market
distortion. Even when incentives and restrictions

are evenly balanced, industrial policies and other
government interventions impose complex and
unpredictable effects on the rest of the economic
system.® For this reason, while a minimum level

of regulation is needed to prevent exploitation by
adversaries and rent-seeking firms, industrial policies
should target only critical technologies with significant
and understood military applications while maximizing
agency for commercial innovators to collaborate and
take risks. If not, the friction produced by colliding
variables of successive waves of intervention will
rapidly drive diminishing returns in innovation and
technological development.

In periods of high market distortion, the technology
sector is unable to efficiently meet the needs of the
state and its citizens. Before the endpoint of complete
isolationism or net-zero innovation, four gradually
increasing negative effects provide warning signs

that U.S. industrial policy is becoming too restrictive:
protectionism, regulatory ambiguity, bureaucratic bloat,
and escalation spirals.

Protectionism

The U.S. technology industry once cultivated a variety
of economic activities, each providing continuous
opportunities for innovation and market disruption.
Eventually, prioritization of intellectual property creation
— particularly hardware and software design — led to
the offshoring of most other activities. Technology
firms sacrificed long-term opportunities to innovate in
processes like procurement, manufacturing, and after-
sales service for immediate savings in labor costs. By
2019, intellectual property accounted for 41 percent of
U.S. GDP and 44 percent of total U.S. employment,°
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narrowing U.S. labor demand and creating high-risk
supply chain dependencies.

To combat these risks, the first Trump administration
proposed tariffs on manufactured goods and raw
materials to reshore non-R&D activities, improve
supply chain resiliency, and promote rural job creation.
However, penalizing imports and foreign partnerships
rarely motivates the creation of domestic replacement
capacity.®! A study by the Harvard Kennedy School
determined that most U.S. companies affected by
tariffs between 2018 and 2019 chose to downsize or
move operations to the Indo-Pacific or Latin America
rather than invest in domestic facilities.5? Foreign
partners are even more incentivized than domestic
firms to move their operations elsewhere, significantly
reducing U.S. tax revenue and employment.®® Given
that tariff collection accounts for only 1.57% of federal
income as of 2024, federal enforcement costs and
revenue losses far exceed revenue raised through new
trade restrictions.*

While financial penalties can appear more cost
effective than direct investment, the fiscal burden of
policy implementation, enforcement, and oversight
makes incentives more efficient in achieving
short-term market change.®® However, while initiatives
like the CHIPS and Science Act can temporarily
reinvigorate declining industries,® it is unlikely that
these industries will be independently profitable
without continued subsidies. Significant improvements
in modernization and automation are needed to make
critical technology manufacturing economically viable
in the United States. Otherwise, reducing incentives
or increasing subsidy requirements will lead firms to
re-offshore or significantly increase product costs,
causing ripple effects across upstream supply chains.
This was demonstrated in 2023, when protectionist
licensing restrictions and the Inflation Reduction

Act's complicated subsidy restrictions led Ford

Motor Company to cut investment and reduce hiring
and production targets for its planned domestic
battery projects.®’

Domestic supply chain consolidation reduces
economic efficiency and market diversity, slowing
innovation and raising consumer prices. The PRC,
which has spent decades attempting to drive rapid
technological advancement with protectionism, faces

significant and continuous hurdles in achieving a
self-sustaining innovation ecosystem. When “foreign
influence” was removed from the development process
of China's COMAC C919 aircraft in 2008, the S70 billion
public investment was delayed by nearly 10 years
while replacement knowledge and infrastructure were
built domestically. As of January 2025, the aircraft
continues to fail certification and safety tests from
aviation authorities outside China.®8¢°

Finally, American isolationism encourages
protectionist trade policies to spread across the
international system. As tariffs rise between China
and the U.S., some countries are lowering tariff rates
to incentivize U.S. investment and manufacturing.”®
However, these cases are a minority, and many

other countries — including Mexico, Vietnam, and
South Africa — are raising duties on various links in
the critical technology supply chain. Indonesia has
ceased exporting some raw materials entirely, forcing
foreign firms to process them onshore instead.”" As
countries with low tariffs and production costs tend to
be less politically stable, investment and trade barriers
between middle- and high-income partners become

a prisoner’s dilemma that drives investment to the
bottom dollar rather than to improved supply chain
security or strategic alignment.

Regulatory Ambiguity

Aligning critical technology development with the
public interest requires significant accountability and
oversight capacity. The broader the scope and desired
impact of a given policy, the more funding is required
to ensure that the policy meets its objectives. Because
more complex technologies have more expansive
supply chains, industrial controls in the U.S. critical
technology sector must be targeted and precise to
prevent regulations from becoming unwieldy, vague,
and ultimately ineffective.

Broad regulations allow Beijing to demand proprietary
technology and sensitive data from foreign entities

in exchange for access to Chinese markets. By

2023, nearly 60% of surveyed U.S. businesses in

the information technology industry stated they

had considered closing or downsizing their Chinese
operations due to the lack of clarity on key definitions
in regulations.”? According to a survey by the European
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South Korean Foreign Minister Cho Tae-yul speaks during a press conference ahead of a U.N. Security Council meeting on
the impacts of cyber threats on international peace and security at U.N. headquarters on June 20, 2024, in New York.

(Yuki Iwamura / AFP via Getty Images)

Chamber of Commerce, “as the scope of ‘important
data’ in [Chinese regulations] is yet to be defined by the
National Financial Regulatory Administration, it makes
it difficult for companies to determine which data

must pass a security assessment [and] predict how
stringent security assessment requirements will be."”3
The survey showed that European firms’ decisions to
downsize or reassess participation in Chinese markets
primarily resulted from China’s ambiguity in its policies
and practices and not U.S. or EU industrial policies. The
enormous profit potential of Chinese markets, however,
means that years of recurring data breaches and
escalating warnings from Western governments have
mostly failed to slow trade and investment in China.

Unlike in China, where industrial policy mechanisms
have been institutionalized for over a generation,
the U.S. government was not designed to enforce
broad trade restrictions and remains ill-equipped

to do so.”* Though China’s regulatory ambiguity is
intentional rather than the result of a decentralized
regulatory structure, the result of broad trade policies
in the United States is the same: reduced trade and
investor confidence, and increased scrutiny from
free trade partners and institutions. Some of these
risks would subside if Washington was committed

to comprehensively implementing and enforcing

trade controls. However, because complete and
nondiscriminatory enforcement of current controls
would significantly undermine U.S. economic
competitiveness, ambiguity is unlikely to decrease over
the next four years.

Vendor Lock-In

Working with national champions in the critical
technology industry provides Washington with several
advantages in capacity, immediacy, and security.
However, centralizing the assets and foundational
resources of the emerging tech market in the hands
of a few large companies risks homogenizing the
foundational infrastructure underpinning the critical
technology industry, making it difficult or impossible to
maintain a competitive innovation landscape.

Additionally, “locking in" governments to commercial
infrastructures, products, and services creates
significant vulnerabilities that closed-system
adversaries and competitors can exploit. When U.S.
federal agencies use the same digital infrastructure

as billions of global consumers, any individual or
group with sufficient knowledge of that infrastructure’s
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weaknesses can access sensitive U.S. data and
technology. Exploits in one agency’s cyber defenses
can grant hackers access to all other agencies in the
system, magnifying potential harm. This was illustrated
during the 2023 SolarWinds hack, when nearly two
dozen high-profile U.S. government agencies were
penetrated using the same entry procedures.”

Advocates of the national champions model posit
that America’s leading technology firms are also its
leading cybersecurity firms, while smaller competitors
are less capable of both providing services and
protecting those services from predation. However,
continuous awareness of new cyber threats and
ongoing replacement of vulnerable code is extremely
cost-intensive, especially for poorly maintained

and aging systems that no longer bring in revenue.

As a result, older and larger firms must sacrifice
either profitability or security, and their obligation to
shareholders often takes priority. To retain tech giants
as providers, the government must pay not only for
its own specialized services and security but also for
the ongoing protection of the firm's substantial foreign
and aging digital infrastructure. These investments
can be prohibitive, but cutting costs magnifies cyber
risk. In the case of the SolarWinds hack, detection and
attribution were impossible because federal agencies
used a cheaper software model without basic network
security protections.

Several proposals have been made to force large
technology firms to improve their cybersecurity
practices.”® However, the limited competition for
service provision in cloud computing and other critical
technology services skews the power dynamics
between firms and the government, making these
regulations unlikely to pass without proportionate
financial assistance from Washington.”” As a result,
frameworks like the Office of Management and
Budget's Federal Zero Trust Strategy place the burden
of responsibility for cybersecurity on the end user
and federal agencies instead of on providers.”® While
strengthening public-sector cybersecurity expertise is
important, stringent government contract agreement
clauses protecting tech firms’ proprietary data and
source code limit oversight of external mechanismes.

National champions may be inevitable when only a few
large firms can meet the needs of the state, but these

risks could be mitigated if the U.S. had fewer barriers
to entry in its critical technology sector. Expanding the
knowledge and resource base of the market requires
improving access to data and source code, which
form the basis for all software-based algorithms and
services. Large data sets required for Al development
are sold by a small number of American social media
companies at high premiums — and unlike in China, the
U.S. government is required to purchase them. High
data prices and other barriers to entry also prevent
nonprofit researchers from contributing to the field,
resulting in a loss of in-depth research, accountability,
and innovations that prioritize the social good.”®

Bureaucratic Bloat

The bureaucratic burden of ensuring compliance
with national regulations disproportionately impairs
smaller firms and those who keep more strictly to
the law over larger firms and those that do the bare
minimum to meet standards. Nationally mandated
qualification, test, and evaluation (QT&E) regulations
tend to be supported — and are sometimes drafted
— by America’s leading technology firms, which

can absorb regulatory costs more easily than their
smaller competitors. In addition to reducing market
competition, regulatory capture in the technology
industry grants large firms an undue perception of
commitment to ethical behavior, leading to additional
advantages in federal procurement, contracting, and
loan conditions. Once technology giants become
government partners, the costs of regulatory
compliance is passed to the taxpayer.

To promote competition, the United States and Europe
often maintain exemptions for QT&E requirements for
firms below a specific size or level of economic output.
For example, the European Union initially mandated
that only international firms with over 1,000 employees
needed to report potential social and environmental
risks to the government each year.® In 2024, however,
these requirements were extended to upstream and
downstream suppliers and subsidiaries as well as

to U.S. firms with large EU customer bases even if
they did not have European partners.®! According to
the European Chamber of Commerce, “It is not clear
how companies will be able to comply with such
requirements, as independent, third-party audits

that are required to certify that they are not using
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forced labor anywhere along their supply chains are
difficult, and in some cases impossible, under current
conditions in China."®2

While sector-specific policies have fewer negative
downstream effects, broad or overly rigid regulations
drive bureaucratic bloat. The United States, like

China, maintains significant breadth and agency
when justifying new industrial policies as relating

to the national interest or national security. Unlike
Beijing, however, Washington is accountable to annual
financial audits and bipartisan oversight mechanismes,
making U.S. policies and initiatives far more costly to
introduce and maintain than their PRC equivalents.
Recent expansion of the scope of oversight of

CFIUS and BIS strain these already-struggling
capacities,® transforming what were intended to

be agile and responsive entities into overlapping,
multistakeholder conglomerates.

Escalatory Spirals

In the context of U.S.-China relations, American tariffs
and other trade controls are implemented to motivate
international policy change toward the U.S. and
improve supply chain diversification and resilience.
Unlike America’s partners and allies, however, the
Chinese state does not generally rescind or mitigate
its trade restrictions in response to U.S. trade controls.
Escalatory spirals such as the 2018 U.S.-China

trade war and China’s ongoing export cuts of critical
minerals and electronics exemplify Beijing's inclination
to retaliate rather than capitulate when faced with
unilateral penalties from Washington.+ 8

Washington has further inflamed tensions by
diplomatically positioning China as a military adversary
rather than an economic competitor.8 Industrial

and trade policies are typically justified by threats

to national security, either due to requirements in
legal authorities or to secure bipartisan or public
support. As these policies expand in scope and size,
so do their national security justifications. Gradual
rises in Washington's perceived threat level from
China, bolstered by increasingly reactionary political
messaging on both sides, could create a self-fulfilling
prophecy where policies introduced to deter Chinese
aggression counterintuitively escalate it. Near-misses
and maritime incidents in the Taiwan Strait provide

important reminders of how rising tensions in the
highest political offices can trigger conflict breakouts
at the lowest levels.?’

Absent such a flashpoint, U.S.-China trade restrictions
on commercial products and services strengthen
China’s authoritarian relationships and sacrifice
valuable leverage that could be used to prevent

future conflict. In the long run, U.S.-China decoupling
strengthens China-Russia and China-North Korea
cooperation in ways that may pose more risks to

the international system than rewards to the United
States and its allies. Decoupling also grants more
power and agency to third states and multinationals,
which impose two-way fees in exchange for helping
importers and exporters reach new markets. For
example, China is the world's largest liquefied natural
gas (LNG) importer, and the United States is the most
prolific LNG exporter. Due to export controls and tariffs,
however, 72 percent of U.S. LNG exports are now sold
at disadvantageous prices to multinational oil and gas
giants like TotalEnergies and Unipec, which then resell
these volumes to China.®8°

While some controls are needed to protect the

most advanced defense tech from reaching Beijing,
policymakers must keep in mind that the ideal
U.S.-China relationship is built on international
cooperation and trust, not isolationism and conflict.
Trade and diplomatic cooperation prevent conflict

and provide levers for de-escalation while improving
economic diversity and returns.®® Political off-ramps
must be developed that enable new partnerships in
nonstrategic sectors, even as restrictions are imposed
on dual-use technologies. One proposal is a “clean tech
détente,” which would reset tariff and export controls
on emerging technologies in the renewable energy
sector.®’ Agriculture and beverage manufacturing

are other sectors in which cooperation is unlikely to
jeopardize U.S. national security or facilitate Chinese
military intelligentization.

Recommendations
1. Diversify Critical Technology Investments
Regardless of strategy, the single most important

metric of success of new innovation policies will be
their resulting impact on investment into the American
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technology sector. To maintain U.S. dominance in
critical technologies, Washington must invest in a
broad range of competing entities, even if that means
firms receive less as they grow and even if this strategy
results in lower short-term returns than equivalent
investments in technology giants. Leading economic
experts suggest that U.S. policymakers should take a
portfolio approach to investing in innovation, making
small bets on a wide range of opportunities rather than
continuing to prioritize national champions.®?

In addition to supply-side policies like grants and tax
incentives targeting non-R&D activities and firms
outside the top six performers,®® Washington maintains
a broad suite of indirect mechanisms that can
motivate domestic investment without infringing on

its commitments to free and fair trade. Demand-side
commitments expand market awareness of private-
sector investment in emerging technologies.®* As these
subsidies can favor national champions, requirements
such as friend-shoring downstream supply chains and
due diligence requirements should be imposed on only
the largest firms.*®

While the U.S. government was neither structured nor
intended to redirect large tax revenues into industrial
policies, it is far more capable than China of accepting
significant volumes of foreign investment.®® Foreign
direct investment (FDI) in the U.S. increased by

$227 billion, to $5.39 trillion, in 2023, predominantly
from Canada and Europe.®” Unfortunately, recently
introduced tariffs and investment restrictions threaten

to reverse this trend. American outgoing direct
investments exceeded incoming investments by $1.3
trillion in 2023, and with expected 25% tariffs on all
Canadian imports starting in 2025,%8 the U.S. stands to
lose tens of billions of dollars in FDI.

Meanwhile, cumulative foreign investment in

China rose to $2.7 trillion in 2023, with significant
inflows from Japan, South Korea, and Singapore.*
In 2024, the U.S. directly invested $126.9 million in
the PRC, whereas China invested only $28 million

in U.S. industries.’® Regardless of whether the
Trump administration rescinds the United States-
Mexico-Canada Agreement and applies these tariffs,
convincing U.S. partners to redirect investments
from China to North America and Europe is critical to
stem China’s development and diffusion of dual-use
products and services.™"

2. Promote U.S. Innovation Diffusion

Innovation diffusion is the process by which new
technologies are spread internationally and applied to
new sectors. To avoid the need for permanent public
subsidies and maximize the impact of high-capital
investments, the federal government is tasked with
fostering commercial demand for cutting-edge
technologies at home and abroad.'9? Public-private
partnerships, international consultancies, and think
tanks break down silos between innovators, investors,
and regulators, accelerating the adoption and spread
of new technologies.'® Political risk advisory firms and
media outlets sell the value of American products and
services by bringing international awareness to the
predatory market environment in China, although their
transparency often makes them a target for wrongful
investigations and forced closures by the Chinese
Communist Party.04

Free trade is the second-largest contributor to
innovation dynamism behind technology-sector
investment. Reducing trade disparities promotes
innovation diffusion, but the United States should not
expect to see drastic changes in its trade deficit with
China as a result of new tariffs or export subsidies.
While the U.S.-China trade deficit decreased from
$382 billion in 2022 to $279 billion in 2023, evidence
suggests this was the result of weakening domestic
demand in China and discrepancies between globally
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recorded figures rather than Chinese or U.S. trade
barriers.96.1%7 |n exchange for these limited effects,
tariffs in the first Trump administration raised costs
for domestic producers and importers and diminished
U.S. economic well-being by 3%.7% The same is true in
China; according to the International Monetary Fund,
China’s approximately 5,400 subsidy policies from
2009 to 2022 had insignificant effects on subsequent
export prices and quantities.’®

Rather than impose trade barriers, the United States
should design new trade and foreign infrastructure
programs to provide developing nations a democratic
alternative to China’s Digital Silk Road initiatives.
Foreign trade partnerships are highly effective in
promoting innovation diffusion, particularly when the
U.S. is the export partner.’™ America’s trade deficit
with all countries excluding China increased from
$334 billion to $655 billion from 2018 to 2024,
demonstrating that the United States is the import
partner in most new trade relationships. This trend

is particularly salient in the strategically situated
Indo-Pacific; while China has increased its export share
to Southeast Asia by 5% since 2018, the U.S. export
share climbed only 2.5% in that same period.’"?

A federal export strategy targeting key geostrategic
regions would be the most efficient way to increase
U.S. influence and reverse local shifts towards Beijing’s
political orbit. If critical technologies are deemed

too sensitive or expensive to export to emerging
markets, non-sensitive exports such as agricultural
products can provide interim benefits and strengthen
relationships while more complex investment and
infrastructure programs are designed.™®

3. Streamline and Reduce Barriers
in U.S. Trade Policy

China’s single-party system enables it to introduce
broad, commercially unsustainable industrial policies
for geostrategic purposes — specifically revenue
maximization and market dominance. By structuring
the government to efficiently pursue these objectives,
Beijing has driven down prices for some activities to
an unsustainable level and introduced key bottlenecks
in technology supply chains. However, as evidenced

by the insignificant profit gains and lack of innovation
dynamism of China’s most subsidized firms, tariffs

and subsidies alone fail to recoup public investment
costs or drive the formation of a self-sustaining
innovation ecosystem.

Rather than follow China’s lead, Western countries
must carve an opposing path. Thus far, Washington
has responded to Chinese industrial policies by
imposing trade controls, namely Section 301 and
Section 232 tariffs,"® to reduce U.S. and allied trade
with China. However, these regulations tend to be
incoherent, duplicative, and ineffective, and the
loopholes that enable firms to obey them are rarely
preferable to the status quo.’®

End-user restrictions on military and some dual-use
technologies continue to be necessary to prevent
American innovations from being weaponized by
foreign cyber adversaries. However, as long as U.S.
enforcement mechanisms remain heterogeneous,
overlapping, and fragmented, policymakers must be
conservative with new trade restrictions and limit
oversight mechanisms to clearly defined targets and
objectives. Industry policies targeting environmental,
social, and foreign governance objectives should be
limited, nondiscriminatory, and temporary.

4. Promote Public-Sector Expertise
and Digital Infrastructure

Public-sector technology expertise improves price
formation and accountability in public programs,
disincentivizing value-extractive and exploitative
behavior by government contractors.’” In addition to
providing a counterweight to private-sector capital and
knowledge monopolies, in-house critical technology
programs are frequently better suited to public-sector
needs.’® The National Center of Artificial Intelligence
has posited that military and intelligence agency talent
deficits are “the greatest impediment to being Al-ready
by 2025" and “the greatest inhibitor to buying, building,
and fielding Al-enabled technologies."""® For this
reason, policymakers should insource private-sector
talent, capacity, and expertise through programs like
DARPA and ARPA-E/H/I, strengthen collaborations
with nonprofit research laboratories, and publish
open-source data sets where possible.

Reducing market entry costs and promoting
experimentation in the private and nonprofit sectors
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can improve market competition and service
provision.’ In combination with transparent,
transferable public-private partnerships, these policies
can also strengthen public-sector expertise. Some
progress on expanding access to large data sets and
cloud computing has come through public initiatives
such as the National Al Research Resource Task Force
and the Open Technology Fund, but more must be
done to broaden the knowledge base of the field and
promote free trade in ideas. A program like Germany’s
Sovereign Tech Agency, which uses public funds to
support open-source digital infrastructure that can be
used by a wide range of actors, could help democratize
artificial intelligence development as well as improving
cross-sector adoption of new innovations.™?’

5. Impose Costs Multilaterally, Not Unilaterally

The Trump administration has pledged to increase
tariffs to upward of 60% on Chinese imports,'?? an
action that threatens to push China further from the
international free market system and toward retaliation
and potentially rogue state status. Rather than engage
in an escalation spiral with Beijing, U.S. policymakers
should lean on third-party arbiters and multinational
coalitions to impose costs and consequences.
Reinvigorating multilateral mechanisms like the

IMF, Organization for Economic Cooperation and
Development, World Bank, and WTO could save
hundreds of millions of dollars in implementation

and oversight capacity compared to equivalent
unilateral mechanisms. China has demonstrated a
surprising pattern of respect for and compliance with
WTO rulings,'® as well as multilateral export control
regimes more broadly. These mechanisms allow
Beijing to save face domestically and demonstrate
alignment with the rules-based order internationally,
granting reciprocal benefits for American and Chinese
policymakers and firms.

Notable critiques of international trade mechanisms
are that they are slow, inefficient, and unable to benefit
from privileged U.S. intelligence like their domestic
regulatory equivalents. However, partner-selective
mechanisms like the EU-U.S. Trade and Technology
Council can coordinate regional trade and investment
strategies and share the bureaucratic burden of
industrial policy enforcement without unnecessarily
magnifying intelligence vulnerabilities. While some

multilateral agreements should be broad to impose
comprehensive punitive effects, Five Eyes and other
selected partners should receive additional direct
intelligence on U.S. EAR rulings and be requested

to adopt similar measures to magnify the effects of
tariffs and sanctions. This strategy was illustrated
after Biden and then-U.K. Prime Minister Rishi Sunak
signed the Atlantic Declaration in 2023. Recognizing
that sanctions cooperation would be difficult

under current organizational structures, the United
Kingdom disbanded and reformed its export control
mechanisms to align more consistently with those of
the United States.’

A required precursor of the success of large
multilateral agreements is to avoid duplicating policies
and practices that the U.S. condemns of China. Market
competition is beneficial internationally as well as
domestically, and actions taken to grant U.S. firms a
significant undue advantage over their international
equivalents will slow innovation, degrade trust, and
increase complacency and costs. The United States
was the leading recipient of WTO complaints between
2004 and 2018, and it has de facto suspended the
appeals process by preventing the appointment of
Appellate Body panelists.’? Rather than continuing

to deprioritize international dispute resolution
mechanisms, the United States should hold China
accountable to its duties and promises under the WTO
and leverage its cooperation in restoring the Appellate
Body to sign new multilateral agreements.'2¢

Conclusion

Both China and the U.S. aggressively pursue
cutting-edge technologies to enhance their domestic
security and expand their foreign influence. However,
China is gaining an asymmetric advantage over
American firms by combining exploitation of
U.S.-supported market and innovation ecosystems
with large-scale industrial espionage, cyber intrusions,
and protectionist policies. Rather than holding

China accountable for these activities, the U.S. and
Europe have chosen to introduce expansive tariff
and industrial policy regimes of their own, catalyzing
an international shift toward isolationism and
protectionism that threatens innovation globally.
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Without the same structural mechanisms that
enable Chinese firms to benefit simultaneously from
liberalism and authoritarianism, attempts to replicate
China’s “economic miracle” through trade restrictions
on commercial and dual-use goods are unlikely to
succeed in the United States. The scientific consensus
is clear: Industrial policies in all countries should be
narrow and targeted, with clear objectives and finite
durations.’” Rather than replicate the mechanisms
and ecosystems developed by autocratic countries —
which were only successful due to the availability of
more open and technologically advanced innovation
landscapes to exploit — the U.S. must reassert its
commitment to the international collaborations

and limited industrial policies that drove it to global
technological dominance in the first place.

Encouragingly, U.S. policies to incentivize domestic
innovation and democratize the critical technology
landscape are showing signs of progress. In 2023,

a record 5.4 million new-business applications were
recorded by the Census Bureau, with high tech sectors
such as information and business services seeing
particularly elevated market entry and growth.12®
Despite industry assertions that Western governments
will lose their strategic advantage in critical

of Islamic Cooperation.

technologies due to self-limiting “ethical frameworks,’
these frameworks — in conjunction with nationally
sponsored technology investment initiatives — are
ensuring that the public good criterion is met and that
as many participants as possible are able to contribute
to that public good."®

However, balancing U.S. strategic objectives with
market dynamics remains a challenge. Overreaching
restrictions risk distorting domestic markets,
consolidating competition, and discouraging

foreign investment. Furthermore, an asymmetric
preference toward domestic firms disincentivizes
foreign investment and invites retaliation from U.S.
competitors and adversaries, particularly China, in
ways that do not benefit the U.S. or its partners.

Ultimately, the U.S. must resist the allure of emulating
centralized industrial models and instead reassert its
commitment to international collaboration, limited
industrial policy, and the entrepreneurial spirit that
has historically fueled its global leadership. After all,
the true innovation that defines national progress
rarely emerges from government decree alone —
whether in laboratories or rented garages, it thrives

in ecosystems where opportunity, collaboration, and
creativity converge.
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From left, Gen. Timothy Haugh, director of the National Security Agency;
Kash Patel, FBI director; Tulsi Gabbard, National Intelligence director; John
Ratcliffe; CIA director; and Lt. Gen. Jeffrey Kruse, Defense Intelligence
Agency director, testify at the U.S. Senate Intelligence Committee hearing on
“Worldwide Threats,” on March 25, 2025, in Washington, D.C..

(Maansi Srivastava for the Washington Post)

Maxime Lamothe-Brassard

he costs associated with global cybercrime
have increased every year, a trend projected
to continue, exceeding $15 trillion by 2029
How can the government create an incentive
structure that drives organizations to improve
cybersecurity? While considering that question, it
is important to remember that, for the most part,
different organizations and their operations are
idiosyncratic. The monumental challenge of finding
an approach that works well for all will likely require
cooperation between the public and private sectors.

One major difference separating private organizations
and the public sector is the need to generate revenue

through sales. Profit-driven businesses focus on
maximizing efficiencies and streamlining processes,
naturally leading them to seek the most inexpensive
way to meet the letter of the law irrespective of its
intent. This is not businesses seeking to “‘game the
system” but rather their attempt to adapt to new rules
(and often, expenses) without disrupting operations.

Regulations directing businesses to invest in additional
training, technology, or processes represent new
costs.2 All things being equal, whoever finds the most
efficient way to address these new expenses gains

a minor advantage over their competitors. This may
seem obvious, but it's important to keep in mind
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anytime new legislation aimed at influencing behavior
is under consideration. If a regulation can be satisfied
in inexpensive ways that fail to achieve the regulator’s
intentions, it will be.

Within the current structure of the cybersecurity
industry, there are two major phenomena: the
frequency and severity of cyberattacks continue to
escalate,® and the few large vendors* that provide

the lion's share of cybersecurity protections have

not solved the issue. A paradigm shift may be what

is necessary to reverse the trend of escalating
cyberattacks and improve the security posture of both
the private and public sectors.

This is not meant to disparage the current top vendors,
whose work prevents the majority of breaches. It

is simply an assessment of where cybersecurity is
today and has been for a while. The field is locked in a
reactive cycle where today's cybersecurity is mostly an
amalgamation of yesterday’s fixes and patches.

Business organizations respond to various incentives,
but there are two that stand head and shoulders above
the rest: customer demand and government regulation.
Unfortunately, customer demand alone has proven
insufficient to drive cybersecurity in the right direction.
While well-considered regulations may lead businesses
to improve their cybersecurity practices, they also

run the risk of introducing unintended and negative
consequences. Effective regulations will incentivize
organizations to improve cybersecurity by ensuring
their tenets do not hinder core business operations.

Another difficulty in writing effective cybersecurity
regulations is the disparate speeds at which
government and technology advance. Government
action is generally assumed to be slow and
methodical while technology moves at a lightning
pace. Legislators require time to gather information,
consult with constituents, explore solutions, and so
on. Technology has few barriers to its advancement,
and new innovations can quickly overturn years of
established processes.

Since it is unrealistic to ask legislators to stay on top
of technological advancements and adapt regulations
in real time, focusing on basic security principles
makes sense. Regulators should consider taking

a "build up from the floor” approach. Start with a
minimal foundation of widely applicable rules, then
monitor their impact before crafting further solutions.
This way, progress can be made while minimizing
undesirable side effects.

Legislative Considerations

Cybersecurity legislation is a sensitive topic because

it touches upon the two greatest risk concerns of
business leaders: regulatory compliance and security.
Industry studies rank both of these risks as primary
business concerns, with one or the other being a

top consideration depending on the source.®>® This
shows that organizations are as worried about running
afoul of regulations as they are of being the victim

of a data breach.

Legislators should remain keenly aware of this
concern. If they make a misstep, the result will

be organizations scrambling to achieve technical
compliance rather than focusing on building stronger
security practices.” This result is worse than doing
nothing, as companies will sacrifice resources

to stay out of legal trouble while remaining as
vulnerable as before.

There is also the problem of the various cybersecurity
needs of different industries and organizations. To
draw a parallel, imagine the complications of trying
to regulate the physical security of buildings. Perhaps
legislators decide to start with something basic, like
mandating that all exterior doors of a building must
have a lock. This would seem to improve security for
everything from garden sheds to the Pentagon. Yet,

a criminal with a lockpick kit or a crowbar is already
capable of defeating that security, so more must be
done. What should happen next?

While the garden shed and the Pentagon are both
buildings, they have distinctly different security needs.
It may be fair to ask if the garden shed'’s security is
worth addressing at all, given the generally relatively
low value of its contents. Perhaps legislators only
want to focus on securing buildings holding a certain
amount of valuable goods or sensitive information.
Then there are buildings such as hospitals and fire
stations where rapid ingress or egress is critical to
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operations. How should legislators secure those
without impeding their core mission?

This analogy is not perfect, but it illustrates how
security problems become increasingly complex as
specific use cases are considered. In this way, it is
analogous to trying to secure endpoints, networks,
internet-connected devices, operational technology,
and enterprises across diverse industries. At the micro
level, writing cybersecurity guidelines for a specific
business is achievable. Tackling the problem at a
macro level by creating rules for multiple industries is
exponentially more difficult.

The point of this intellectual exercise is to demonstrate
the importance of scoping, or targeting, legislation to
address a specific use case. Legislating cybersecurity
rules for banks is a tall order, given the various types
of banks and their internal and external processes.
However, a viable starting point for making some
progress can be found by asking, “What is something
common to all banks that should absolutely be
secure?” This works because the focus changes from
securing “banks” to protecting a specific process

all banks perform.

Overcoming Public Sector Inertia

Government agencies spend lots of time crafting
policy, soliciting public feedback, considering the
impacts of their rules, and so on. On the other hand,

a common vulnerability and exposure, a publicly
disclosed computer security flaw, is commonly
exploited within minutes of being published.® How can
a deliberate and collaborative government craft useful
guidance to prevent attacks that arise immediately
after vulnerabilities are disclosed?

To reiterate, the goal is to stop successful cyberattacks
from occurring. This is much different than responding
to successful ones. The government is well-versed in
emergency response operations when dealing with
natural disasters, public unrest, and similar foreseeable
calamities. In these cases, public institutions have
extensive, multistep disaster risk management plans
for recovering from an event. Crafting incentives

that proactively prevent disasters caused by people

is more difficult.

In a similar vein, governments have general plans
for dealing with unexpected physical attacks.

- ye cTBOpeHa

POWER BANKING
HaAaBaTh HEoOXiAHI NOCNYTU KNIEHTAM)

Mepexa POWER BANKING Haniuye B!
KaHanamv 38'a3Ky, NOCUNEHOHO IHKaca

Hapaai 6n13bko 75% BCiX BigAiNeHb M
6aHkis

Roman Proskurovskyi, the deputy director of information security at the National Bank of Ukraine speaks about the
resilience of the country’s banking system to cyber intrusions on Feb. 8, 2024 in Kyiv, Ukraine. (hurricanehank / Global

Images Ukraine via Getty Images)
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This offers legislators a good starting place

for developing ideas to address cybersecurity
problems. To combat unexpected physical attacks,
governments often employ:

m Intelligence-gathering — Collecting data on
adversaries, monitoring communications, and
analyzing threat patterns

m Strategic risk assessment — Evaluating
vulnerabilities and potential targets, and allocating
resources to areas at greatest risk

m Coordinating responses — Establishing
command-and-control structures to govern
and coordinate the participations of multiple
allies and agencies

m Training exercises — Creating and performing
simulated attack-and-response scenarios

m Resource stockpiling and redundancy plans -
Devising strategies to ensure key organizations
retain access to crucial resources and critical
systems remain operational

m Preventive diplomacy - Forming bonds and
alliances with others to deter aggression
from hostile actors

These suggestions share some common ground
with steps businesses currently take to address
cyberthreats. For example, large organizations often
do red-teaming and tabletop exercises simulating
cyberattacks as part of maintaining their security
posture. Any business large enough to have a
security operations center performs information and
intelligence gathering on a daily basis. Cases where
public and private sector risk-reduction practices
overlap can provide a good framework for discussing
regulatory incentives.

Another good practice when considering regulatory
schemes is to begin with the end goal in mind. What
steps will ensure organizations implement better
security rather than focusing on achieving technical
compliance? Unintrusive measures that minimize
impacts on a business’ core mission, such as tax
breaks, subsidies, and the provision of publicly
available resources, will be met with less resistance.

While the size and shape of any tax incentives and
subsidies is a discussion best left to economists, the
core concept is simple: Making the adoption of strong

cybersecurity practices less expensive will increase
compliance. The more organizations must pay out of
pocket for cybersecurity, the more likely they are to
take risks in implementing it.

Open Government vs. Open Source

Providing public resources is another effective way to
encourage and enable the private sector to improve
cybersecurity performance. The public sector already
actively assists businesses by providing frameworks
like NIST CSF 2.0 and publishing the CISA Known
Exploited Vulnerabilities Catalog.® " The cybersecurity
fleld also draws upon several open-source

projects to perform critical work including Sigma,
VirusTotal, Metasploit, OWASP, TheHive, YETI, and
Others.ﬂ’ 12,13,14,15,16

In fact, cybersecurity regularly embraces and relies
upon open-source tools, platforms, and organizations.
Essential cybersecurity apps such as Wireshark,
NMAPR, Burp Suite, SNORT, OSSEC and Aircrack-ng

are just a few examples.” All of these projects exist
to meet a security need that the public and private
sector have not. Each highlights an opportunity for
governments to incentivize better cybersecurity by
taking a leading role. For example, if the government
added its cyberthreat knowledge to VirusTotal, or
created and maintained a similar service, organizations
would utilize it. If the government develops and

offers effective cybersecurity resources to the public,
they will be adopted.

The same idea also applies to offering public
cybersecurity certifications, education, and training. By
alleviating some of the financial and training overhead
associated with cybersecurity, public institutions

can help private organizations directly improve their
security practices.

Increased Transparency Helps Everyone

The popularity of open-source resources might
mistakenly be attributed to their being freely available.
While this is certainly one factor that drives their
adoption, it is not necessarily the primary one. What
truly makes open-source projects valuable to security
professionals is their transparency. An analyst never
has to guess how an open-source tool works. They
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can simply review the documentation or examine
the code themselves.

Transparency not only fosters understanding but also
drives innovation. When people know how something
operates, they can envision new ways to use it.

One need only to look at the popular open-source
kernel Linux to see real-world examples of this.

The Linux kernel was released as an open-source
project by Linus Torvalds in 1991." Today there are
approximately 1,000 different distributions of Linux
operating systems, including ones catering specifically
to cybersecurity professionals.™

The phenomenal growth of Linux, due to its
transparency and open-source foundations, is
something that can be broadly replicated across the
security operations field. Right now, most of the private
sector relies on large cybersecurity vendors whose
practices are not transparent. If a threat is detected
and prevented, the public may or may not hear about
it. When a cyberattack succeeds, only the affected
organization knows why existing protections failed.
This kind of secrecy stifles innovation.

These cybersecurity vendors sell black-box solutions
and later offer apologies when they fail. Without
knowing the specifics of why a product failed, it is
difficult to prevent future failures. While numerous
threat research papers that often contain a section on
indicators of compromise, which note characteristics
of a cyber threat, these artifacts appear after a
cyberattack succeeds. Knowing the steps that led

a specific security solution to fail is as important as
knowing how to identify an attack after it succeeds.
Unfortunately, most security vendors cannot

share such information without revealing sensitive
information on how their product works.

Better visibility into all aspects of those failures

would allow all cybersecurity efforts to advance more
quickly. The benefits of transparency could be realized
without requiring private companies to divulge trade
secrets or surrender intellectual property. However, it is
important to move beyond the current norm of security
vendors saying, “Trust us, you're protected,” then
merely apologizing when things go wrong. Specific
details about points of failure allow everyone in the
cybersecurity space to learn from a mistake.

Foreseeing Unintended Consequences

When discussing the nature of incentives, it is often
useful to reference the carrot-and-stick approach.
Expanded government services, tax incentives, and
public training represent the carrot approach to
influencing cybersecurity. The government can also try
to shape cybersecurity practices through the stick of
punishment, fines, and incarceration. While the stick
may be appropriate for certain egregious and reckless
behaviors, it often triggers unintended consequences
that detract from its effectiveness.

For example, if violating a regulation carries heavier
penalties than the consequences of a potential

breach, focus will be placed on legal compliance

over protecting the organization. Ideally, pursuing

legal compliance should lead directly to improving

an organization's cybersecurity posture. Yet for every
instance where this is not the case, resources spent on
achieving compliance are a net loss. The business can
show auditors that they've checked the correct legal
boxes, but their infrastructure is as insecure as before.

To further illustrate the potential dangers of
ill-considered legislation, let's look at the topic

of ransomware payments. Some cybersecurity
professionals have proposed that the government
make paying ransom to cybercriminals illegal .2 At first
glance this approach seems to solve the problem. If
criminals cannot make money from ransoming data,
there would be no motivation to do so. The idea also
aligns with the popular ethos of “we do not negotiate
with terrorists”

Yet, outlawing the paying of those ransoms only
restricts the options of businesses and public
organizations. Cybercriminals would still be able to
operate as freely as before, but law-abiding businesses
have one less tool in their toolbox. Consider the
potential dilemma of a health care institution dealing
with a particularly unscrupulous advanced persistent
threat (APT) group. Suppose the threat actors have
infiltrated multiple hospitals and encrypted systems
that provide life-saving care to thousands of people.
They will not relent without a ransom payment.

Do the patients die for the sake of complying

with the regulation?
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While this example is an extreme case, it is not without

precedent.?! Adversaries target hospitals and health
care agencies for multiple reasons, including the
life-and-death nature of their work. While a blanket ban
on ransomware payments may seem like an obvious
solution, implementing one could potentially result in
life-threatening scenarios. The criminals will continue
their operations, but their victims may have to choose
between violating the law or saving lives.

A "no negotiations” approach has other unintended
consequences as well. Law enforcement agencies
often gather valuable intelligence on cybercriminals
through monitoring financial transfers and
communications between attackers and their targets.
Extended contact with threat groups can lead to
cybercriminals making missteps that law enforcement
can capitalize upon.

Another important factor when considering new
regulations is how they may be abused by threat
actors. For example, the Securities and Exchange
Commission passed a rule that “material” cyber
incidents must be reported on Form 8-K within four
business days.?? Shortly after this declaration, the
Black Cat threat group filed a complaint with the SEC
claiming one of the businesses they breached was
failing to report their compromise.z For threat groups,
the SEC rule quickly became another way attackers
could try to leverage money out of victims. Regulators
should be aware that bad actors will study any new
rules and weaponize them if possible.

When Regulations Become Gatekeeping

Regulations following a “build from the floor up”
approach will foster an economic climate in which
innovation is not stifled. Again, this method means
new regulations broadly and gently address known
problems without significantly impacting business
operations. If regulations place too heavy a burden
upon businesses, many startups will fail to gather

the capital needed to launch. The result will be less
innovation, fewer businesses, and, by extension, fewer
employment opportunities.

This logic also applies to cybersecurity-related
fines. Consider some of the impacts of the EU’s
General Data Protection Regulation (GDPR) that are

seldom discussed. Violations of the GDPR can result
in fines including:

m Less Severe Violations: Up to 10 million euros
($10.1 million) or up to 2% of a company’s
total global turnover from the previous year,
whichever is higher.

m Severe Violations: Up to 20 million euros or up
to 4% of the company’s total global turnover from
the previous year, whichever is higher.?®

Bearing this in mind, the average U.S. startup launches
with $15 million in seed money.?¢ By their Series A
funding, they average around $42 million. This means
a single, minor, infraction of the GDPR, if enforced to
its statutory maximum, could be sufficient to destroy
these companies before they get off the ground.

What does a minor violation of the GDPR look like?
Here are a few examples:?’

m Collecting any information from a
child, who is under the age of 16 years,
without parental consent

m Storing, collecting, or processing additional
information to identify a user further when it is no
longer needed for the user identification

m Failing to follow the basic privacy
by cookie protocols

m Hiding the usage of third-party involvement in
the privacy policy

m Not keeping records of personal information
taken from the users

m Not appointing a responsible person to guide
by all the rules of GDPR and keep track that
everyone follows it

If a growing startup employing dozens of people
makes any of the above mistakes, the GDPR fine

could set them back severely. Some argue that this is
as it should be. Yet, if a company has fewer than 50
employees, how likely are they to have “a responsible
person to guide by all the rules of GDPR and keep track
that everyone follows it?"?

This legislation places a greater burden upon the
shoulders of small and medium businesses (SMBs).
The FAANG companies (Facebook, Amazon, Apple,
Netflix, and Google) can easily afford to hire GDPR
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legal specialists and massive teams to monitor data
security. They can build internal systems that ensure
no personally identifiable information is stored after
it is no longer needed. The same is not necessarily
true for small and midsize businesses or startups.

A regulatory fine that is a minor irritation to Amazon
represents an existential threat to a smaller business.

When regulatory fines and requirements push smaller
competitors out of the market, they function as
gatekeepers, not safeguards. Equitable cybersecurity
regulation should impact organizations of all sizes
equally. It should apply just enough positive or
negative reinforcement to nudge organizations
toward improving their security posture. If it kills any
business with a market cap less than $100 million, it
is suppressing innovation and imposing a barrier to
entering the market.

To frame this issue with a real-world example, when
the Lockbit threat group stole 7 terabytes of data
from the Capital Health hospital network, it sought a
ransom of $250,000.%° The smallest single infraction
of the GDPR could cost Capital Health up to $10+ million.
If the goal is to get health care companies to view
cyberthreats as a greater threat than regulatory
compliance, the incentives seem to be reversed.

Another thing to consider is the large-scale
repercussions that naturally follow a data breach.
Businesses suffering a breach generally suffer

an immediate financial loss. This may be due to

the nature of the crime, the expense of recovery
operations, and any potential civil litigation that arises
as a result of the breach by damaged parties. Their
brand reputation is publicly tarnished, and they lose
customer trust. Employee morale is harmed, and
they may lose personnel. They may also need to raise
prices to offset the cost of the breach, making them
less competitive in the marketplace.® Levying heavy
fines on top of these already drastic consequences
may prove to be more punishment than many
businesses can withstand.

Streamline and Clarify Communications

Governments could benefit by appointing one agency
or group to address and communicate cybersecurity
policy, concerns, and news. In the United States there
is some confusion over which entity is actually “in
charge” of cybersecurity issues.

For example, the Cybersecurity and Infrastructure
Security Agency (CISA) is tasked with protecting
national infrastructure.®' The National Institute of
Standards and Technology (NIST) produces and
updates federal information security standards.®?
The SEC recently passed regulations governing the

A person walks into the entrance of the Eindhoven
University of Technology, which suspended online activities
due to a cyber attack on Jan. 12, 2025 in the Netherlands.
(Rob Engelaar / ANP /AFP via Getty Images)
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reporting of “material” cyber incidents.® Former
President Joe Biden's Executive Order 14028 tasked
various agencies with evaluating and improving the
nation’s cybersecurity.3* It is difficult for businesses
to know who to collaborate with when multiple public
entities are pushing forward with their own visions
for cybersecurity.

This structural problem evolved with the creation of
multiple government agencies to oversee specific
aspects of commerce and public life. Each agency
proposing new cybersecurity rules does so within

the context of its mission. But these can lead to
unintended consequences for areas outside of the
agency’s purview. Creating a central cybersecurity
authority to create and enforce policies would simplify
collaboration and eliminate the problem of individual
agencies writing regulations specific to their interests.
Unfortunately, agencies historically often have been
unwilling to relinquish authority.

This dynamic can be observed in discussions
surrounding the efforts to create of a Cyber Force
branch within the Department of Defense.3% Currently

ANNUAL THREAT “‘ ol
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each branch of the U.S. military has its own internal
cybersecurity units, with the Army, Navy, Air Force,
and Marines each spending considerable sums to
find, recruit, train, and retain their own cybersecurity
experts. This has caused some to ask if it might be
more efficient to have a Cyber Force within the DoD
that serves all branches. Yet, no branch of the military
is interested in losing its cybersecurity personnel (or
budgets), so the proposal faces strong opposition.3¢

A similar resistance to a unified cybersecurity
authority among civilian agencies makes it difficult for
governments to create incentives for cybersecurity
businesses to improve practices. It would be simpler
for private businesses and organizations to parley
and collaborate with a singular, authoritative agency
speaking for cybersecurity. When potentially hundreds
of agencies can create unilateral rules at will, there

is no structure for collectively advancing security.
Instead of one authority leading cybersecurity toward
a specific goal, there are hundreds of proverbial foot
soldiers, each attacking the nearest problem in sight.
This is not how battles are won.

U.S. Rep. Andre Carson (D-IN) holds up the annual threat assessment during an annual worldwide threats assessment
hearing at the Longworth House Office Building on March 26, 2025 in Washington, DC. (Kayla Bartkowski / Getty Images)
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If creating a singular agency to deal with cybersecurity
issues is not feasible, perhaps appointing a council
that reviews regulatory proposals from all government
agencies would suffice. Each new cybersecurity
regulation would send their proposals to this council
that could allow private companies to offer feedback
and raise concerns with the upcoming regulation.

This creates another step in the process of passing
cybersecurity regulations, but it also establishes a
venue for collaboration and discussing wide-ranging
impacts of legislation.

Building Trust

If the public sector wishes to collaborate and create
cybersecurity incentives for the private sector, mutual
trust is essential. Both parties must reach a point
where they believe the other side is exclusively focused
on improving cybersecurity. During tough times,

there is a tendency for organizations and agencies to
deflect responsibility, create excuses, and place blame
elsewhere. These behaviors, while understandable, can
quickly erode years of trust-building.

One complex issue affecting mutual trust arises from
the duality of government interests in cybersecurity.
Some government agencies are sincerely beating the
drum for hardening technology against cyberattacks.?
Other departments and agencies, particularly those
dealing with intelligence-gathering and warfare, see
exploiting technology as a valuable tool .38 These
organizations have a vested interest in breaking into
the technology of others. It is vital for any public
agency seeking to influence cybersecurity in the private
sector to be autonomous from those that actively
cultivate cyberattack capabilities.

Consider the mixed messaging around conversations
about the Pegasus program, which some consider

to be spyware.®® The spyware label is misleading, as
this tool used to hack and monitor iPhones is openly
advertised as a service by the NSO Group.® Their
customers are primarily national governments.*! While
the NSO Group claims that Pegasus is used only to
assist with fighting crime, journalists have reported it
is used to persecute reporters, activists, and members
of opposition parties.*? The U.S. government put the
NSO Group on a blacklist in 2021, but Pegasus is

still accepted in the European Union.#344 If private

organizations cannot be sure that their partners in
government truly want better cybersecurity, they
may resist joining collaborative efforts or sharing
internal information.

The private sector prefers robust cybersecurity, as
it derives no benefit from operating on vulnerable
platforms. Those businesses need public partners
who are transparently committed to the same goal.
Therefore, it is vital that public partners crafting
cybersecurity regulations remain separate and
autonomous from departments employing or
researching cyberattacks.

Regulators must remember that private companies
are ill-equipped to withstand the attacks of nation-
states. Some of the largest names in software and
cybersecurity have been breached by state-backed
threat groups.®® In these cases, it makes little sense
to punish victim organizations for a breach. Just as
private security forces are unable to stop an army,
private businesses are unlikely to fend off cyberattacks
from nation-state actors. Maximum leniency should
apply in cases where organizations put forth a
good-faith effort to protect their infrastructure but are
breached by nation-state actors.

Begin with Broad Goals

As noted earlier, cybersecurity is a fast-moving

fleld, while government operations are intentionally
deliberate and thoughtful. Therefore, it makes sense to
keep any new regulations/incentives broadly defined
to ensure they remain widely applicable as technology
advances. The more specific an incentive becomes, the
higher the risk that it will become quickly outdated. For
example, if an incentive rewards companies for buying
a specific type of security hardware, businesses will
comply. If later that hardware is found to be vulnerable
(or new attacks render it irrelevant), the entire exercise
becomes a sunk cost.

People generally think of cybersecurity in terms of
network and endpoint protection. Yet, regulations that
make sense for securing a workstation may not apply
to operational technology, internet-connected devices,
cloud services, and so on. This is why new regulations
need to take a big-picture approach and set forth
broadly applicable rules.
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For example, consider incentivizing data protection

in the broadest terms possible. One way to begin

this process is by stating a measurable goal. Writing
regulations is best left to legal professionals, but
thinking through the process can be useful for
illustrating the point. Suppose the goal is to incentivize
businesses to ensure all sensitive data to have
quantifiable protection that prevents its misuse. By
plainly stating this goal, it becomes easy to enumerate
what must be accomplished:

1. Protect data from anything other
than its intended use

2. Have measurable safeguards
3. Include carrot/stick incentives for compliance

This broad approach makes it widely applicable
across industries and technologies. What are some
well-known safeguards used today to protect data?

m Passwords

®m Encryption

m Data loss prevention platforms
m Multifactor authentication (MFA)
m Masking

m Tokenization

Under this theoretical high-level rule, a company
handling sensitive data would be compliant if they
implement one or more common safeguards. They
also have the freedom to find equally effective data
protection techniques and implement those instead.
This allows businesses to choose an approach that
aligns with their processes rather than forcing them
down a particular path.

If the government prefers particular safeguards

to others, the incentive structure can be written to
accommodate them. For example, suppose the
government wants businesses to adopt MFA and
encryption over alternative approaches to data
security. In this case the hypothetical proposal could
be modified to cover the following bases:

1. Organizations handling sensitive data need to
implement safeguards to protect it from misuse.

2. These protections must be measurable,
effective, and apply to data at rest, in motion, and
during processing.

3. Acceptable protective measures include passwords,
encryption, MFA, masking, tokenization, and
DLP technologies.

4. Those implementing MFA and data encryption will
receive a tax break.

5. Those found storing, transporting, or
processing sensitive data without using any
safeguards will be fined.

While the creation of actual regulations involves a more
complex process, this thought experiment provides a
rough outline for its successful navigation. Begin with a
simple goal, such as incentivizing businesses to secure
sensitive data. Offer organizations multiple paths

to success while encouraging preferred outcomes

with some form of reward. Ensure the regulation
broadly applies to endpoints, networks, cloud services,
internet-connected devices, smart phones, and so on.
This simplistic example demonstrates the concept of
building from the floor up: Start with a specific security
goal, incentivize desired outcomes, and ensure the
goal is widely applicable.

Final Thoughts

There are a number of nontechnical challenges that
make it difficult for the government to create effective
incentives for cybersecurity. These include a lack of

a central cybersecurity authority, competing priorities
among agencies, and the inability to predict how new
regulations will ultimately impact the private sector.
The rapid pace of technological evolution also poses
problems for public institutions that (necessarily)
work in a deliberate and collaborative fashion. Yet, the
current approach of allowing market forces to dictate
the cybersecurity landscape alone has resulted in an
atmosphere in which threat actors are increasingly
active and successful.

Legislation that punishes a company for cybersecurity
breaches represents a quick-fix approach, but this also
massively disadvantages SMBs and startups. Large
fines can put an undue strain on businesses that are
already likely to go bankrupt within six months of a
successful cyberattack.*® While large tech firms can
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House Democrats hold a press conference Feb. 6, 2025, at the U.S. Capitol on the Taxpayer Data Protection Act in response
to Elon Musk’s gaining access to the Treasury Department’s payment system. (Kayla Bartkowski / Getty Images)

afford significant penalties, smaller businesses that
drive innovation and create new markets cannot.

Providing public services and resources is a better
approach for impacting the direction of cybersecurity
in the private sector. The cybersecurity field relies on
several open-source tools and resources to perform
critical tasks. If the government lent its knowledge and
expertise to existing cybersecurity projects or provided
its own, it would naturally attract a following. Some
successful examples of this approach include the NIST
CSF 2.0 framework and the CISA Known Exploited
Vulnerabilities Catalog.#748

Along the same lines, the government can encourage
adoption of strong security principles by structuring
the tax code to incentivize the adoption of applicable
technologies. Multiple government entities have
endorsed zero trust security practices for themselves

and their vendors. While the exact definition of zero
trust is debated, its core tenets include:

Identity-based access controls
Continuous verification

Least privilege access
Assumption of breach

If the public sector wants the private sector to adopt
similar technologies, then making them less expensive
for businesses to adopt will help. Perhaps allowing
businesses to leverage their investments in these
technologies as a tax write-off would be a good start.

Sharing cybersecurity information can also influence
how the private sector behaves. Large technology
companies regularly alert their users to security issues
or ongoing threats as a matter of maintaining trust

Overcoming the Challenges of Incentivizing Cybersecurity —
Maxime Lamothe-Brassard

58


https://www.newlinesinstitute.org

and transparency with their customers. However, the quite likely the private sector will quickly find a way to

information contained in their announcements is often  ingest government cybersecurity insights and use this
limited to how their customers are affected or impacts  information to improve commercial security services.

on their product line. Governments, which have access

to vast amounts of data the private sector does Cybercriminals and APTs present a common threat
not, could perform the same function by releasing to every legitimate organization’s interests. The
cybersecurity information that benefits all citizens. more quickly public and private sector organizations

overcome obstacles hindering collaboration, the

For example, the government could regularly share better. As Benjamin Franklin once said, “We must all
information about threat groups leveraging particular hang together, or, most assuredly, we shall all hang
tactics, techniques or procedures that may affect the separately.” This certainly rings true today, as public
public. This would benefit citizens as well as the private  and private organizations work to protect themselves
sector, who would have access to new threat data. Itis  from external cyberthreats.
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Gavin Moore

Introduction invading the island — potentially on a shorter timeline
than Xi's directive — is one U.S. policymakers

n March 2024, former U.S. Indo-Pacific Command must take seriously.

Adm. John Aquilino testified to the Senate Armed

Services Committee that “all indications point to How can we cut through the noise and make sense of

the PLA (the People’s Liberation Army) meeting the timing of a possible confrontation between China
President Xi Jinping's directive to be ready to invade and Taiwan? Analysis and attention have reasonably
Taiwan by 2027."" Aquilino's assertion was based focused on the actions of the PLA and the “anaconda
on the PLA's buildup “occurring across land, sea, air, strategy.” However, the impact of warfare plays out
space, cyber and information domains” on a scale across many sectors, including some that may appear
‘not seen since World War 112 At the time of writing, indirectly related to the conflicts themselves. Witness
forecasters have given an 8.6 percent probab|||ty the worldwide VO|atI|Ity in the price of sunflower oil® ©
of a lethal confrontation occurring between China after the Russian invasion of Ukraine in February 2022
and Taiwan before Oct. 1.2 The prospect of China or the impact on international trade of al-Houthi rebels
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targeting oil tankers in the Red Sea in September
20247 While these events occurred after conflict
had begun, we can look for early warning signals
that would indicate a China-Taiwan confrontation is
more likely to occur.

One such signal is China's role in the development

of alternative payment methods (APMs). APMs are
defined as financial modalities, including payment,
settlement and reserve holdings, that either take
place outside of Western financial institutions, such
as the Society for Worldwide Interbank Financial
Telecommunication (SWIFT) or are performed without
the use of the U.S. dollar (USD) as the main currency
of transaction. This includes the use of other fiat
currencies like the Chinese renminbi (RMB), as well as
the use of digital currencies, like cryptocurrencies or
Central Bank Digital Currencies (CBDCs).8

A Pivot in China's APM Strategy

China's APMs strategy to date has focused on
undermining USD hegemony through a process of
diversifying its own position, for example by buying up
more gold over the previous decade to reduce reliance
on USD in its reserves. Despite this, China is the world's
largest foreign exchange holder, with S3 trillion of its
reserves in a foreign currency, a majority of which is in
USD.? Holding USD in reserve has made sense from an
international trade perspective for China: USD reserves
make trade easier to execute, as the dollar's hegemony
means most trading continues to take place in dollars.
Nonetheless, China has also made great efforts

to promote the RMB' among its allies and trading
partners, for example by incentivizing the use of RMB
in crude oil transactions.’12

Policymakers should be alert to a potential pivot in
China’'s APMs strategy as an early warning signal of
a possible China-Taiwan confrontation. Rather than
diversifying holdings or promoting RMB, China's
APMs strategy is becoming more targeted, using
de-dollarization™ to blunt the effectiveness of U.S.
economic sanctions. This strategic pivot has been
spurred by the events following Russia’s invasion of
Ukraine in 2022. During the conflict, we have seen a
noticeable acceleration in the development of APMs
by both Russia and China for the purpose of blunting
sanctions, although with some subtle and crucial

differences. Russia’s approach can be viewed as
rapidly reactive to an unprecedented level of economic
sanctions from Western governments, while China
has been cautiously proactive, laying the groundwork
in anticipation of future sanctions should it invade
Taiwan, but not yet embracing APMs with the same
enthusiasm as Russia.

As China pivots its APM strategy, U.S. policymakers
will need to consider the implications of this for (a)
maintaining USD'’s position as the world's reserve
currency,™ a key part of President Donald Trump's
election policy platform,' and (b) the effectiveness

of sanctions as a foreign policy lever in the event

of an invasion of Taiwan. A priority among several
recommended actions for this administration would
be the creation of an APM Strategic Coordination Unit
to monitor early warning signals that would point to
an increased probability of an invasion. The unit's
remit would be to ensure information-gathering and
rigorous scrutiny of these signals, and to serve as a
convening body for departments, working groups, and
agencies across government. This will ensure the U.S.
is unified, coordinated, and prepared to respond to
APM developments that would indicate an increased
probability of invasion.

APM Landscape After
Russia’s Invasion of Ukraine

Following Russia’s invasion of Ukraine in February
2022, the level of economic sanctions imposed

by Western governments has been described as
unprecedented and is significantly above those
imposed following Russia’s 2014 occupation of
Crimea. Since the more recent invasion, over 18,300
sanctions designations have been made against
individuals, entities, vessels, and aircraft with ties to
the Russian state.’® Sanctions have not been limited
to Russian targets either, with the U.S''s “secondary
sanctions” regime'” targeting Chinese firms supplying
‘dual use” items,'® as well as firms with direct
involvement in arms supplies to Russia’'s war effort.’®

The Russian and Chinese response to these sanctions
has shifted the APMs landscape in a way that U.S.
policymakers may look back on as a turning point
in efforts to de-dollarize the international financial
system. Of course, de-dollarization itself is not a novel
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concept.202122 Predictions of the impending demise of
the USD as the world’s pre-eminent currency have a
long history? and have regularly made the predictors
look foolish.242> So why might this time be different?

Changes in Russia’s Approach to Digital Assets

As recently as January 2022, the Central Bank of
Russia had been pushing for a complete ban on
cryptocurrencies, with support from the Russian
Security Services.?® The situation now couldn't be
more different. Cryptocurrencies have become part
of the war effort, with Russia reportedly using crypto
to pay for dual use goods from Chinese companies
due to sanctions causing difficulties in transacting in
rubles.?” Pro-Russian groups with links to the state
have also been raising crypto donations for the state’s
war effort,?® although the amount of crypto that has
been raised has been vastly exceeded by crypto
donations to Ukraine.?

The Russian government enacted two crypto-related
bills on international payments and mining in August
2024.2° and Russian lawmakers — like their U.S.
counterparts — are considering a Bitcoin national
reserve.®! Russia has also accelerated development
of its own CBDC, referred to as the “robot ruble.” In
October 2024, the Central Bank of Russia revealed

a mass rollout date for the currency by July 1, 2025,
although there were reports of pushback by retailers®?
and slower-than-anticipated uptake by banks during

a pilot program.® There are also rumors the Central
Bank of Russia plans to use tokenized assets, such as
gold and other commodities, on Russia’s alternative
to the SWIFT payment platform.3 This rapid pivot in
its APMs strategy was encapsulated in July 2024 by
President Vladimir Putin, who called cryptocurrencies
“a very dynamic and promising direction of the
modern economy.” 3

This embrace of digital assets — whose timeline
parallels the Russian invasion of Ukraine — is clearly
an attempt to negate the effectiveness of Western
sanctions by reducing Moscow's reliance on Western
financial institutions.

Russian Alternatives to SWIFT

Recent sanctions are also impacting Russia’s desire
to develop an alternative to SWIFT. Take the global
payment network as a case study. Created in 1973,
SWIFT has long been the “global financial artery” that
allows the smooth and rapid transfer of money across
borders.3® SWIFT links 11,000 banks and institutions
in more than 200 countries and sends more than 40
million messages a day as trillions of dollars change
hands. The USD dominates payments on SWIFT,
which accounts for around 49 percent of the system’s
payments, compared to 4.7 percent for the yuan.®’

The USD'’s historic dominance of SWIFT has been
challenged by Russian and Chinese alternatives,

both of which predate Russia’s invasion of Ukraine.
Russia developed the System for Transfer of Financial
Messages (SPFS) in 2014 after the U.S. and its allies
threatened it with expulsion from SWIFT because of
its invasion of Crimea — a threat they made good on in

March 2022 following the full-scale invasion of Ukraine.

The success of these SWIFT alternatives has, until
now, been mixed. The use of SPFS has reportedly
tripled in 2023 since 2022,% although Russia has had
little alternative following its expulsion from SWIFT. In
any event, this growth in the use of the SPFS is starting
from a low base.® Only a fraction of organizations and
countries are operating on SPFS compared to SWIFT.
In June 2024, the EU outlawed the use of SPFS by EU
entities operating outside of Russia,*® which is likely

to curtail any further growth of the platform. Russia
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APMs of BRICS

BRICS Cross- A voluntary and non-binding initiative that aims to strengthen corresponding banking
Border Payments | networks within BRICS and enable settlements in local currencies of BRICS members.
Initiative (BCBPI) = Seen as a potential alternative to SWIFT and sometimes referred to as BRICS Pay.

Inspired by mBridge (see below), the BRICS Bridge aims to let countries conduct cross-
BRICS Bridge border settlements using digital platforms runs by BRICS members’ central banks,

including a combination of CBDCs, blockchain, and tokens.

An independent securities depository and settlement system available only to BRICS
BRICS Clear members and seen as an alternative to Western entities such as the Depository Trust

and Clearing Corporation and Euroclear.

Coordinated by the Bank for International Settlements, mBridge is a collaboration
mBridge between the central banks of the UAE, China, Hong Kong and Thailand. mBridge is
(outside of BRICS) a platform that allows for real-time, cross-border payments and foreign exchange

transactions using CBDCs.

Source: Gavin Moore

knows that it cannot go it alone; the success of a

SWIFT alternative relies on convincing other countries.

Enter BRICS

The BRICS*' countries are geographically dispersed
across three continents. They seek cooperation

on a diverse and growing range of priorities that

often conflict with the West. They are ambitious
about expansion to include more members, and

they are pushing for further institutionalization as a
counterweight to the IMF and World Bank. In January
2024, BRICS saw the accession of four new countries,
the largest expansion in the organization’s history.
The addition of Egypt, Ethiopia, Iran, and the United
Arab Emirates takes the bloc’s share of global gross
domestic product (at purchasing power parity) from
32 percent to 36 percent and population from 41
percent to 46 percent.*? A further 13 countries were
offered partnership status at an October 2024 summit
in Kazan, Russia.*®

Until now, BRICS has been united more in what

it opposes than in what it supports. While BRICS
members have considered APMs initiatives before,
like the New Development Bank and BRICS Bridge,
proposals at the 2024 Kazan summit* represent a
significant acceleration in the institutionalization of
APMs among its membership. This was most evident

FOR STRATEGY AND POLICY
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in proposed alternatives to SWIFT such as the BRICS
Cross-Border Payments Initiative (BCBPI).

Initiatives like BCBPI are being driven by Moscow,*4¢
but the motivation behind the latest SWIFT alternative
is primarily as a means of avoiding economic
sanctions rather than challenging USD hegemony.

In Putin's post-summit news conference, he called
the Kazan Declaration “a comprehensive conceptual
document” that “reaffirms the commitment of all
BRICS countries to building a more democratic,
inclusive, and multipolar world order” and “underscores
our collective determination to oppose the practice of
imposing unlawful sanctions and attempts to erode
traditional moral values.”” The West's sanctions
response to the invasion of Ukraine is clearly a
significant motivating factor in Russia’s recent APMs
push multilaterally.

BRICS members who continue to rely on SWIFT and
are not subject to U.S. sanctions now, or would not
anticipate being subject to sanctions in the future,

are less enthusiastic about the proposal and may
have different goals.*® In August 2023, South African
Finance Minister Enoch Godongwana said BRICS
would not be looking to replace international payment
systems like SWIFT but that a BRICS payment system
is instead important for “strengthening trade” in

local currencies.®
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The effectiveness of these SWIFT alternatives and
their impact on the USD’s status as the world's reserve
currency remains to be seen. Nevertheless, the Kazan
Declaration does represent a much more sustained
APMs drive than we have seen previously. U.S.
policymakers will want to monitor concerted attempts
by BRICS countries to reduce the overall USD share

of global reserves. They will also want to pay close
attention to any shifts in Moscow's APMs strategy, for
example, if the lifting of economic sanctions forms
part of a deal to end the war in Ukraine.®®

China’'s APMs Strategy

In headline terms, Russia and China's APMs strategies
have been on similar recent trajectories in the pursuit
of de-dollarization to provide a bulwark against
sanctions. But if we scratch beneath this surface, more
subtle differences in approach appear.

Raising the Renminbi’s Profile

China’s initial APMs approach was focused on
increasing the use and economic heft of the RMB,

a policy that has borne fruit. For instance, the share
of RMB in all cross-border transactions of Chinese
non-bank entities with foreign counterparts was
close to zero in 2010, but by late 2023, this had risen
to around 50 percent.® In contrast, the USD share

in these transactions has declined from around 80
percent in 2010 to 50 percent in 2023.52 Thanks in
part to the development of its own SWIFT alternative
in 2015, the Cross-Border Interbank Payment System

(CIPS),%® 25-30 percent of China's goods-and-services
trade is now settled in its own currency.

China has been able to leverage the RMB in partnership
with countries hit by sanctions, such as Iran and
Russia. For example, Iran and China signed a 25-year
cooperation plan to facilitate trade in 2022. In May
2023, Russian authorities were reportedly considering
using RMB to facilitate their own bilateral trade with
Iran.>* While the RMB is on therise, it is starting from

a low base compared to USD as both reserve currency
figures and its use on SWIFT demonstrate.

Like Russia, China's own SWIFT alternative has
delivered mixed results. While it has helped to promote
RMB in goods-and-services trade, CIPS still relies

on SWIFT for translating messages between China
and its business partners, with around 80 percent of
CIPS payments estimated to use SWIFT messaging
systems. This gives the U.S. leverage over private
entities that continue to rely on SWIFT and the dollar in
their transactions with China.®® There is scope to grow
the influence of CIPS through the recent expansion

of BRICS membership. Of the new members, only the
United Arab Emirates contains a direct CIPS participant
within its borders.% China may also look to the 13
countries that received BRICS partner status in Kazan
to further expand adoption of CIPS.

China’s Complicated History with Digital Assets

China was an early adopter of CBDC technology,
gaining an advantage over its counterparts, including

USD Dominance in Global Trade Finance and FX Reserves
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Russia, with the introduction of a digital yuan (e-CNY)
in 2014. The digital yuan is directly issued by the
People’s Bank of China (PBOC) as a digital currency
to individuals. Unlike a wholesale CBDC, which is
usually intended for banks and financial institutions,
the digital yuan is a retail CBDC designed for everyday
transactions.’ It is pegged 1:1 with the physical

yuan and does not bear interest. The PBOC reported
around 180 million individual wallets in use as of
July 2024,%8 assisted by integration into the hugely
popular WeChat app.%°

China is also actively seeking to promote e-CNY

on the international stage, including on platforms

like mBridge,®® which is built on distributed ledger
technology to enable instant cross-border payments
and settlement for multiple CBDCs.®' China was one
of the prime movers in building the infrastructure
behind mBridge. As a proof of concept, the UAE's
central bank sent 50 millionin digital dirhams ($13.6
million) to China in a single transaction on the platform
in January 2024 .52

While China has been an enthusiastic proponent of the
CBDC technology, this enthusiasm has not extended
to cryptocurrencies outside of PBOC control. While
cryptocurrency is often perceived to be banned in
China,%® the reality is more complex. In 2017, China
banned initial coin offerings and clamped down on
exchanges operating from its territory. China's foreign
exchange regulator has recently introduced new rules
on the country’s banks to monitor and flag risky trades
involving cryptocurrencies.®* However, individual
holdings and cryptocurrency transactions are not
strictly illegal. Despite this, digital currencies do not
have the same status as fiat currencies, and digital
currency-related business activities were made illegal
financial activities in a swath of 2021 restrictions.
The PBOC said these measures were necessary as
cryptocurrency “seriously endangers the safety of
people’s assets”®® due to its highly speculative nature,
and for its use in facilitating financial crime.®” Ironically,
China has become the world's second-largest holder of
Bitcoin (behind the U.S.), which it has acquired through
asset seizures linked to illegal activities.5®

The perception that it is impossible to transact in
cryptocurrencies in China is inaccurate, even if the
barriers to entry are high. For example, blockchain

Crypto Exchanges in China
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analytics firm Chainalysis’ 2024 Global Crypto
Adoption Index ranks China as high as 20th out of 151
countries in terms of cryptocurrency adoption (the U.S.
is ranked 4th and Russia 7th).%° As China’'s economy
struggles and the value of the property market
declines, wealthy Chinese individuals are increasingly
turning to crypto through over-the-counter platforms.

While the rapidly reactive approach to digital assets
represent a clear and recent shift in Russian APMs
policy, for China the picture is more complicated.
Some commentators are suggesting China is

taking a “long bet” that payments technology, not

a creditors’ rebellion or armed conflict, will reduce
the power the U.S. gets from being at the center of
global finance.” But at least at the official level, China
has not embraced cryptocurrencies to the same
extent Russia has.

China’s Cautiously Proactive Strategy

The long-term aim of China's APMs strategy has been
to develop a currency order that is less dependent

on USD. President Xi Jinping has been critical of the
current order and how it has underwritten the use of
sanctions. Xi told a BRICS Business Forum meeting

in June 2022 that members should oppose “unilateral
sanctions and abuse of sanctions, and reject the small
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China’s Increasing Gold Reserves
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circles built around hegemonism.”” We may now be

seeing signs of a pivot — in alignment with Russia —

from promoting the RMB toward providing a bulwark
against future possible sanctions.

Take the PBOC's recent gold-buying spree as an
example.”2 The PBOC bolstered its gold purchases

by 30 percent over the course of 2023.7 The IMF
reports that China's share of gold in total reserves
has increased from less than 2 percent in 2015 t0 4.3
percent in 2023. During the same period, the value of
China’s holdings of U.S. Treasury and Agency bonds
relative to currency reserves declined from 44 percent
to about 30 percent.”

China and Russia have not been alone in buying up
gold as a reserve asset. However, the share of gold
in FX reserves of countries aligned with the United
States has been broadly stable. The IMF therefore
concludes that “gold purchases by some central
banks may have been driven by concerns about
sanctions risk.””s China’s gold purchases correspond
to the Russian invasion of Ukraine, particularly when
economic sanctions began to bite in the third and
fourth quarters of 2022, leading some to speculate
that China is learning from what happened to Russia
in the aftermath.”®

Despite this acceleration, China remains the world's
sixth-largest holder of gold reserves, with Russia
fifth and the U.S. first.”” China’s purchases of gold
paused when prices reached an all-time high of
$2,450 per ounce in July 2024. However, the PBOC
has now resumed buying the reserve, reporting its
third consecutive monthly gold purchase in January
2025, despite gold prices continuing to rise.”® There
likely is a geopolitical dimension behind the recent
gold buying spree.

Some commentators have argued that initiatives like
the BCBPI could undermine China’s patient efforts
to increase the market share of RMB7® and therefore
question the long-term viability of these proposals.
However, it is highly unlikely China would have given
its backing to the Moscow-led initiatives if they were
not serving its strategic interests. This could suggest
a cautiously proactive shift in emphasis in China's
APMs policy from promoting the RMB first, toward
measures that provide a bulwark against future
economic sanctions.

We may be seeing further evidence of this in China's
contributions to the mBridge platform and how a
BRICS Bridge might develop. Putin has been pushing
for the BRICS countries to back BRICS Bridge.
Coordination of the mBridge platform has been
provided by the Swiss-based Bank of International
Settlements, of which Russia is not a member. As
such, Russia was not part of the original quartet of
central banks (China, Hong Kong, Thailand, and the
United Arab Emirates) on mBridge.® The Bank of
International Settlements announced its decision to
withdraw from its coordinating role in the mBridge
platform in October 2024 .81 It is speculated that the
bank withdrew due to fears mBridge could be used to
evade sanctions.®

As a leading contributor to its technological
development, China is now poised to take a leading
role on mBridge. Policymakers will want to monitor
both how mBridge further develops under China’s
stewardship (e.g., if the number of central bank
participants expand beyond the current quartet) and
whether China allows mBridge to be subsumed by
BRICS Bridge or maintains the former as a distinct
entity outside of Russian influence.

Given that China’'s APMs strategy on gold, the BCBPI,
and mBridge can be interpreted as beginning to
build resilience to possible future sanctions in the
event of a confrontation with Taiwan, policymakers
will want to identify further signals of shifts within

its APMs strategy.
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Signals That Increase the Probability
of a Chinese Invasion of Taiwan

This section looks at further possible early warning
signals of a more decisive shift in China's APMs
approach toward protecting itself from the impact of
future economic sanctions. These should be seen as
relatively weak signals, which in and of themselves
would not indicate a conflict is imminent and may
not appear to be directly linked to a confrontation
with Taiwan. This contrasts with something like the
PLA's military buildup identified by Aquilino, which
we can clearly see as more directly related. However,
when viewed as a direction of travel regarding China'’s
APMs strategy, these signals could be part of a
much bigger picture, indicating that an invasion is
more likely. As such, they deserve greater attention
from policymakers.

The following signals and evidence to support them
are non-exhaustive. Nevertheless, these illustrative
examples give a sense to policymakers of the varied
ways in which China's APMs strategy could evolve.
The evidence in each case points to potentially key
indicators that could be monitored and tracked by

2t '20
BRICS22

the recommended APMs Strategic Coordination Unit
explored in the next section.

Deeper integration of BRICS countries

The long-term effectiveness of the APMs specified in
the 2024 Kazan Declaration are difficult to assess in
the short term. BCBPI and BRICS Clear hold promise
of a more sustained effort to move from a dependency
on the USD and the Western-led international financial
system. Aside from developments at the BRICS
institutional level, an early warning signal of a shift in
China's APMs strategy could see accelerated efforts
by China to leverage its influence over other BRICS
members and partners, encouraging them to reduce
reliance and usage of USD and move further within the
orbit of the RMB and CIPS.

Evidence:

1. New bilateral swap lines between the PBOC and
other BRICS members or partners.

2. Additional use of the CIPS within BRICS countries or
partner countries.

3. Further regulatory harmonization among BRICS
members, such as the realization of BCBPI.

Russian President Vladimir Putin and representatives of 30 countries gather for a photo session during the BRICS Leader’s
Summit, October 24 2024, in Kazan, Tatarstan Republic, Russia. (Getty Images)
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Chinese authorities turn a blind eye to use of
non-Know Your Customer (KYC) digital asset
exchanges

Chinese government policy limits transactions of
cryptocurrencies. Chinese authorities have been

vocal in highlighting their crackdowns on illicit crypto
activity.®3 However, another early warning signal would
see the growing use of non-KYC exchanges in China,
which, while still officially illegal, would nonetheless

be tolerated by a lack of enforcement action by

state authorities. KYC checks are a due-diligence
procedure that helps verify the identity backgrounds
of customers, clients, and suppliers, reducing the
opaqueness of financial transactions and are part of
compliance with global anti-money laundering/terrorist
flnancing standards.

There are parallels with the use of the sanctioned
Garantex exchange in Russia,®* which has allowed
funds connected to crime and from high-risk services
such as mixers (which obscure the origins and identity
of crypto funds) and low-KYC checks on its platform.
Users of Garantex attempt to use crypto exchanges
like these to withhold key information about the
transactions of individuals and entities. If the use of
non-KYC exchanges in China grows, it could indicate
a growing tolerance of these platforms, with the
intention of helping entities with links to the state in
evading future sanctions.

Evidence:

1. The increased use of Chinese-language
marketplaces, such as Huione Guarantee,
for illicit activity paid for by cryptocurrencies.
Huione Guarantee continues to receive and send
funds from Garantex, despite the sanctions
imposed on the latter.®

2. Blockchain analytics firms like Chainalysis seeing
increased transactions on mixers and non-KYC
exchanges by users to and from China.

Financial Action Task Force (FATF)
downgrades China

The FATF — an intergovernmental organization
that sets international standards to prevent money
laundering and terrorist financing — regularly reports

on each country’s efforts to comply with these
standards. This reporting is known as the Mutual
Evaluation Framework. China's next report is due
around August 2026. Any evidence of backsliding from
the previous reporting period (2019-2021)8% based

on inadequate regulatory compliance, particularly
around its KYC reporting obligations, may indicate an
increased willingness to tolerate sanctions evasion
activities such as those identified above and a
disregard for international financial norms. To note,
Russia has been suspended from FATF since February
2023 in response to the invasion of Ukraine.

Evidence:

China’s next mutual evaluation report demonstrates
a rise of partial compliance or noncompliance

with money laundering, terrorist financing and

the proliferation of weapons of mass destruction
standards determined by FATF.

China removes legislative restrictions
to crypto trading in its territories

There are some indications that the Chinese
government may enact legislation to “unban Bitcoin”
and remove the most restrictive effects of the 2017
and 2021 cryptocurrency legislation.8” We are already
starting to see moves to legitimize the sector. In
August 2024, China’s supreme court and public
prosecutor revised their interpretation of the country’s
anti-money laundering laws to recognize “digital asset”
transactions.® Bringing cryptocurrencies into the
scope of the law may encourage further adoption as
there would be a firmer regulatory underpinning.

There is also speculation that the Trump
administration’s perceived favorability® toward
crypto may cause China to rethink its position,®
such as building a strategic Bitcoin reserve if the
U.S. moves first.®' °2 Trump appears receptive to this
issue, responding to a question about a possible U.S.
reserve by saying: “We're gonna do something great
with crypto, ‘cause we don't want China, or anybody
else, not just China, others are embracing it, and we
want to be the head.”? A conversion by the Chinese
government from crypto-skeptic to crypto-enthusiast
may not be too far-fetched, with China taking a long
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bet on payments technologies as a lever to undermine
the power of the USD.

Looking at Hong Kong may also be instructive. Hong
Kong is something like a crypto hub in East Asia,
experiencing the largest year-on-year growth of crypto
adoption in the region (at 85.6 percent), with regulators’
openness and legislative framework fostering this
environment.®* The Hong Kong government announced
plans in November 2024 to exempt private equity
funds, hedge funds, and other investment vehicles
from paying tax on gains from cryptocurrencies,®®

a stark contrast from mainland China's approach.
Under the “one country, two systems” model, it is
speculated that China may be using Hong Kong to test
policies related to crypto.®® As such, developments

the regulatory landscape for cryptocurrencies in

Hong Kong could indicate the start of a change in
approach in China.

Evidence:

1. Future legislation to reduce the barriers to entry
for cryptocurrency use in China and reverse the
2017 and 2021 restrictions or setting up a strategic
cryptocurrency reserve.

2. Increased “on-ramping” (conversion of fiat
currency to crypto assets) and “off-ramping”
(conversion of crypto assets back to fiat) would
indicate China is rapidly moving funds out of
conventional banking systems.

3. Regulatory initiatives on cryptocurrencies
implemented in Hong Kong are “imported”
to mainland China.

Sustained re-acceleration of PBOC purchasing
of gold or other non-fiat currencies

The PBOC has been increasing its purchases of gold

in recent years to diversify reserve holdings away

from USD and potentially blunt the impact of future
sanctions. While China paused purchases of gold in
2024 when prices hit record levels, the PBOC since
reported its third consecutive monthly gold purchase in
January 2025. This despite the price of gold exceeding
2024 levels.®” An early warning signal here would

see China continue to significantly increase its gold
reserves over a sustained period, potentially tokenizing

gold assets as proposed by the Central Bank of Russia,
or further diversify to other non-fiat reserves like silver.

Evidence:

1. The World Gold Council reports show a significant
uptick in the PBOC's purchasing of gold reserves
over a sustained period.

2. The PBOC announces plans to tokenize these gold
assets, potentially for use on both mBridge and the
BRICS Clear platforms.

A growing number of entities that
normally trade in RMB pre-emptively
switching to other currencies

China has been moderately successful in increasing
the prevalence of the RMB in international financial
transactions. However, the RMB's use in payments
worldwide remains limited, with its global market
share increasing to 2.5 percent as of May 2023, from
1.7 percent at the end of 2013.9¢ If these numbers
were to decrease and there was a diversification away
from the RMB, this could indicate market predictions
that this was not a currency to be handled, hedging
against future economic sanctions that could impact
these transactions. The signal should be taken even
more seriously if we were to see a concentration of
this happening with entities based in states considered
to be allied to China. This could even suggest some
intelligence within these states that a conflict between
China and Taiwan was imminent.

Evidence:

1. In a short-term sell-off situation, we could see
strong downward pressure on the RMB. The
PBOC may intervene to stabilize the currency by
selling USD assets.

2. In a longer-term decoupling situation, we would see
institutional and other investors introducing policies
to stop purchases of RMB-denominated assets,
attempts to retrieve their investments in China, and
not lending to China.

3. The non-renewal or cancellation of various RMB-
denominated trade deals or swap lines.
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Recommendations for Policymakers

This section provides four key recommendations

to policymakers on how the U.S. can both monitor
and influence the development of APMs to leverage
its geopolitical interests on the international stage.
These recommendations are solely focused on
actions the U.S. could take prior to a Chinese
invasion of Taiwan, rather than recommendations on
post-invasion measures.

Establish an APMs Strategic Coordination Unit

U.S. policymakers should establish an APMs Strategic
Coordination Unit to monitor the development of
China's APMs strategy, developments that occur in
Russia and groupings like BRICS. The unit would be led
by officials from the U.S. State Department and report

to senior decision-makers at the State Department.
The unit would be made up of key stakeholders across
government departments, embassies, intelligence
agencies, the Commodity Futures Trading Commission
and the Securities and Exchange Commission. It would
seek input from, and work with, Trump’s Working
Group on Digital Asset Markets,*® chaired by new
crypto czar David Sacks.’ The coordination unit
would develop its own list of early warning signals,
with regular reporting updates on these signals and
potential risks to U.S. geopolitical interests. The unit
would flex its membership composition depending

on the signals being discussed and the levels of
confidentiality required.

The six warning signals identified in this policy report,
are highlighted in the graphic below.

Early Warning Signals for a Potential Chinese Invasion of Taiwan

BRICS integrates further into other countries*
Responsible Lead: U.S. State Department

Composite Members: U.S. Treasury, Central Intelligence Agency

Chinese authorities turn a blind eye to use of non-Know Your Customer digital asset exchanges

Responsible Lead: Office of Foreign Assets Control

Composite Members: U.S. State Department, U.S. Department of Justice, Office of Terrorist Financing and
Financial Crimes, U.S. Securities and Exchange Commission, the working group on digital asset markets,

blockchain analytics firms **

The Financial Action Task Force (FATF) downgrades China
Responsible Lead: Office of Terrorist Financing and Financial Crimes
Composite Members: U.S. State Department, Office of Foreign Assets Control, U.S. Treasury

o China removes legislative restrictions to crypto training in its territories

Responsible Lead: U.S. State Department

Composite Members: U.S. Treasury, Securities and Exchange Commission, the working group on

digital asset markets

PBOC purchasing of gold and other non-flat currencies reaccelerates

Responsible Lead: U.S. Treasury

Composite Members: U.S. Federal Reserve, U.S. State Department, Commodity Futures Trading Commission,

Securities and Exchange Commission

o A growing number of entities that normally trade in RMB pre-emptively switching to other currencies

Responsible Lead: U.S. State Department

Composite Members: U.S. State Department, U.S. Treasury, Commodity Futures Trading Commission,

Securities and Exchange Commission

* This should be broken down into smaller individual signals under the BRICS umbrella e.g. the implementation of BCBPI.
** Pending sensitivity of the discussions, external stakeholders, like blockchain analytics firms in this case, could be invited to participate

in the coordination unit.
Source: Gavin Moore

© 2025, The New Lines Institute for Strategy and Policy
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The unit's remit would ensure information-gathering
and rigorous scrutiny of these signals and serve as a
convening body for departments, advisory councils
and agencies across government to facilitate a
unified, coordinated, and prepared U.S. response to
developments in APMs.

Monitor Global CBDC Developments

While it would be for the coordination unit to determine
its priority early warning signals, policymakers should
closely monitor CBDCs. Trump's “Agenda 47" policy
platform explicitly opposed the creation of a U.S.
CBDC,"" with the president also issuing an executive
order to prohibit a CBDC being established.%?

While political appetite for a U.S. CBDC is low, the
U.S. must remain vigilant to China’s plans for e-CNY
on mBridge and potentially a BRICS Bridge. Any
contribution China’s CBDC could make in reducing
other countries’ reliance on the USD, and therefore
nullify potential future sanctions, will need to be
guarded against. Monitoring would also include
developments elsewhere, for example a possible
European Union CBDC,'® and how this may impact
U.S. interests. Policymakers also should consider
alternatives to a CBDC that may achieve similar
outcomes. For example, the U.S. could advocate
for further reforms to SWIFT, such as the quicker
settlement of transactions, to help maintain its position
of dominance and confer some of the advantages a
U.S. CBDC could offer.

Explore Stablecoins as a Means of
Maintaining USD Hegemony

Another area policymakers and the coordination

unit will want to pay attention to is the growth of
stablecoins, a type of cryptocurrency that aims to
maintain a stable value over time, usually by pegging
its value to a currency or commodity. The largest
stablecoins by market capitalization are currently
Tether (USDT) and Circle’'s (USDC) offerings, which
both peg to the USD.’® Tether itself may have a key ally
in the Trump administration: Secretary of Commerce
Howard Lutnick, has now stood down from a financial
services firm he ran that is the main custodian for
Tether's U.S. Treasury bills.%

There is bipartisan support for measures that

create a more stable regulatory environment for
stablecoins in the U.S,, such as the introduction of
The Guiding and Establishing National Innovation for
U.S. Stablecoins, or GENIUS Act.’ Bank of America
CEO Brian Moynihan has also indicated the bank

will launch a USD-pegged stablecoin if relevant
legislation is passed.’’

Policymakers may want to consider how a more
hospitable regulatory environment in the U.S.

could increase the use of USD-backed stablecoins
elsewhere. The growth in stablecoin usage outside
the U.S. reflects a broader trend in which international
markets,® which faced with currency volatility, are
turning to USD-denominated stablecoins to preserve
value and facilitate faster, cheaper transactions."®

There has been some pushback. In Europe, the market
cap of USDT itself fell as several European exchanges
delisted USDT in response to the EU's Markets in
Crypto-Assets Regulation entering into force on
January 2025.1° Tether had earlier discontinued
support for its euro-pegged stablecoin (EURt) in
response to this Regulation.”12 Nonetheless, some
commentators suggest that stablecoins will be a key
factor in USD’s continued dominance™® and should
be viewed as a proxy for the dollar’s strength as the
world's reserve currency. Their performance globally
should be monitored closely by the coordination unit,
with a particular focus on BRICS members.

Leverage the Deterrent Effect of Sanctions

That sanctions have been effective in weakening
Russian GDP'™ or the value of the ruble' at all is due
to the dominance of USD in the international financial
system. Although this has not deterred Russia from
persisting with its war in Ukraine,® the economic
impact of sanctions will help deteriorate its longer-term
warfighting capacities. It is paradoxical that the
strength of USD in underwriting the effectiveness of
these sanctions could ultimately lead to a weakening
of USD. The more effective sanctions are, the more
they encourage moves away from the dollar by
Russia and China to try to blunt their effectiveness.
This tension was recognized by former U.S. Treasury
Secretary Janet Yellen during testimony to the House
Finance Services Committee in July 2024.17
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How then should policymakers ensure that possible
future sanctions remain effective without undermining
the USD's position? One way out of this apparent
paradox is to recognize the different role sanctions
could play in a possible China-Taiwan confrontation.
The unprecedented sanctions imposed on Russia
since February 2022 have been reactive measures in
response to conflict. In the China-Taiwan context, the
U.S. should leverage the threat of similar sanctions as
a deterrent before conflict has occurred.

This approach would be two-pronged. First, the

U.S. could threaten to impose sanctions on China
itself. Earlier sections have explored the extent to
which China continues to rely on the USD (e.g., its
main foreign currency reserve holding) and Western
institutions (e.g., CIPS’ ongoing reliance on the SWIFT
system). China recognizes the impact sanctions could
have on its sluggish economy. Chinese banks have
been reluctant to do business with sanctioned Russian
entities because of the executive orders issued by the
Biden administration and determinations from the
Office of Foreign Assets Control.'® Sanctions have
clearly had an impact on behavior.

Second, the U.S. should exert diplomatic pressure
on countries increasingly under China’s influence.
This would involve leveraging the threat of secondary
sanctions™® on countries trading with China, were
China to invade Taiwan. Or it could involve punitive
tariffs for countries thinking about de-dollarization.
Trump has already imposed tariffs on China directly
in relation to alleged drug trafficking,’?® and has also
threatened the use of this policy lever in relation to
de-dollarization, stating that if “you leave the dollar,
you're not doing business with the United States
because we're going to put 100% tariffs on your
goods.” 2! In either scenario, not only would China
suffer from direct sanctions and tariffs but partner
countries would also be incentivized to weaken ties,
inflicting a further blow to China's APMs strategy.

As noted previously, other members of BRICS have
different motivations with respect to China and
Russia, such as the ability to easily trade in their local
currencies rather than evade sanctions. The U.S. State
Department should, through its network of embassies,
seek to apply diplomatic pressure, particularly on
BRICS-aligned but less enthusiastic supporters

of China-Russia led initiative s. Policymakers will
therefore want to consider diplomatic levers to isolate
China economically from these partners prior to an
invasion of Taiwan.

The U.S. may also exert influence over its allies to
implement more coordinated sanctions measures.
Western governments’ secondary sanctions
approach on Russia became more aligned at the end
of the Biden administration. The U.K. has recently
introduced legislative amendments to its sanctions
regime, which are thought to create the possibility of
secondary sanctions for the first time.? The EU has
been more reluctant but is reportedly considering
moves in the direction of secondary sanctions.’??

24 Notwithstanding the possibility of the U.S. lifting
sanctions on Russia as part of a deal to end the war
in Ukraine,’?® the benefits of a coordinated approach
would be to increase the deterrent effect of sanctions
on China and its economic partners as more
jurisdictions implement similar measures to the U.S.

Conclusion

Policymakers should pay greater attention to
China’s role in the development of APMs, as these
provide insight into its intentions for a China-Taiwan
conflict. Wars are now fought on many complex
and interconnected fronts. Analyzing a specific
subsector of conflict, however indirect, can be an
illuminating indicator for when a potential conflict
becomes a real conflict.

APMs are not the only factor that would indicate an
invasion is more likely. However, economic sanctions
are now one of the most important levers in warfare
shy of direct military involvement. Signals that the
potential targets of these sanctions are attempting to
reduce their potency — in advance of confrontation —
should be taken seriously.

Russia’s invasion of Ukraine could mark a turning

point in the development of the APMs landscape. The
unprecedented Western sanctions that followed may
have the paradoxical impact of undermining the USD
hegemony on which their effectiveness relies. There
has been a noticeable change in Russia’s approach

to APMs since the invasion to a strategy that is more
clearly targeted at blunting the effectiveness of present
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and future sanctions. Policymakers will want to closely
monitor developments at BRICS, driven by Moscow,

as a potentially credible alternative to the Bretton
Woods institutions.

There are several signs that China is beginning to
shift its approach to APM strategy, U.S. policymakers
must assess the implications for two critical areas:
(a) maintaining the USD's status as the global reserve

currency, and (b) maintaining the effectiveness

of sanctions as a foreign policy tool, particularly

in the context of an invasion of Taiwan. The four
recommendations outlined seek to address to these
challenges. These recommendations will ensure

that the U.S. is fully prepared to for any APMs
developments that indicate an increased likelihood of a
China-Taiwan confrontation.
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Introduction

isinformation, defined as false content

a publisher believes to be true, and

disinformation, defined as false content

that a publisher knows to be untrue, pose
major threats to U.S. society. Most adults in the
U.S. report seeing false or misleading information
online at least weekly." Artificial intelligence (Al),
augmented and virtual reality, the “internet of things,’
and wireless technologies are increasingly bringing
people together but have also elevated their exposure
to fake news, which comprises both misinformation
and disinformation. Events such as the riot at the U.S.
Capitol on Jan. 6, 2021, may become more common
as people are influenced by real and fake social media
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accounts, bot networks, and troll farms deploying fake
news that leads to unrest. However, new technologies
are a double-edged sword: They can provide

defenses to false and misleading information though
technologies such as digital watermarks, Al classifiers,
user dashboards, and application programming
interfaces (APIs) that make it easier for people to sort
what is true from what is false.

In the runup to the 2024 presidential election, a
“whirlwind"? of fake news around voter fraud emerged
on social media platforms. Federal investigators
described Russia as the “most active threat™ during
the period with alleged Kremlin-backed online
accounts posting and amplifying articles pushing false
election fraud narratives. For example, U.S. intelligence
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agencies explained that one widely shared piece of
content, which allegedly showed people from the
Haitian community illegally voting, was fabricated by
“Russian influence actors."

While Russia represents a bigger existing threat,

the risk of similar activity from China needs to be
taken seriously given geopolitical competition is

likely to escalate during the Trump presidency. While
the National Intelligence Council (NIC) assessed

that Beijing did not attempt to influence the 2020
presidential elections,® an increase in the spread of
fake news by Chinese-linked actors was seen in 2024.
The prospect is more alarming in light of China’s online
information campaigns. While measuring the levels
of fake news originating from sources is fraught with
complexity, the country undoubtedly plays host to one
the world's most sophisticated influencing operations.

“Spamouflage,” also known as “Dragonbridge,” is a wide
online network of Chinese actors that has sought to
promote Beijing’s national interests by creating and
posting fake news. Microsoft estimates Spamouflage’s
influence operation targets 175 websites and 58
languages.® Meta announced in August 2023 that it
had taken down thousands of China-linked Facebook
pages and claimed it to be the “largest known cross-
platform covert influence operation in the world."”” U.S.
policymakers must act accordingly.

The spread of fake news is a cross-cutting issue
that adds fuel to the fire by augmenting three areas
prioritized by lawmakers in their interaction with
Beijing:® competition in the South China Sea, hacking
of U.S. infrastructure,® and economic competition.
Furthermore, any fake news, whether from China or
elsewhere, has widespread implications for public
trust in government, the electoral process, and
much more besides.

The War of Words

Ever since the Chinese Communist Party came to
power, China and the U.S. have exchanged terse
diplomatic language on issues pertaining to influence
over each other’s national life. This stands in stark
contrast to China's well acknowledged and publicly
proclaimed commitment of noninterference in other
countries’ internal affairs.’® In many cases, the two

have accused each other publicly of spreading

fake news. As recently as February 2023, Chinese
representatives to the U.N. claimed the U.S. had used
biological weapons in North Korea in the 1950s,™

an accusation the U.S. strongly denies.’ China has
accused the U.S. military of spreading “anti-vax”
misinformation during the COVID-19 pandemic, a
claim that was backed up by Reuters research.
More recently, these claims surfaced again on
Chinese social media.™

The risk of Chinese-backed actors spreading fake
news is increasing. Despite the NIC’'s assessment of
the 2020 vote, research from Microsoft found that
Chinese influence campaigns targeted the 2024
elections and were focused on Republican candidates
who had known “anti-China” stances. These accounts
“parroted antisemitic messages, amplified accusations
of corruption, and promoted opposition candidates."’®
Analysis concluded that Spamouflage accounts

did not favor one presidential candidate but instead
focused on down-ballot elections to sway local results.
Influence attempts by Beijing-backed actors included
impersonating Americans, spreading inflammatory
messaging'® on cultural issues, and even amplifying
Russian interference attempts.!”

The Impact of Foreign Influence Campaigns

While China has been culpable of spreading fake news
in the U.S., Russia is often cited as the main state
orchestrator of such campaigns. It is worth noting, too,
that recent conspiracy theories, such as that the U.S.
government manipulated Hurricane Milton, or relating
to the motivations behind the assassination attempt
on Donald Trump in Pennsylvania, originated in the
U.S. rather than abroad. Domestic technology can also
be to blame for false information, with recent research
by Full Fact showing that Amazon Alexa, partly built

in California and accessible via half a billion devices
globally, has supplied users with incorrect information
on a number of important topics.™®

However, because of China’s rapidly increasing
technological maturity, policymakers need to take a
new approach to counter fake news from Beijing-linked
actors. Chinese President Xi Jinping has talked openly
of using Al in “news collection, production, distribution,
reception and feedback,"”® state-backed media outlets
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have talked about its relevance for “construction
of international communication capabilities,”?® and
researchers have claimed the Chinese military

is “clearly interested”?" in leveraging Al for social
media manipulation.

Chinese fake social media accounts, bot networks, troll
farms, and content farms, as well as more traditional
state-run media and wolf diplomacy, have been used to
push fake news. Chinese actors are increasingly using
new technologies including deepfakes and generative
Al to create a large amount of new content quickly.??

Tackling the growing issue requires balancing
freedoms, such as the First Amendment, with penalties
for foreign actors spreading fake news. Domestic
approaches to combating the issue could include
establishing incentives for the private sector to provide
new ways of delivering impartial fact-checking and,

as seen with the use of X's established and Meta's
new Community Notes programs, encouraging the
public to have the agency to do their own research.
Any government approach should be consistent
regardless of the source of the fake news, whether
foreign or domestic.

Beijing's influence campaigns have not improved
China’'s image among U.S. citizens. In the last five
years, Americans claiming to have an unfavorable view

of the country has grown from 47% to 81%.2% However,
fake news campaigns are complex, and reversing such
a trend may not be the primary goal of Chinese actors.

A survey by the Organization for Economic
Cooperation and Development (OECD) of citizens in 21
countries shows that U.S. users rank last in their ability
to identify Al generated disinformation and third-to-last
in their capability to recognize human generated
disinformation (see Graphic 1).24 The Al statistic is
particularly alarming when considering the ease with
which malign actors can now quickly create large
influence campaigns in any language online. There is

a distinct likelihood that these campaigns will become
more sophisticated and believable in the future as
technologies, such as deepfakes, improve.

A large majority of U.S. users are worried by the
threats posed by Al, with one 2023 study from Morning
Consult and Twitter showing 70% are concerned
about its ability to spread misinformation. The same
proportion are troubled by its use by foreign powers
against U.S. interests, and 68% are worried about

the creation of deepfakes.?® Research undertaken by
YouGov in the same year shows 78% of U.S. adults
are either “very” or “somewhat” concerned about Al's
use in spreading political propaganda,?® making it
imperative for policymakers to take a proactive stance
in tackling these concerns.

Scoring Al and Human-Generated Disinformation

SCORE

[ Al Performance === Human
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Source: OECD
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Concerns About Al Propaganda
Survey results of adults in the United States from 2023
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Data around the numbers of Americans who regularly
fact-check is limited. The available information on

the topic is generally either out of date, based on

low sample sizes, or analyzes populations beyond
the U.S. Nevertheless, there is evidence to suggest
that U.S. citizens:

1. Have low confidence in their fact-checking abilities:
A Pew study in 2020 found that 71% of people held
low confidence in their ability to check information
relating to COVID-19.%”

2. Are often unable to locate the source of fake news:
A survey of 3,446 people in 2019 found that 52%
of respondents thought a fake video from Russia
showed “strong evidence” of election fraud during
the 2076 Democratic Party primaries. In addition,
only three people were able to locate the true
origin of the video.?®

3. Visit untrustworthy websites regularly: A survey
found 44% of people visited untrustworthy
sites during the 2016 U.S. presidential election
campaign. The authors defined such websites as
“lack[ing] the news media’s editorial norms and
processes for ensuring the accuracy and credibility
of information.”®®

4. Are more likely to trust fake news that aligns with
their political views: A 2022 study of U.S. Democrats
found that demand for fact-checking in a political
newsletter rose when it contained information from
Fox News. However, fact-checking did not have a
significant impact on demand for the newsletter
where information from MSNBC was included.®

5. Hold differing views of fact-checking: Conservative
Republicans hold less favorable views toward

fact-checkers, while people interested in and
knowledgeable about politics tended to be more
favorable.3' Similar results have been found among
Europeans. The data suggests those most at risk of
believing fake news could be on the right and/or less
engaged with the political process, although this
conclusion is hotly debated.

Taken together, these studies paint a picture of an
American public ill at ease with differentiating truth
from fabrication online. U.S. policymakers need to
ensure the public is aware of the power of Al, or the
outlook could become even more concerning.

The biggest threat of foreign influence campaigns

is the ability to undermine trust in government and
potentially stoke civil unrest. In 1964 trust in the U.S.
government was at an all-time high. That sentiment
underwent an alarming decline in over the next

four decades, reaching historic lows in 2011.32 That
decline is not just a U.S. phenomenon. Distrust in
government institutions internationally is a trend
well-acknowledged by the United Nations®® and the
OECD.2** It is difficult to draw a direct line between
fake news from international influence campaigns
and this trend, but it would be hard to argue that
Spamouflage, or the alleged Russian-backed influence
campaign called Doppelganger, do not add fuel to
this fire in the U.S.

Another public policy challenge is the power of
foreign influence campaigns to use fake news to

fan the flames of quickly emerging national crises
when information is scarce. For example, during the
2024 United Kingdom riots, or both the Pennsylvania
and Florida assassination attempts on Donald
Trump, fake news from a myriad of sources spread
quickly. The power social media platforms hold in
these cases is significant. Meta has an escalation
process for restricting accounts of high-profile users
during periods of civil unrest, given their potential to
supercharge the spread of fake news.®® In 2021, the
company indefinitely suspended Trump'’s Facebook
and Instagram accounts following his praise for
people involved in the Jan. 6, 2021, assault on the U.S.
Capitol and the alleged risks this posed for further
violence. The suspension, which was later reduced to
two years on the advice of Meta's Oversight Board,3¢
was ultimately lifted in January 2023 with “guardrails”
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Government Trust Falls to an All-Time Low

Percentage of Americans who trust the state’s ability to make decisions
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and heightened repercussions for further violations.
The restrictions were removed as presidential
candidates geared up for their respective party
conventions in 2024.%

Social media platforms walk a tightrope: For a
pro-Trump Republican, the removal of a post about
immigration that violates community guidelines might
be considered censorship, but for a Democrat the
same act might be viewed as a responsible reaction
to inflammatory messaging. Oftentimes, moderating
content involves a subjective assessment of the
information in question, an assessment that Meta CEO
Mark Zuckerburg recently called out as all too often
being “politically biased”, when he removed human
fact checkers and replaced them with community
moderation.® It can also include a more objective
assessment of whether content violates a platform’s
user policies, which will have been established

by consensus among a group of colleagues with
subjective views.

Censorship arguments have divided U.S. lawmakers,
society, and the social media platforms themselves.
Platforms should not get Section 230 protection,
which sees them given immunity for content published
by users, if they censor online speech. Therefore, it is
incumbent on all sides to find agreement in a unified
goal: Tackling state-backed influence campaigns and
fake news should be the objective, and achieving this
requires close collaboration between the public and
private sector. As a first step, Federal Communications
Commission Chairman Brendan Carr, should undertake
a review with platforms to understand how their

1990

2000 2010 2020
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policies are implemented in practice, including at times
of national crisis.

The Double-Edged Sword
Technology’s Role in Spreading Fake News

Beijing-linked organizations have been accused of
using sophisticated technologies such as Synthesia®
and CapCut* to create fake videos and OpenAl tools
to undertake intelligence analysis.#! OpenAl's Sora
and Google's Veo 2,2 generation models that create
sophisticated moving images from language prompts
and photos uploaded from a user, have the power

to further supercharge the ubiquity of misleading
footage originating aboard.*® Gary Marcus, Al expert
and professor emeritus at New York University,
described the stark potential of Al tools to spread
misinformation which in the worst case scenario
could “lead to an accidental war that escalates and
becomes a nuclear war."#

In 2023, the Australian Strategic Policy Institute
uncovered a huge campaign of pro-China Al-generated
YouTube videos it called “ Shadow Play.” At the time

of publication, the campaign included “at least”

30 channels, over 4,500 videos, 120 million views

and 730,00 subscribers."*® Fake news from China

is not confined to the most popular social media
platforms; Spamouflage-linked accounts have also
been detected on Bluesky and Mastodon. Closer

to home, a disgruntled ex-employee of a Baltimore
school was charged with spreading an audio deepfake
falsely depicting the school's principal making racist
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comments.*® This case study has stark implications
for the use of Al tools: Their ability to be used by
non-specialists, their relative sophistication compared
with only a few years ago, and their potential for
generating community-level division. If such methods
can be instigated by actors at home, it emphasizes
their ability to be employed by an increasing number of
untrained actors abroad.

The acquisition of sophisticated technology from
overseas could enhance the ability of China-backed
actors to spread fake news. However, U.S. authorities
have tightened their grip on exports that help develop
Al. The Foreign Direct Product Rule (FDPR), first
established in 1959, has become crucial over the last
decade in efforts to limit sensitive U.S. exports. In
2019, the Bureau of Industry and Security took action
against Huawei, and then in 2022 wider controls

were put in place on other Chinese companies

limiting the transfer of code, electronics, chips, and
supercomputing capabilities.#” In the final days of

the Biden presidency, the FDPR was further deployed
to stop exports to a further 140 entities, with new
controls on semiconductor manufacturing and
software tools and the high-bandwidth memory
crucial to training Al.*8 Alongside the U.S,, other allies,
including the United Kingdom,* the Netherlands,*® and
Japan® have passed rules with various success. When
FDPR and international action is taken, technology
companies often halt their dealings with Beijing. These
moves have significant implications for China’s ability
to develop its Al sector and therefore create new
technologies for propagating fake news.

However, U.S. policymakers need to analyze the
effectiveness of the FDPR. Chinese companies

and researchers can continue to make progress in
their ability to spread fake news by circumventing
technology bans.52 ByteDance rents Nvidia chips

via Oracle’s U.S.-based operations, and there is a
possibility Alibaba and Tencent may do the same.5®
Likewise, semiconductor intermediary dealers enable
businesses in China to get around the controls by
selling to the domestic market from third countries.®
In addition, China has boosted subsidies to chip
makers, restricted sales of critical minerals to the
United States, and launched an antitrust investigation
into Nvidia.® All the while companies based in the
country, including Huawei, continue to make progress

in their development of advanced semiconductors.
Chinese large language models (LLMs) saw significant
improvements in 2024, with the strongest ones
produced by companies like DeepSeek, Alibaba, 01.Al
and Zhipu Al, often with lower training cost than their
US competitors.®% |f U.S. policymakers want to tackle
the increasing role of Al in spreading fake news, it
needs to review its response to these wider export and
technology issues.

On taking office, Trump revoked Biden's executive
order on Al%8 claiming it hinders innovation, replacing
it with a new policy aimed at promoting “human
flourishing, economic competitiveness, and national
security."®® Among a number of goals, the previous
presidential order instructed the federal government
to undertake work to “establish the authenticity and
provenance of digital content,” established chief Al
officersin large agencies, and tasked providers of
Infrastructure as a Service (laaS) providers to submit
to the Secretary of Commerce a report when a
“foreign person transacts [with them)] to train a large
Al model with potential capability that could be used
in malicious cyber-enabled activity.” Goals such as
these may have allowed federal authorities to identify
fake news more easily and ensure state-backed
actors are not using U.S. laaS products to train Al
technologies that enable this activity. Speaking at

the Paris Al Summit in February 2025, JD Vance
further reset U.S. government Al policy with a speech
describing the technology's “revolutionary applications”
to “free expression.”®" As part of its new action plan,
the Trump administration will need to consider how

a replacement mechanism can strike a balance by
defending new U.S. technologies, ensuring national
security, and promoting free speech.

Technology’s Role in Combating Fake News

While Meta’s former President of Global Affairs Nick
Clegg pointed out it's still “early days for the spread

of Al-generated content,®? public and corporate
enthusiasm for generative Al tools has led to their
quick development. This has created a huge amount of
new content and the potential for orders of magnitude
more. To realistically combat the potential flood of
Al-generated false content, the quality and number

of defensive Al tools able to mitigate fake news
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needs to match the number and sophistication of the
ones creating it.

Social media companies have a long history of
utilizing Al classifiers to categorize huge amounts

of content according to specific attributes to ensure
it does not break community rules. However, when

it comes to detecting fake news, the work of these
classifiers often still needs to be completed by human
review.%® For example, a classifier might identify a
post as misinformation, but what happens if the
misinformation becomes factual truth later? Or what
if a post is a joke from one user to another, or might
be literally false but clearly understood by reasonable
people as satire?

One solution can be found in the growing number of
technologies that help uncover online information
with dubious provenance. For example, the Coalition
for Content Provenance and Authenticity (C2PA)
standard, an alliance between Adobe, Arm, Intel,
Microsoft, and Truepic, has created a specification for
a cryptographically sealed manifest showing users'’
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edits that have been made to photos, videos, and audio
clips on the web.®

Another solution from Google called SynthID embeds
a digital watermark directly into Al-generated

images, audio, text, or video.%® In the first of its kind,
SynthID had been rolled into the Gemini LLM with
watermarks generated alongside the response.

This stands in contrast to traditional detection of
Al-generated text that has taken place after it has been
created. Researchers at Google found that SynthID
has minimal impact on computational power and
enables “better detectability”® than other watermark
technology. Google has since released the solution as
open-source code.

Efforts such as C2PA, SynthID, and social media
platforms’ periodic attempts to remove fake news
may not be able to stem the tide. In addition to

these solutions, no Al-enabled fact-checkers, from
organizations such as U.K.-based Full Fact and
Germany-based Factinsect, have received the levels of
funding and public engagement needed to tackle the
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spread of large quantities of fake news online. Much of
the fact-checking around the 2024 presidential election
continued to take place manually.®” The idea of moving
to an Al-first approach in the short term is implausible.
However, public understanding and interaction with
tools like C2PA, SynthID, and fact-checkers needs to
increase significantly if U.S. policymakers want to
tackle fake news seriously.

Foreign actors may not want to implement new
transparency measures such as SynthlID into their
own LLMs. There is also an inherent risk that LLMs
themselves are trained on data that itself includes fake
news. In China alone, there were reportedly over 180
government-approved LLMs in 2024,%8 but the total
number created by Chinese actors is likely to be much
higher and growing all the time.

Three solutions might be appropriate as an interim
solution while the adoption of defensive Al tools
gathers momentum:

1. Better utilization and more research and
development around retrieval-based approaches,
where a record is kept of known Al-generated text, or
post-hoc detection systems, which can detect such
text after creation.

2. A meta-analysis to establish and quantify in a
more robust way the scale of the problem. For
example, social media platforms could introduce
dashboards showing the levels of information
being published that does not include visible
watermarks, or which has edited provenance. This
approach would become increasingly beneficial
as watermarks are rolled out, while also showing
users the existing underutilization of these
technologies to date. Eventually these dashboards
and meta-analyses must be as easily accessible
to the consumer as the generative tools, avoiding
the need to rely on experts, law enforcement, or
academia for information.

3. Better access to platform APIs to allow researchers
access to the data that may help analyze the impact
of fake news. The European Commission’s request
for information from Meta, to ensure it is complying
with the Digital Services Act's (DSA) requirement
to give researchers easy, real-time access to data
that might improve transparency around malicious
online political content, is a first step toward

international action.®® U.S. policy makers should
consider how they are pushing companies towards
best practice too.

Inspiration should also be sought from Bill Gates,
who is among the world’s most affected targets of
conspiracy theories.”® The former Microsoft CEO

has been the subject of many fake news campaigns,
notably in relation to health, climate, and vaccine
rollouts. For example, in 2024 a story that he had
funded research into genetically engineered cattle ticks
gained traction online. Gates has his own dashboards
that scrape platforms for mentions of conspiracies in
relation to him. Information is given on the percentage
change in mentions of each inaccurate claim, as well
as their reach.” They allow him to drill down into the
detail of an individual post and track its origins. Such
solutions are not out of reach: Many social media
monitoring technologies track online conversation,
including Sprout Social, Hootsuite, and Brandwatch.
These tools can be used to identify authorship,
discover who has shared posts, and analyze public
sentiment’? toward the content. Taken together these
abilities can deepen the public’'s understanding of
fake news on their social media feeds. For example,

a user might be more skeptical of content that

had been posted and spread from China with a
negative tone toward the United States. Social media
platforms could do more to ensure this information is
available to users without having to use one of these
third-party providers.

Academia is also leading on a number of initiatives
to stop the propagation of fake news. SimPPL, a
research collective from the Massachusetts Institute
of Technology, creates open-access tools and new
research to boost online transparency. The team

has delivered an engineering framework to visualize
social media interactions, evaluated the impact of
LLMs in online hate speech, analyzed Chinese actors’
online activity with Meta, and undertaken analysis

of Reddit algorithms’ ability to direct users toward
fake news. They are currently undertaking a project
to evaluate LLMs' propensity to share fake news and
the implications of deepfakes on election integrity.”®
Is That True?, a project from the University of Sdo
Paulo, has created a chatbot on Telegram and a
web-based app to help users detect fake news. The
team claims over a 95% accuracy on training data and
70% accuracy on real world news.” The platform was
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trained using the LIAR dataset, which helps develop
fake news detection machine-learning algorithms.”®
Finally, researchers from Arizona State University have
created a new audio deepfake detection method that
measures biosignals like the vibration of vocal cords
in the throat and mouth. These are then compared
to the speech acoustics of the recording to confirm

a common human origin with an error rate of less
than 0.004%. Once recorded, audio is watermarked
or cryptographically signed, confirming its genesis is
authentically human and not Al.76

U.S. policymakers should recognize the importance

of this work in repelling fake news from China and
elsewhere by ensuring it is well-funded. In addition,
the latest technologies that have passed peer review
should be quickly incorporated into the approach of
both government agencies and social media platforms
to ensure powerful new technologies are not confined
to academic “ivory towers.” Given the fast-moving
nature of developments in the sector, the government
needs to improve its active engagement with the
academic community tackling fake news. Ultimately,
if this battle is to be won, U.S. policymakers need to
embrace these new and existing technologies with the

same enthusiasm the public has given to generative Al.

Social Media Algorithms

Each algorithm is a powerful unique technology.
Platforms understandably need to provide users

with content they find interesting, and many of their
business models rely on constant user engagement.
But this often traps users in “echo chambers” that
reinforce a user's impression that the whole platform
subscribes to their own beliefs. Often these echo
chambers will contain significant amounts of fake
news. This could mean that if a person is interested

in conspiracy theories related to “chemtrails,” there

is a higher likelihood they will thereafter be shown
information about alleged coverups related to 9/11, or
QAnon content. Renee Diresta, a leading expert on fake
news,’”” compares the effect to that of a murmuration
of starlings. If one changes direction, it has a
cascading effect in which the rest of the flock changes
directions, too. But no one bird can see the knock-on
effect it is having.”® In the same way, an apparently
innocuous share of a post or like of a page containing
fake news has wider significance.

Given the power of these algorithms, more should be
done to scrutinize how they work. The DSA gives EU
member states the power to compel large platforms to
provide access to their algorithms,”® and the European
Commission has opened investigations of both Meta's
and TikTok’s underlying algorithms.® In the U.S,, the
issue has been dealt with on a case-by-case basis,
involving a myriad of lawsuits that challenge the
algorithms used by TikTok, Google and Meta through
the courts.® In one case against Meta, a coalition of
attorneys general claim the company has set out to
‘purposefully addict children and teens."82

Following these lawsuits and the European
Commission’s interventions on the other side of

the Atlantic, lawmakers should undertake a formal
assessment. The spread of fake news online is an
inherently cross-border issue; a false story seeded in
China can reach U.S. users in seconds. A regulation

or directive in Europe impacts users across the
Atlantic. How fake news is dealt with depends on the
legislative and cultural contexts of those countries, and
therefore U.S. policymakers may not support Brussels’
interventionist approach with legislation like the

DSA. However, they should not ignore the findings of
international investigations and legal mechanisms that
may directly impact U.S. users too.

China’s Link to U.S. Fake News
COVID-19 and Elections

The 2010-2012 Arab Spring marked a tipping point

in which governments across the globe, from
authoritarian regimes to democracies, realized the
capability of the internet and specifically social media
to deliver regime change.® The use of social media
platforms during the protests played a multifaceted
role, by making citizens “better informed, turning

them into activists, facilitating public organisations
and collective action, and eventually helping the
development of democratic institutions that could
replace autocratic regimes.”®* In the decade and a half
since Mohamed Bouazizi's self-immolation catalyzed
the movement, governments have responded by taking
a more proactive stance in using the internet to assert
their national and international geopolitical priorities.
This activity covers the spectrum from truthful updates
to inform the public, on to national propaganda, then
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ending with some of the worst examples of fake
news spread abroad.®

Two sets of issues have helped fuel online fake news
more than any other: COVID-19 and events leading to
the riot at the U.S. Capitol on Jan. 6, 2021.

Beijing-linked actors’ role in spreading fake news
during the height of the pandemic and afterward are
well-researched.®®” In the early stages of the crisis,
accounts linked to China downplayed its seriousness,
called the virus’ origins into question, proposed
unscientific treatments, and questioned the efficacy
of FDA-approved vaccines. In one piece of analysis
over the course of nine months, the Associated Press
and the Atlantic Council’s Digital Forensic Research
Lab found examples including the People’s Daily, the
country’s official newspaper, “highlighting speculation”
that the U.S. military brought it to China® and the
foreign ministry broadcasting a conspiracy video
claiming the virus was a U.S. biological weapon.® The
impact on people’'s behavior of fake news during the
pandemic is less understood, but sources including the
World Health Organization and individual physicians
have claimed material impacts.®®®? By June 2020,
online misinformation had inspired over a dozen
people to swallow disinfectant, believing it would
prevent infection. Disinformation also arguably led to
unnecessary panic buying.®? Other theories, including
that powerful elites had intentionally planned the
outbreak,?® or that the threat had been exaggerated to
damage Trump,®* were also common online narratives.

While China did not attempt to explicitly influence the
2020 presidential election, the vote marked the start
of a Spamouflage “breakout” of China linked-actors,
according to researchers at Graphika. °® Spamouflage
was quick to react to the attack on the U.S. Capitol,
with the network promoting footage of the riot with
mentions of “civil war."9® One video with links to

China claimed to show someone burning ballots in
Virginia, footage that was shared by Eric Trump in a
post that received 1.2 million views.?” Much of the
content was amplified, perhaps unknowingly, by the
official accounts of Chinese diplomats who may have
been influenced by traditional media. For example,

in the runup to the vote, a Chinese news website

was accused of splicing “Hunter Biden material

with easily provable false information,?® while other

MR. SWALWELL

Democratic Rep. Eric Swalwell reacts to a GOP member’s
post on X utilizing A.L. generated imagery during a House
Judiciary Committee hearing about open border policies on
Sept. 10, 2024, in Washington, D.C. (Tom Brenner / Getty
Images)

outlets painted the attack as a result of “U.S. Society’s
severe division."

Most recently, a September 2024 Graphika report
found evidence of a Chinese “state-linked” influence
operation ahead of the 2024 presidential election,®
marking a departure from the NIC's assessment of
the 2020 vote.’®" The report found that Spamouflage-
linked accounts had “seeded and amplified content
denigrating Democratic and Republican candidates,
sowing doubt in the legitimacy of the U.S. electoral
process, and spreading divisive narratives about
sensitive social issues including gun control,
homelessness, drug abuse, racial inequality, and the
Israel-Hamas conflict."1%2 A Microsoft analysis of Storm
1376 — its term for Spamouflage — found attempts
to push “key issues that divide U.S. voters” in the
runup to the vote by posing contentious questions on
controversial domestic issues.’®

To understand behaviors indicative of the
Spamouflage network, we can assess the “Three As”:
activity, anonymity, and amplification, a method often
used to identify bot networks.’® These attributes can
be tracked with analysis of social media networks.
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On the basis of such research, Spamouflage
accounts tend to feature:

1. Activity: Posts are often made either in inaccurate
English or in Chinese. Often the content attacks Western
political figures, mentions divisive issues in other
countries, or promotes conspiracy theories. Additional
content often describes Chinese politics and society in
positive terms. Cultural references including important
national symbols, events, and locations are often
posted. Sometimes accounts are operated by a central
actor that is automating activity. These accounts have
standardized posting schedules or a quantity of posts far
exceeding the rate of a normal human user.

2. Anonymity: Profiles can feature vague or nonexistent
biographical information, making it impossible or
difficult to identify the author. Sometimes profile pictures
include a Chinese national emblem or an inauthentic
image of a person who does not appear to be of Han
Chinese ethnicity.

3. Amplification: Accounts with the above activity and
anonymity features tend to repost each other, follow
each other (so-called “follow back” behavior) and engage
with prominent accounts from social media influencers
and high-profile political figures in the West. Much
of the content can be unoriginal and shared across
multiple accounts.

On Nov. 5, 2024, accounts displaying these
characteristics pushed narratives discrediting the
presidential election result and amplifying anxiety
about potential violence. One described the vote as

a “money-burning war” in reference to the fact that
U.S. elections are among the most expensive in the
world.’% After the election, a prominent post featured
a cartoon from an influential pro-China artist showing
Trump and Kamala Harris as puppets controlled by
corporations (see Figure 4). Others posts ridiculed
Harris, claiming she was “dog-walked” by Trump.

Showing the Link

Microsoft analysis shows that China employs over
230 state media employees and affiliates who
“‘masquerade as independent social media influencers
across all major Western social media platforms."1%
This has parallels to a recent Russian campaign,
uncovered by the Department of Justice and other
agencies,""” that paid western influencers to spread
propaganda, which they claim they were doing
unwittingly.’® In the same way, the DOJ, FBI and wider

intelligence community needs to publicly demonstrate
how the Chinese state is directly responsible for fake
news, rather than private Chinese citizens or entities.

This can be done with direct attribution using IP
addresses or indirect attribution using geotagging or
cookies. Other techniques, such as analyzing the Three
As, have proved helpful. Despite these methods, the
Chinese government routinely denies accusations that
it runs influence campaigns targeting other countries.
When accused of an online influence operation during
the 2024 presidential campaign, a Chinese Embassy
spokesperson said: “China has no intention and will not
interfere in the U.S. election, and we hope that the U.S.
side will not make an issue of China in the election.”1%®
When the nonprofit Network Contagion Research
Institute accused TikTok of presenting information to
users that gave an unequally positive view of China, a
Washington-based embassy spokesperson issued a
similar denial, saying the report “has no factual basis
and is full of prejudice and malicious speculation.”"°
Questioning the factual basis of research is a

common response from Chinese embassies when
responding to accusations.

On the face of it, China can point to its own tough
domestic laws on the spread of fake news by citing
numerous pieces of legislation.’2 The Cyberspace
Administration of China bans Al-generated images
and video without a watermark. The Economist points
out that while the Chinese Communist Party tackles
‘genuine misinformation,” they also “label anything that
contradicts the party line as such."1™3

TikTok

While national security concerns are paramount,
there is also a public interest in understanding the link
between China and fake news in more detail. Nowhere
is this more reasonable than with the example of
TikTok, which as of 2024 has around 170 million U.S.
users. The bill that would ban the app in the U.S. has
thrust the issue into the spotlight." During TikTok
CEQ Shou Zi Chew's appearance before Congress in
March 2023, U.S. Sen. Ted Cruz highlighted China'’s
2017 National Intelligence Law, which sets out that
“all organizations and citizens shall support, assist,
and cooperate with national intelligence efforts

in accordance with law, and shall protect national
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*“In exerting control over Chinese parent companies through formal
legal means and, more frequently, the informal business culture that
surrounds the PRC’s legal framework, the PRC can access information
from and about U.S. subsidiaries and compel their cooperation with

PRC directives.”’

Kevin Vorndran, assistant director of the FBI's Counterintelligence

intelligence work secrets they are aware of "'® Chinese
laws such as these are often given as evidence

that Beijing is able to implement foreign influence
operations through direct engagement with its society,
a power that has no equivalent in the U.S.

In TikTok v. Garland, the case brought by the social
media giant to challenge the bill, the DOJ laid out the
risks posed by the app. But much of the government’s
July 2024 filing to the Court of Appeals for the District
of Columbia was redacted.’® Lawyers cited national
security concerns for the withheld information.’” A
similar point was made by U.S. Rep. Josh Gottheimer,
who drafted an earlier bill to ban TikTok, when he
said, “we have seen evidence [about TikTok] in a
classified setting."1"®

Currently, users understand only the broad nature

of the connection. For example, in the July 2024
filing, Kevin Vorndran, assistant director of the

FBI's Counterintelligence Division, laid out'® the
undetailed argument government officials often make
in public forums:

“In exerting control over Chinese parent companies
through formal legal means and, more frequently,
the informal business culture that surrounds

the PRC's legal framework, the PRC can access
information from and about U.S. subsidiaries and
compel their cooperation with PRC directives. In
contrast, in the United States, U.S. subsidiaries

are generally treated as U.S. persons and afforded
robust legal and constitutional protections.”

David Newman, principal deputy assistant attorney
general of the National Security Division of the DOJ,"?°
concurred in the same filing, mentioning laws that “blur

the line” between the public and private sector in a way
that was “very different” to the way private companies
operate in the U.S.

While public statements such as those from the FBI
and DOJ are helpful to an extent to understand the
nature of Chinese influence, when we look at the
insufficiencies of TikTok’s proposals to placate'! the
federal government, we are literally reading between
the lines of a heavily redacted document.’?? The
intelligence community needs to publicly demonstrate
more clearly how the Chinese state is directly
responsible for fake news, rather than Chinese citizens
or private entities.

FARA

China’s Global Television and its Xinhua News Agency
and network were required' to register as foreign
principals™* under the Foreign Agents Registration

Act (FARA),'25126127 gnd did so in 2019 and 2021
respectively. The law was introduced in 1938 to
combat the rise of German propaganda before World
War 1.2 As the DOJ looks to FARA as a tool to counter
propaganda from abroad, we can perhaps look at it as
a tool to tackle fake news too. The lines between state-
sponsored propaganda and fake news are often blurry.
Arguably, the two can in many instances be one and
the same: Some of the content published by Chinese
social media accounts that have spread falsehoods
about Maui wildfires and the federal government’s
poisoning of other countries’ water supplies'® might fit
into the definition of “political activities” under FARA."30

In September 2024, an alleged agent of Beijing, Linda
Sun, was indicted on charges of violating FARA as part
of her work with New York Gov. Kathy Hochul.’®¥" We
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might need to consider the real possibility of Chinese-
backed individuals being charged under FARA for
online influence campaigns too.

A precedent has been set by Russia’s attempt to
influence U.S. political life through online activity.

The day after the news about Sun broke, two RT
employees were indicted under FARA related to “a
$10 million scheme to create and distribute content
to U.S. audiences with hidden Russian government
messaging.”®? In coordinated government action,

10 individuals and two entities were sanctioned?
and 32 internet™* domains were seized as part of an
investigation into the Russian Doppelganger program.
This follows the 2018 grand jury indictment of 13
individuals as part of then-Special Counsel Robert
Mueller's work on Russian interference during the
2076 presidential election.’® The charges against the
individuals were not formally dropped'® and they have
not been extradited by Moscow. The possibility that
Beijing-backed individuals will face similar charges

is perhaps the next milestone following China’s
well-known attempts at what the DOJ describes as
“state-sponsored”™®” hacking as well as other infiltration
attempts.’8 Given the experience with Doppelganger,
U.S. policymakers should ready themselves for a
similar moment with regards to Spamouflage so they
can formulate a quick and effective response.

Part of the solution could be found in requiring certain
agents™® of foreign principals to flag their accounts
and posts on social media. Under the terms of the act,
the DOJ requires any activity undertaken within the
U.S. to be reported. In recent opinions, the government
has been expansive in its view on what this means,

in one case saying this element was met because a
foreign principal’s online account was “clearly viewable
in the United States."*° Prior to the presidential election
the DOJ promised to provide “more specific” guidance
on labelling social media posts.™! Attorney General
Pam Bondi should build on this record by considering
how her office can use the Act further. In a February
2025 departmental memo after taking office, she
called for FARA to be used for “alleged conduct similar
to more traditional espionage by foreign government
actors,” which suggests she may take an approach
that does not recognize its potential for countering
fake news.™ An ambitious move would be for the
new administration to instead propose social media

companies proactively label suspected foreign-

origin social media accounts under FARA with a
precautionary principle-style approach. The user could
later challenge the decision under a dispute resolution
mechanism if they had been wrongly labeled.

Protecting First Amendment Rights

The countering of fake news from abroad must take
First Amendment considerations into account. There
should be a focus on checking facts without policing
opinions. It is a common argument that the Bill of
Rights applies to foreign nationals for conduct that
takes place in the United States. The question arises
whether foreign actors spreading fake news via U.S.
servers therefore enjoy the protections afforded under
the First Amendment.

During the Murthy v. Missouri case, which was
decided by the Supreme Court in June 2024, the Biden
administration argued it was legitimately liaising with
platforms to tackle the spread of misinformation in
relation to COVID-19 and elections. Then-Missouri
Attorney General Eric Schmitt saw it differently, arguing
government officials were “coercling]” or “significantly
encourageling]”™ social media companies to remove
views they disagreed with. This aligns with the views
held by the new Trump administration. Speaking at
the Munich Security Conference, Vice President J.D.
Vance described how the previous administration
“threatened and bullied” platforms to “censor so-called
misinformation.”"** As a first step, U.S. Attorney
General Pam Bondi disbanded the FBI's Foreign
Influence Taskforce, which led much of the work to
liaise with platforms. In her February 2025 memo,
Bondi justified the decision due to the need to “free
resources to address more pressing priorities, and
end risks of further weaponization and abuses of
prosecutorial discretion."14%

Despite the U.S. Supreme Court’s 6-3 decision favoring
the Biden administration in Murthy v. Missouri,

the issue is not settled because the majority said
states had failed to establish standing™® to sue the
government as they were not able to identify “any
specific speakers or topics that they have been unable
to hear or follow” as a result of government action.™’
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Restricting False Information

Percentage of Americans who trust tech companies
and the state’s ability to make decisions about false
news online.
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Tech companies should take steps to

restrict false information on line,
even if it limits freedom of information.

Tech companies should protect freedom
of information, even if that means false
information can be published.

The U.S. government should take steps
to restrict false information on line,
even if it limits freedom of information.

The U.S. Government should protect

freedom of information, even if that
means false information can be published.
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However it is notable that while the July 2024
preliminary injunction, which started the legal process
toward the Supreme Court in Murthy v. Missouri,
effectively halted much government liaison with social
media companies, Judge Terry Doughty included
exceptions™® for national security, security threats,
criminal efforts to suppress voting, and foreign
attempts to influence elections. This exception for
issues pertaining to international influence is telling.
Foreign influence should warrant special treatment.
Nevertheless, what constitutes international influence
is inherently complex and requires close liaison

and exchange of expertise between intelligence
agencies and platforms. Despite this there remain
important and legitimate voices who, as described

in Supreme Court Justice Samuel Alito's dissent in
Murthy v. Missouri, believe the government was putting
“unrelenting pressure” on platforms “to suppress
Americans’ free speech."#

There is a risk international influence could increase
dramatically if a heavy-handed attitude to fake news
is now taken. U.S. lawmakers need to work out an

approach that recognizes the complexity involved in

analyzing sources of fake news, which could originate
as part of a foreign influence campaign or have been
seeded by domestic actors. This approach needs to
balance the robust protection of the First Amendment
with an equally robust defense against foreign
influence. Ultimately, U.S. lawmakers need to decide

a complex trade-off about whether they agree or
disagree with a blanket right to free speech even when
U.S. users are spreading fake news that has been
seeded as part of a foreign influence campaigns. This
is particularly true given research from Pew shows
growing public approval for tech companies and
government to limit false information online, even if it
means limits to freedom of information. %015

Recommendations

Throughout this report, several recommendations have
been made specifically in relation to managing the
spread of fake news from China. To summarize, U.S.
policymakers should:

1. Recognize that Spamouflage is the largest cross-
platform covert influence operation in the world.

2. Take the threat of Spamouflage more seriously
given recent influence attempts during the 2024
presidential election, rising geopolitical competition
with Beijing, and the growing technological
sophistication of Chinese actors.

3. Use the precedent set by Russian online campaigns
such as Doppelganger as a guide to what the future
might hold for the threat posed by Spamouflage.

4. Demonstrate more readily the link between
Spamouflage actors and the Chinese state. The
DOJ's operation to expose the Russian government-
sponsored disinformation campaign in 2024 could
serve as a guide.’®

5. Ensure the government has understood
properly the limitations of the FDPR in limiting
China's Al development and undertake work
to close loopholes.

In addition, this report makes recommendations that
have broader implications for managing the spread of
fake news from all state-backed actors. To summarize,
U.S. policymakers should:
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1. Account for the U.S. public’s difficulty in discerning
truth from fake news and how to properly fact-check
claims made online.

2. Work with social media platforms to understand the
implementation of their user policies, particularly
during times of national crisis.

3. Take a balanced approach that both supports
the First Amendment and ensures platforms
and agencies are able to counter international
influence campaigns.

4. Consider how Trump’s invalidation of Biden's
executive order on Al and Bondi's dishandment of
the FBI's Foreign Influence Task Force might impact
the federal government'’s ability to counter the
spread of fake news.

5. Encourage the private sector to develop defensive
tools and technologies that can detect and
stop the issue. These include access to public
dashboards that give metrics on the provenance
of posts, support to organizations developing
technologies such as Al fact-checkers and
watermark technologies, and pushing platforms to
give wider access to data on fake news for users
and researchers. These tools should be embraced
with as much vigor as the public has given
to generative Al.

6. Improve engagement with and funding for the
academic communities studying fake news
and the technologies that can tackle it. Task
government agencies to rapidly incorporate the
latest peer-reviewed tools into their attempts to
counter fake news.

7. Undertake a formal review of findings following
recent lawsuits against big tech companies in the
U.S. and European Commission action in Brussels.

8. Consider how existing legislation such as FARA
might be used to tackle fake news.

Finally, three additional detailed recommendations
described below further support transparency, improve
awareness of fake news, and help emerging platforms
address the problem.

A State-Funded Fact-Checking Panel

U.S. work to combat fake news has been led by the
Cybersecurity and Infrastructure Security Agency

(CISA) and other partners such as the FBI. During
election cycles, the National Association of Secretaries
of State (NASS) and the Election Assistance
Commission (EAC) also play a role. In 2020, a process
was put in place™? that allowed U.S. election officials
who spot fake news to report it directly to the Elections
Infrastructure Information Sharing and Analysis Center,
a partnership among the CISA, the Center for Internet
Security, and the Election Infrastructure Subsector
Government Coordinating Council.

In the United Kingdom, the Counter Disinformation
Unit was established in 2019 and makes referrals to
platforms in cases of state-backed disinformation
campaigns.’™ In France, VIGNIUM was established
in 2021 to detect and deter foreign influence
campaigns.’s In Australia, the Electoral Commission
established a register of “prominent pieces of
disinformation”%® during the 2022 federal election.

In the EU, the DSA means that large platforms could
face fines of up to 6% of their annual turnover if they
do not take action to prevent manipulation of elections
and disinformation.

When it comes to state-backed influence campaigns,
intelligence organizations often discuss, analyze, and
counter fake news away from public view in direct
collaboration with platforms. Much of this secrecy

is understandable due to national security concerns.
But in the U.S,, this gives rise to concerns about the
implications for free speech, as seen in the case of
Murthy v. Missouri.

A problem in virtually all jurisdictions is that
organizations seeking to tackle fake news and foreign
influence campaigns are spread across a myriad of
different departments and agencies with different
interests, roles, and responsibilities. At the same time,
private sector fact-checking organizations often use
different methodologies, lack public awareness, or
are accused of being politically biased. The process
of uncovering fake news therefore needs a figurehead
organization with better public engagement, clearer
transparency, political buy-in from both Republicans
and Democrats, long-term funding certainty, and
complete impartiality.

One solution could be a state-funded fact-checking
panel researching the most egregious cases of
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fake news propagation. Like many existing private
sector fact-checking organizations, it could publish

its findings, which would include the true sources of
information and clarifications. To ensure neutrality, it
might need to sit separately from the three branches
of government. Membership of such a panel could be
drawn from the public, legal experts, data analysts,
Republican and Democratic lawmakers, issue-specific
experts, and fact-checking organizations. The panel
could hear cases brought from lawmakers, the
government, platforms, and users, including those
related to foreign influence campaigns. Once the
panel’s findings were made public, it would be up to the
wider system to act.

The panel should be as transparent as Meta's
Oversight Board, which publishes all its decisions™’
and recommendations™®® online for public scrutiny.
However, the Board's role differs from that of the
proposed panel in a number of key ways: It makes
binding decisions on cases related to the Meta's user
policies and proactive nonbinding recommendations
to the company too, including in relation to
misinformation. But the investigative nature of the
board, the expertise of its members, its ability to
hear diverse cases from different sources, and its
transparent approach have made it a success.

The panel should be tasked with checking facts behind
stories, not individual opinions. For example, Trump's
claim that he won the September 2024 presidential
debate, despite a flash poll suggesting Harris was
more successful,’™® would not be a topic for the panel.
However, his claim that migrants in Springfield, Ohio,
were eating dogs, or comments in early 2025 about
President Zelensky of Ukraine's approval ratings, might
be.’8 | ikewise, Joe Biden's claim that he “inherited” a
9% inflation rate on taking office,’s" or Kamala Harris'
assertion that Trump would sign a “national abortion
ban,” or that unemployment was at its “worst since

the 1930s" during Trump's previous tenure, could

also be issues for analysis."®? Fact-checking around
milestone events, such as presidential debates, times
of national crisis, and major speeches would be
particularly important.

The panel's research would also help the wider system
understand if the author was spreading misinformation
or disinformation. For foreign influence campaigns

this would be an important distinction given many
state-backed actors would know the information they
are spreading to be untrue. The panel would need

the resources to move quickly, for example during
periods of civil unrest, but also space to undertake

longer investigations for complex or high-profile cases.

It could operate with a digital first approach, with
members of the public having the ability to vote on
content to be reviewed.

A Government-Led Awareness Campaign

Government has a rich history of promoting
information campaigns aimed at improving the lives
of citizens by promoting smoking cessation, healthier
eating, and the wearing of seatbelts. Examples include

the Centers for Disease Control and Prevention's “Tips
from Former Smokers” campaign,’®® the Department

L
MAR) COPA
COUNTY

ELECTIONS

Maricopa County election workers prepared for another
onslaught of conspiracy theories in the 2024 by bulking up
security and giving public tours of their ballot tabulation
facility, (Patrick T. Fallon / AFP / Getty Images)
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of Health and Human Services’ “Risk Less. Do More”
vaccines campaign,'® the National Highway Traffic
Safety Administration’s “Click it or Ticket” seatbelt
campaign’®® and the Department of Agriculture’s
‘MyPlate” healthy eating campaign.’®® There have
also been campaigns involving partnerships between
the government and private sector, such as those
focused on combating sexual assault on college
campuses'®” and raising awareness of the impacts of
illegal narcotics.™®

The communications campaign to tackle fake news,
however, has been a complex and overlapping effort
by a range of government and nongovernment actors.
Prior to the 2020 election, CISA operated a “rumor
control”™ and the NASS ran a #TrustedInfo2020
campaign. Four years later, the campaign was
renewed, and other activity, such as an FBI and CISA
joint public service announcement in September 2024,
published a number of recommendations.’”® The
impact of these campaigns in tackling fake news and
increasing public understanding is unclear. They also
have a wide variety of different messaging strategies,
products to assist users in combatting the spread

of fake news, and target audiences. This creates an
unnecessarily complex set of messages for the public.

Drawing upon the experience of NASS, EAC and
CISA, the U.S. government could act to bring
together divergent strands into a single aligned
campaign encouraging the public to do their own
research. It could be targeted toward a number of
‘supersharers” who are responsible for spreading
the majority of misinformation.’ Given that

fake news touches a range of policy areas and
departmental portfolios, this campaign might have
to be led directly from the White House. Alternatively,
new remit could be given to the FCC as part of its
broader responsibility for strengthening the nation’s
communications infrastructure.

The campaign could focus on the concept of
prebunking,’”? which makes people aware of fake
news before they encounter it, equipping them with
the tools, techniques, and skeptical mindset needed
to face these challenges in their day-to-day lives.
One approach to making this message resonate
would be to gamify the concept of prebunking.’”?
U.S. authorities could build on the work undertaken

by scientists at the University of Cambridge, who
found that playing an interactive game called Bad
News exposed participants to “weakened doses”

of misinformation techniques that made the them
subsequently “rate fake news as significantly less
reliable after the intervention.”"”* They found that
this so-called “inoculation effect” of playing the
game remained “stable” for at least three months."7®
Inspiration could be sought from a publicly available
game drawing upon these learnings called Go Viral!,
which was built by a team at Cambridge with the UK's
Cabinet Office in order to tackle misinformation in
relation to COVID-19.77¢

Support for New Platforms

Virtually all online information platforms that claim to
minimize the influence of algorithms on the user are
small, with notable exceptions like Bluesky, Signal,
and Mastodon. There are a myriad of other networks
that claim to prioritize unfiltered content, including
BeReal, Vero, Diaspora, and trustcafe.io. Some allow
users to subscribe to feeds, effectively allowing them
to opt out of receiving content. Others show users a
stream of content, for example in chronological order,
meaning they could view information from diverse
sources, or only allow engagement between friends, or
are messenger apps, for which in both cases the user
has the power to engage with people or organizations
of their own choosing. Despite the existence of these
challenger brands, the biggest social media networks
in the U.S. rely on algorithms to deliver a personalized
experience. Eliminating algorithmic content entirely
would destroy their business models.

By the same token, social networks that prioritize

user choice in the content they view can be at an
inherent financial disadvantage, but Bluesky, Signal and
Mastodon show that strong user bases can be built.
These networks are often organized around closed
communities such as a Signal group, or a Mastodon
private server. Bluesky allows users to select their own
algorithm."”” While fake news can appear on these
networks, its spread can be contained to an extent

by the walls users themselves organize around their
communication and their ability to actively select the
content that is shown to them.
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Regardless of whether a new platform prioritizes
algorithms or not, support needs to be given to new
entrants that set tackling of fake news as their core
mission. A new company could automatically label
digitally altered content during sensitive election
periods, as mandated by California's new deepfake
law.7® Or it could provide users with easily accessible
dashboards showing the spread of fake news, or
metrics on which posts have been shared by whom.

If both sides of the aisle agree that fake news can
damage society, they need to support new companies
that allow users to avoid the worst echo chambers.
This could also be achieved through better signposting
to government support — for example with loans
guaranteed by the Small Business Administration,
state-level grant programs,'”® federal grant
programs,'® and tax credits.

Another approach might be to put in place a voluntary
open algorithm commitment, in much the same vein

as the Al commitment published by the previous
White House administration, which major companies
like Google, Anthropic, and OpenAl signed.’® This
commitment could outline guarantees such as to
develop algorithms in a more transparent manner and
prioritize research on societal risks. This would assist
both the government and public in understanding how
fake news could spread on social media. In addition,
the executive branch could run a red-teaming exercise
of algorithms, like the ones run with Al companies to
analyze Al risks in 2023.782 This exercise could identify
algorithms that are most effective in stopping the
spread of fake news and this would produce powerful
learnings for both established and new platforms.
Finally and importantly, all lawmakers should actively
speak up in support of new emerging platforms

as powerfully as they have in condemning the

spread of fake news.

Sam Douglas-Bate is an expert on misinformation and disinformation in the modern age.
Prior to establishing ForgeFront, a policy and futures consultancy, he worked for the UK
Government at the FCDO and Cabinet Office. An accredited data analyst, he has led complex
projects in the public and private sector related to technology, security and defence.
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A visitor toasts with

an ancient poet at

the World Internet
Conference Wuzhen
Summit on Nov. 21,
2024, in Wuzhen,
China. (Wang Gang /
China News Service /
VCG via Getty Images)

Averill Campion

Introduction

he current logic of trustworthy Al is that the
combination of top-down Al principles and

centralized regulatory efforts will control Al
actors’ behavior. This logic entails that Al

actors should incorporate Al principles throughout the
Al lifecycle and respond to regulations. As a result,
the theory is that society will widely adopt Al because
it accepts a degree of vulnerability based on positive
expectations’ about the intention and behavior of Al
actors, the Al applications they use, and government’s
ability to protect them from harm.
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This important formula is still limited because it

does not capture the full picture of how trust is
institutionalized. The trustworthy Al formula can
benefit from also leveraging cultural-cognitive and
normative elements, in addition to the regulative
elements that tend to be more top-down and coercive
in nature. Cultural-cognitive mechanisms are a crucial
but often-overlooked tool for how values are translated
into prescriptions about the appropriate way to do
something, which tends to be dependent on local
context. It is now a national security priority for the U.S.
and its allies to build “technology for freedom or watch
as others build for control.”
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Therefore, the aim of this policy report is twofold:
First, it intends to illuminate how cultural-cognitive
elements can play a role in supporting Al development
with democratic values; second, it intends to convey
why policy makers should ensure the structural
provisions are in place for bottom-up initiatives

such as partnerships across research labs, civil
society, grassroots organizations, and the multitude
collaborative efforts that provide the face-to-face
interaction necessary for creating shared conceptions
and meaning about Al governance. By helping
policymakers better understand how culture is a

tool for trustworthy Al development, this report both
responds to calls for ensuring that the global majority
possesses agency in determining their Al governance
future while also illuminating the paths that counter
techno-authoritarian values.

Decisions about prescriptive, evaluative, and
obligatory aspects of behavior often combine or
interact with cultural elements to the form practices,
standards, roles, conventions, and codes?® needed

to institutionalize Al governance. Cultural-cognitive
mechanisms are the mental models or “operating
mechanisms of the mind” that shape the share beliefs,
categories, heuristics, and logics of actions.* This is

a relational process that often requires spontaneous
human interaction to occur. Just like the seemingly
invisible algorithms that people use to make decisions
daily,’ establishing a combination of regulatory,
normative, and cognitive-cultural mechanisms for Al
development will create the often unseen but stable
infrastructure upon which society builds its shared
meaning and positive expectations® about Al.

The Institutional Toolbox: Trustworthy Al

Trust building is a long-term process based on
characteristics like competency, benevolence, and
integrity. It is hard to disassociate the human from
trustworthy Al, even if widespread Al adoption refers
to the ability to trust the technology (or application)
itself. Therefore, it is imperative that the foundations
upon which these tools and applications are being
developed support human flourishing and set up the
means for humans to interact around collaborative Al
development. An effective way to shape value systems
in organizations is through cultural-cognitive and
normative mechanisms.

Establishing the right sort of trust pattern needs more
illumination. Trust patterns can be established over
time from repeated interactions, but just because
those trust patterns have been established doesn't
mean they are infused with the appropriate guidelines
of what is important enough to prevent violations

of that trust. Trust based purely on another party’s
competency might be good enough to create a
long-term commitment, but is it enough to assess
whether the competent, trusted party will not attempt
to cause future harm? With regard to national security
and the promotion of technology based on democratic
values, the U.S. and its allies must be vigilant and look
beyond the regulations enacted to support global
principles like “Al for the public good” and further
analyze the underlying norms and culture that guide
the interpretation of these principles. Moreover, the
U.S. must be proactive in setting up collaborative
efforts and partnerships that will create cultures
conducive to democratic value interpretations.

An important indicator about whether techno-
authoritarianism is a model to be exported can be
examined by the way actors specify how things should
be accomplished in partnerships and other types of
interorganizational collaboration for technology.

Al for the Public Good and Responsible Al

While principles are unquestionable meanings,
principles are interpreted through different
combinations of values. Therefore, it makes sense
that global-seeming principles such as “Al for the
public good” contain different meanings throughout
the world. At the global level, themes like "Al for the
public good/public interest,” “responsible Al," and “Al
safety” are being prioritized. For example, responsible
Al is being implemented through networks like the
Partnership on Al, whose mission is to bring together
diverse voices so developments in Al advance
positive outcomes for people and society, while Al
for the public interest was a major theme at the
2025 Al Action Summit in Paris. By unraveling the
normative background of trust building, it can be
better deciphered how shared concepts influence
the social reality.

A global effort to set up a shared meaning about Al
governance must also be considered alongside the
fact that nations have a degree of self-interest in
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institutionalizing their own norms into these principles.
China is also embracing the principle that Al should
be for the public good. The Ministry of Foreign Affairs
for the People’'s Republic of China announced in
September 2024 an “Al Capacity-Building Action Plan
for Good and for All"” that calls for the establishment
of an international cooperation platform to promote
Al capacity-building, programs in developing
countries to enhance education and exchanges,

and global, interoperable Al risk assessment
frameworks and standards.

It is unclear how intentional China’s efforts may be to
infuse its own normative and regulatory values abroad.
There are some suggestions that China is promoting
surveillance technology and cyberspace governance
norms through Chinese “training sessions and
seminars with over thirty countries on cyberspace and
information policy,” and invitations to journalists and
media to learn about “socialist journalism with Chinese
characteristics.”® Furthermore, Al safety is a concern
shared by Chinese policymakers, as evidenced through
increases of this topic in research papers, public
statements, and government documents.®

In the Western context, democratic values must
be safeguarded to ensure the internet upholds

its commitment to decentralized networks and
freedom in contrast to authoritarian regimes, as seen
through initiatives like the international partnership
surrounding the Declaration for the Future of the
Internet.’ Distinguishing visions is important because
the Western interpretation of Al for the public good,
especially in the U.S,, can often mean protecting
human rights and freedoms, as opposed to other
national contexts where it could mean putting the
collective above the individual, especially when
individuality threatens stability of the collective in times
of uncertainty. In democracies, Al (assisted) decisions
about the common good are not indisputable, even

in the name of the public interest. Boundaries about
when the collective good does or does not override the
individual good must be drawn just as the Founding
Fathers institutionalized for Americans.

Regulatory Elements as a Tool for Trustworthy Al

The point of a regulatory tool as an institutional
mechanism is to set rules, monitor, and sanction
when conformity is violated." The U.S. has not taken
a federal-level approach to regulating Al, and the
fragmentation across state-level laws is making it
difficult for platforms to navigate.’? Thirty-four out of
50 states have proposed some form of Al legislation.™
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A teacher trains students on how to use DeepSeek and other Al tools at a night school in Hangzhou, China, on March 12,
2025. (Jiang Zitong / Zhejiang Daily Press Group / VCG via Getty Images)
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While regulation is not the focus of this report, it

is important to note even authoritarian regimes
implement cyber and data privacy protections.

There are even mirrored intentions between China's
Personal Information Protection Law and the EU's
GDPR regulation of protecting personal information.™
However, authoritarian privacy is the idea that
autocracies are proponents of privacy law, repressing
citizens but protecting their privacy as a form of
legitimizing and maintaining the surveillance state.™
China, for example, is proactive in information privacy
law and enforcement to portray itself as a “benevolent
guardian” against “intruders."1

China has also built an “extensive governance regime
for cyberspace and information and communications
technology (ICT)" with policy “spanning cybersecurity,
the digital economy, and online media content — all
under one mantel” that provide rules for data
protection, crucial infrastructure, encryption, internet
content and so forth."” Policymakers must pay
attention to how new rules for Al governance are
shaped because Chinese think tanks and scholars
are also pursuing the Chinese Communist Party’s
version of solutions abroad for things like global
cloud governance and the idea of data sovereignty
and data localization.™ One important characteristic
of techno-authoritarianism from the Chinese model
is that Chinese companies, even when abroad,

are compelled by law to install “backdoors in
equipment or software."°

It is beyond the scope of this report to examine in
detail the extant differences and similarities between
varieties of Al regulation since research exists on

the intricate distinctions.?® Instead, this provides

an overview to encourage continued discussion on

the topic of regulation for subjects like data privacy.
Overall, regulation as a tool for institutionalizing trust
should not be completely taken off the table, especially
as a coordination mechanism to unify state efforts.
The U.S. doesn't have to copy the EU's GDPR law but
could instead ask what we have learned since the
passing of GDPR, what could be improved upon, and
what could be done differently to set a baseline of data
protection for citizens, for example. Topics like data
privacy remain relevant, considering that DeepSeek
emerged as an innovative foundational model despite
regulatory considerations in China.

Normative Elements as a Tool for Trustworthy Al

Norms are the second mechanisms in the institutional
toolbox and are defined as the “standards, roles,
conventions, practices, customs and the codes of
conduct that guide behavior.”? Norms often contribute
to behavior shaping much faster than regulation.
Mark Zuckerberg's recent statement?? about internal
changes being made at Meta with regard to content
moderation exemplifies the speed at which the
implementation of practices and processes internal to
an organization can change the prescriptions around
how a value like free speech is interfaced to billions

of users worldwide. Moreover, Meta illustrates that
company self-monitoring and the structural change
of international policies and processes from both a
technical and non-technical standpoint occur quickly
when pressure is in place. This example represents
how nonstate actors possess the ability to both
rapidly respond to changes and adapt the way their
algorithms interact with humans, showing speed,
flexibility, and agility.

Cultural-Cognitive Elements
as a Tool for Trustworthy Al

Culture-cognitive elements sit at the bottom of
collaborations across sectors, partnerships, networks,
and organizations in general. These tools may be
softer than normative and regulatory elements,??

but cultivating this ethos and spirit provides a much
deeper and more fundamental dimension related to
beliefs and meaning. Collaborators must attempt

to bridge a shared meaning across multiple logics,
with each logic containing belief systems, different
aims, and strategies for obtaining those aims.?* Mark
Andreessen, the co-author of Mosaic and co-founder
of Netscape, stated? that this sort of intangible spirit
is always there and keeps bouncing back. A Financial
Times article describes how at Davos 2025, EU leaders
were said to be alarmed and in an existential crisis,
with other references to the “increase in animal spirits”
in corporate sentiment.®

In terms of policy, the idea is to set up the structure
or enable structural elements to be in place to allow
a culture and ethos based on democratic values to
flourish. We see this happening on the venture capital
scene with Ex/Ante, a fund backed by Eric Schmidt
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that focuses on agentic tech based on “technology
that works to support human agency through things
like individual control over things like your privacy."?’
The most effective way is structuring culture to
emerge through collaborative organizational forms
and initiatives that create a diverse pool of ideas and
information and that can provide insight into local
contextual needs and concerns.

Beyond Rock, Paper, Scissors

A rock-paper-scissors game among national security,
economic competition, and the innovation-risk
tension over Al development is prevalent. From

the lens of great Al power competition, the United
States’ and China'’s tech leadership is evident both
domestically and internationally. Both countries

are at the forefront of capability in providing a suite
of Al packages to governments including offers in
telecom infrastructure?® like 5G mobile networks,
fiber optic cables, and satellites, fintech, and smart
cities; data infrastructure like data centers, and
cloud computing services; open- and closed-source
foundational models; and Al applications and tools.

U.S efforts to curtail China’s increasing capabilities
are underway with export controls on Al chips and
restrictions on outbound investments that can widen
the gap between these two competitors, alongside
new efforts to carefully manage security threats to
intellectual property.?®

Economic Competition Doesn’t
Counter Innovation or Agency

The opportunity to pursue innovative solutions using
Al that create benefits for society is not limited by
economic competition or the fact that two states
tend to control the “Al triad of inputs:” compute, data,
and algorithms.® First, as shown by the release of
DeepSeek R1, Al companies in different countries
may be able to release innovative frontier Al models
despite previous notions about financial buy-in and
compute. Creating such a model at a lower cost
opens the playing field for other competitors to enter,
which was once considered a low probability due to
structural restraints. Next, the Al application layer

of the foundational model supply chain®' is how
application developers most directly interface with

Zhang Yachun (R), 19, has long battled anxiety over school and has struggled to form deep friendships. Her BooBoo — a

“smart pet” that uses artificial intelligence to interact with humans — assists with making social settings easier. (Adek Berry

/ AFP via Getty Images)
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users and thus how they most directly affect humans.
Empowering Al developers in local communities to
possess the training and proper data collection and
infrastructure needed to create applications that
understand their contextual needs is a field bursting
with innovation potential.

At first glance, this economic competition could

be seen as entrenching the global majority in a
dependency on the U.S. and China for their Al
development, but that paints a limited picture. For

‘Al middle powers” such as the EU, the increasing
“availability and appeal of open-source Al" may be

an opportunity for countries to actively position
themselves in the "Al ecosystem” rather than
attempting to engage in model competition.®2
Furthermore, the notion of fine-tuning a foundational
model begets the question of how much can be
changed about the model. The very technical question
remains about whether application developers in
various countries who are using a foundational model,
based on techno-authoritarian values, are therefore
entrenched in those values, even with fine-tuning.

For countries throughout the Global South, there are
still numerous opportunities to set the terms and
conditions of Al development and exercise agency over
how Al is incorporated into their societies. In Kenya, for
example, when key actors from the tech sector were
excluded from the country’s regulator attempts for Al,
these stakeholders were able to unite and deter the
initial regulatory effort.3® Moreover, in the Gulf States,
for example, a recent report from Carnegie®* explains
that although Saudi Arabia and the UAE are indeed
intentionally employing digital authoritarianism in their
societies, the Chinese firms providing the technological
infrastructure are nonetheless aligning with local

laws and regulations. These governments are not
passively accepting an exported Chinese “domestic
internet model” but are instead actively dictating their
“specific demands.”

Keeping this in mind, it must be also be considered
that when it comes to ensuring that Al development is
based on democratic values, sometimes commercial
interests may trump value choices, since countries

in the Middle East and North Africa, diverse in their
political contexts, are lucrative markets — the report
also highlights that U.S. tech firms like Amazon Web

Services (AWS) and Google Cloud “operate three
cloud regions, while Microsoft leads with four Azure
cloud regions.”*® This may present a sort of moral
dilemma, not unfamiliar to international business. U.S.
companies can nonetheless mitigate this to make
sure their tech is “used responsibly” and make “really
thoughtful decisions about who you will and won't

sell to” as well as “design decisions in the product
itself.”% In sum, the idea of exporting or imposing a
development or technological model on others is still
not clearly understood due to the complex dynamics
at play. However, this doesn't mean that other forms of
more subtle Chinese influence aren't taking place.

National Security Can Align
With Commercial Interest

For national security purposes, working toward Al
development based on democratic values must involve
several important considerations: the guarantee that
local communities and their contexts across the global
majority have agency over their role in Al governance
and development; that the variety of these contexts
means opportunity-risk spectrum is diverse and that
S0 are a community’s algorithmic needs; and that
countries should not be viewed as passive consumers
of technology or mere places of extraction.®” The
Forum on Information and Democracy recently held

a seminar in Senegal with local partners across civil
society to develop regional and national advocacy
strategies for information integrity and together
proposed calls for things like the strengthening of Al
education for citizens and journalists, the involvement
of subregional organizations in initiatives, and
engaging civil society in the implementation and
monitoring of national Al strategies.® Moreover, by
considering how trustworthy Al is culturally influenced,
it becomes easier to understand the tricky diffusion of
soft-power tactics that are not always evident through
a purely economic competition lens.

Trustworthy Al adoption cannot always be separated
from the economic incentives and political choices
made by governments from their decisions to buy
and/or deploy different Al systems and required
infrastructures. China’s Digital Silk Road project
illustrates how data from countries in the Global
South can be harnessed for strategy and surveillance
through things like Chinese-built smart city projects
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or infiltration of personal data and “backdoor
vulnerabilities” through Chinese-built IT networks.*®
Governments across the world are often looking

for the best deal in terms of cost effectiveness and
pricing, so “buy decisions” for technology may boil
down to the need to incorporate basic infrastructure
into a country at a reasonable price.* Therefore, U.S.
tech companies will both compete for price offerings
and make value choices and enable innovation and
adjust to local contextual considerations.

Innovation and Risk Are Symbiotic

Al innovators in the Global South are embracing

the challenges imposed by generative Al as a

form of empowerment to solve language and
dialectic problems in large language models so that
applications can be relevant for their unique cultural
contexts.4" Where the West may fear threats of
automation, the radiologist shortage in Africa means
Africans technologists may embrace automation, like
Ghana's MinoHealth Al Labs solution for infectious
disease and chest condition diagnostics.*? Another

Al system in the form of a mobile app is helping
farmers identify banana disease*® in countries like
Benin, Colombia, and India.** The South African Project
Africa GRADIENT initiative, in collaboration with Ersilia
Open-Source Initiative, is building models that help
researchers understand differences in therapeutic
treatments and are based on data modeled from
African datasets using genetic variants to enable
more tailored dosages for fighting malaria and
tuberculosis.*® Countries in the Global South are set to
contribute to and benefit from the innovation potential
of Al adoption through a combination of research,
partnerships, and grassroots initiatives, and their
interpretations of risk and contextual needs will differ
significantly from those of the Global North.

In terms of the innovation-risk tension, Al has the
potential to revolutionize health care, improve
agriculture in climate-sensitive regions, and expand
educational access — the Global South could reap
these benefits to increase the prosperity and resiliency
for future generations.*® Leadership in the Global South
tends to be “intent on maximizing the Al opportunity."#

Under the right conditions, technological leapfrogging
the Global South is possible, as evidenced through

the faster rates of adoption in low- and middle-
income countries of mobile-based e-commerce

and e-banking*4® than high-income countries in the
areas. For example, in terms of social media platform
usage: about 64.9% of the Brazilian population uses
WhatsApp, compared to the 27.2% of the population

in the U.S; In India, around 40.2% of the population
uses YouTube,*® compared to around 71.1% of the U.S.
population. These U.S.-based social media companies
are blocked in China, but around 57.8%5" of the
Chinese population uses WeChat, an all-encompassing
instant messaging, social media, and mobile payment
app developed by Tencent. Around 43.2% of China’s
population uses microblogging platform Sina Weibo.5?

Collaboration among scientists is also serving as

a vehicle to find areas of international cooperation

on Al safety. In 2024, the organization of the top
foundational Al scientists® from both China and

the West was convened to create a dialogue on Al
safety. The summit reached consensus on three key
propositions and especially highlighted about the need
for setting red lines for Al safety. This exemplifies

that while the innovation potential for Al to do good

is plentiful, there are emerging risks beyond the
catastrophic potential of the chemical, biological,
radiological, and nuclear capabilities beginning to pose

An instructor assists visually impaired students in using
Al-powered smart glasses, which are designed for face
recognition, object recognition, and navigation assistance,
during a training program in Hyderabad, India, on Nov. 22,
2024. (Noah Seelam / AFP via Getty Images)
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A radiologist at Shaoxing Central Hospital in Shaoxing,
China, performs diagnoses with the help of an Al image
analysis system on Feb. 25, 2025. (Costfoto / NurPhoto via
Getty Images)

concerns found in the training data. For example, a
new and emerging security and safety threat is the
integration of Al into value chains in which supply-
chain attack vectors enable the training data or model
to be poisoned “effectively brainwashing the Al" to
“prompt the Al to deliver favorable responses” that can
be manipulated resulting in the release of sensitive
information, altering settings on industrial control
systems, or delivery false data for example.>* Such
arisk represents an unsophisticated style attack.
Thefore, basic risks can pose serious safety concerns
that, if left unaddressed could perpetuate distrust of
the adoption of Al tools. This realistic threat involves
addressing supply chain risk management than a more
sophisticated kind of cyberattack.®®

The Role of Culture in Technology

Silicon Valley might be both admired and criticized,
but its cultural influence is dominant across the globe.
The result is the spread of symbolism and norms:
ranging from the casual "hoodie” dress style to flat
organizational structure and agile work processes,
and the countless other norms that are adopted in
slightly modified forms across global technology
organizations. In Paris, the stretch of tech start-ups
and tech companies close to the Saint-Lazare train
station is locally referred to as the “Silicon Allée,” while
Bengaluru is called the “Silicon Valley of India," and
Shenzhen, home to Huawei, is the “Silicon Valley of
China.” The evolution of Silicon Valley since its birth in
the 1970s is not just a story of the physical location
of companies and technology but of the bottom-up
networking, human interaction, and cultural mixes
that formed because of human connection and

idea sharing. Cyber-culture scholar Fred Turner®®

says this phenomenon first occurred in World

War Il laboratories:

“..scientists, engineers, and administrators

in wartime laboratories worked not so much

as members of a single culture, but rather as
members of different professional subcultures
bound together by a common purpose and a set of
linguistic tools, they had invented to achieve it

The Cosmos Institute is an example translating

a vision about Al's purpose (to ensure Al enables
human agency and flourishing through the values

of autonomy, rationality, and decentralization) from
the bottom up in a research lab. By focusing on
professional identity formation, the Cosmos Institute
wants to develop more “philosopher-technologists” and
ensure their training and values systems are based on
human-centered Al. In autumn 2024, Oxford University
announced the establishment of the Human-Centered
Al Lab (HAI Lab), a research initiative supported by
the Cosmos Institute that creates a space to bring
together Al practitioners and philosophers to “embed
concepts such as reason, decentralization, and human
autonomy into the Al technologies that are shaping
our world,”” so that a new culture of philosopher-
technologists is born that can build “systems that truly
contribute to human well-being.”
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Socialization and interaction enable shared
understanding and value formation.® By
institutionalizing the desired culture for trustworthy
Al, one that is human-centered, it is easier to form
shared goals, values, and norms because there is a
better mutual understanding among stakeholders
about ensuring technology is developed with the public
interest in mind. Through collaborative arrangements
like research labs at universities, there is the
opportunity to shape the way technology is developed
by instilling a type of ethos within developers that is
both human-centered and democratically oriented.

Turner further explains in his book, in reference to the
concept of the personal computer, that it was not the
“technological developments ... in and of themselves
[that] spawn the ethos of ‘personalness’ to which small
computers have since become attached” but it was
rather through a combination of community ideas
that were exchanged in the Bay Area out of a vision to
move beyond nuclear destruction toward technologies
that can “facilitate a growth in the wisdom of race
experience ... [like] a hypothetical desktop machine
designed for individual use.” In order to implement
this view of “technology with democratic values,’

the U.S. must focus on how it can zero in on local
initiatives and must enable support that helps

agency thrive, so that communities across the world
obtain a sense of ownership of the governance and
technology of Al

When thinking about the institutional needs for
trustworthy Al, the more symbolic and cultural
elements shouldn't be neglected because they provide
the “deeper foundations of institutional forms” or the
“infrastructure on which not only beliefs, but norms
and rules rest."®® The main lesson of this section is

to not be afraid of a more temperance-oriented path
to Al governance because in the nascent stage of
technology, there are always other mechanisms that
can emerge more organically to control and prescribe
ways of behaving appropriate to the context.

As the examples above show, the means can be
crafted through vision about the end and asking what
we want from technology. Without answering those
clear questions, it is difficult to set boundaries around
the desirable and undesirable. However, the main risk
of a normative- and cultural-cognitive-led approach to

control is that regulatory efforts are also important,
and that for countries looking to take control fast,

it is attractive to adopt regulations similar to those
that already exist. For example the so-called Brussels
Effect explains how the EU has been able to shape
policy in areas like data privacy, consumer health and
safety and antitrust as multinational companies use
EU standards, conforming the the EU'’s first mover
regulatory stance. For example, some experts convey
how South Korea and Brazil's recent enactements of Al
law mirror their inspiration from the EU Al Act.

The cultural approach is subtle but strong and
combines public diplomacy, soft power, and bottom-up
engagement to help build a community-influenced Al.
Helping communities in the global majority achieve
ownership in the Al development ecosystem could
help counter the ability for techno-authoritarian models
to be appealing. However, communities need the
structural mechanisms in place to develop the ethos
about what they want.

Soft Power: Image Matters

Domestically, China is building a regulatory and
normative institutional structure for Al governance.
China is not exactly going against the grain, either,
when it comes to Al governance. Yet, there are

also some overlooked background concerns that
require more attention. The way China is developing
and promoting the combination of its regulatory,
normative, and cultural mechanisms must not be
ignored. The Belt and Road Initiative and Digital

Silk Road can be extrapolated to theorize about
China’s underlying intention of Al governance, but it
is still too soon to make too many conclusions. By
promoting Al governance that ensures human safety
and collective benefit, China legitimizes its role as
protector of the people.

China’s political stance for the purpose of Al is
state-led and about incentivizing compliance and
controlling information through censorship with
technology. That is, technology is used to maintain
stability because of fear of instability among citizens.®!
The root of its intentions is to protect the Communist
Party’s narratives and its influence over people. At the
same time, there have been recent instances® where
the government is willing to quickly change policy or
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scrap a program that infringes too much on citizens'’
freedom because public opinion does matter to the
party. During the end of China’s zero-COVID policy,®®
which sought “social stability” over individual freedom,
there were some indications that public sentiment
called for more freedom. This may be due in part to
evolving concerns about things like the online health
code system that used an app to directly track an
individual's travel, contact history, and biometric data
and possibility harvested personal information.®* This
illustrates a shift in response to calls for individual
freedom protection, as the Chinese government later
incorporated privacy concerns into comprehensive
data protection law in 2021 with the Personal
Information Protection Law.®® While Chinese citizens
might have been initially willing to safrcifce some
freedom during an emergency like COVID, it may not
be the case in non-emergency situations, What seems
more certain is that China is ensuring its domestic
institutional image of Al governance remains pristine.

In organizational theory, mimetic isomorphism®¢ is the
concept of how an organization may mimic or imitate
another by adopting a similar structure or processes
due to the perceived benefits or legitimacy that the
latter possesses. It is possible for autocratic-leaning
regimes to structurally incorporate universal principles
on Al: accountability, privacy, transparency, fairness,
well-being, and inclusive, sustainable growth. However,
the mutual alignment of shared interests on the use
of Al for the public good on topics such as agriculture,
health care, and climate should not be mistaken for an
alignment of values.

On the other hand, by aligning with international
principles, China's Commmunist Party can also
appease public opinion and exert a sense of care
and concern that may bolster trustworthiness of

Al adoption internally, for instance. Norms, rules,
guidelines, and standard setting are just as important
as tangible material components and infrastructure

> ‘Vﬁ s

People walk past the booth of China Mobile at the 2025 Mobile World Congress in Barcelona, Spain, on March 3, 2025.

(Zhao Dingzhe / Xinhua via Getty Images)
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are for institutionalizing long-term trust for Al.
Therefore, power competition, national security,
innovation, and risk involve both these tangible and
intangible dimensions.

China's maintenance of a robust domestic image
helps guide the appeal of the Chinese interpretation
of international principles on trustworthy Al and

could thus strengthen its soft-power influence
internationally. Public diplomacy efforts are often soft
in nature, with influence operations abroad intended
to “seduce and captivate foreign audiences by crafting
a positive representation of China” and then to
“infiltrate and coerce."®’

Public diplomacy is always an indirect strategy. For
example, China and Alibaba’s Netpreneur Training
Program in Africa partners with African entrepreneurs
to offer opportunities for entrepreneurs to explore how
to harness “digital technology to grow their business
and the local economy” through masterclasses and
skill-building, for instance.®® The Jack Ma Foundation
and Alibaba Philanthropy also have an “Africa Business
Heroes Prize Competition” to honor and elevate
African entrepreneurs across sectors. Soft-power
plays from China on the international scene have been
well underway to promote trustworthiness through
benevolent behavior and actions.

From the outside, the alignment of China with
trustworthy Al principles and its robust internal effort
to ensure stability through institutional tools like
regulation across the spectrum of topics from ICT

to data privacy to generative Al could look to some
as exemplary. Especially with the recent progress

of open-source Al models like DeepSeek, it must be
kept in mind the appeal of China’s ability to provide
protection and innovation simultaneously. The U.S.
has domestic work to do on its image when it comes
to strengthening its own institutional toolbox and
must be a leader abroad to promote collaborative

Al development. China is filling institutional and
diplomatic voids left by a lack of U.S. engagement. The
U.S. must continue to work with its allies to develop
a counter approach and remain involved as a tech
leader and an enabler.

Recommendations

The path to trustworthy Al must combine normative,
regulatory, and cultural approaches for Al adoption,
with a particular emphasis on the role cultural-
cognitive elements play in enhancing democratic
values. By leading the way in structuring and
supporting collaborative activity on Al governance
worldwide, the U.S. can build support for cultures that
enable human flourishing and human agency. The U.S.
must be proactive with its response because other
systems are emerging. Al adoption at the societal level
is not without challenges and requires the care and
consideration of contextual needs in order to form
positive expectations about the innovative capability
Al systems can have to improve human life while
causing minimal harm.

Strategic Recommendations

1. Supercharge public-private partnerships and
interorganizational collaboration efforts

Eight tech companies (Amazon, Anthropic, Google,
IBM, Meta, Microsoft, Nvidia, and OpenAl) have
partnered with the U.S. Department of State and
committed over $100 million in investment to use Al as
a means for good in the Global South. The partnership
combines expertise, resources, and networks to ensure
the safe and trustworthy adoption of Al by focusing

on compute (e.g., increased access to Al models

and compute credits, tools), capacity (e.g., human/
technical) and context (expanding local datasets).®®
However, considering both the cost of technology and
size of the countries spanning the category of “Global
South,” the investment must be significantly larger. The
money is aimed toward Al training, data centers, and
hardware and computer resources that are provided
through discounts and credits to help people increase
access and development’®.

Given the precedent that China is also providing
financial, material, and educational support for
countries across the Global South, it is imperative
the U.S. takes the lead on this effort. For example,
the Chinese Communist Party has announced it will
“actively promote the application of Al in education,
carry out training of Al professionals, increase the
sharing of expertise and best practices, promote
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Al literacy among the public ... [and] strengthen the
digital and Al rights of women and children”"" in
the Global South.

It is strategically important for the private sector

to continue to partner with the State Department

to create more financial support to fund these
empowerment initiatives to help local communities
achieve their ambitions and Al opportunities. Public-
private partnership can even be encouraged between
companies located in allied countries like Samsung in
South Korea, for example.

2. Increase support for grassroots initiatives

Grassroots initiatives can encourage Al adoption
through topics like data collection and engagement
efforts or even convening around what kind of
applications would be relevant to attaining Al for the
public good in the community. Al literacy and public
awareness are also best institutionalized through
grassroots vehicles and are another important aspect
of building trust, although Al literacy and education
must be supported with other capacity building like
training, relevant university programs, and access to
basic Al infrastructure.

Grassroots initiatives like Masakhane use community
building, resource creation, research, and collaboration
to facilitate local participation to develop African
datasets for NLP tools. The University of California-
Berkeley and the National Science Foundation's
Teaching Privacy Project use a bottom-up approach to
data privacy education by outreach for K-12 students
and undergrads to help create education tools and
exercises that teach the effects of information-
sharing and what happens to personal information

on the internet. Trust is built through increasing an
understanding about how things work so that people
can grow a sense of personal autonomy and control
over the situation.

Moreover, when it comes to assisting with basic
infrastructural needs that create the foundation for

Al development, things like the digital divide and
solving Internet access problems are improving from
technological advancements in areas like satellite
communication. In Latin America, Satcom startups like
Orbith,”2 an Argentinian satellite internet provider, are

providing internet connections. Imagine how the U.S.
government and partners can work to support local
startups around the world that are solving their own Al
infrastructure problems for their contexts. this not only
would help deter Chinese solutions to those problems
but also would strengthen the Al ecosystem to be
more adept to the multitude of nuances when it comes
to Al technology needs.

3. Technology as an exercise for freedom

Zoe Weinberg, the head of Ex/Ante venture capital
fund, explained how technology can empower
individual freedom in places where censorship and
surveillance are oppressive. The development of

VPN technologies, secure communications and
transactions, and the circumvention space can help
in conflict zones and oppressive regimes like the
example of decentralized storage that has “been used
in certain cases by protestors in Hong Kong to upload
copies of their publications and media before it can be
censored by Beijing."”®

The U.S. import-export bank could be a vehicle for
providing loans to businesses interested in agentic
tech as a means to creating a system in which Al
supports, rather than erodes, democratic values. By
more broadly exploring how agentic tech can flourish,

concerns for safety and security can still be addressed.

More consideration should be given to how the U.S.
can become involved in shaping technology as a
means for human agency. This is not groundbreaking;
the federal government has traditionally created
agencies like DARPA to develop innovative technology,
and venture capital has been used for several decades
as a way to accelerate groundbreaking technology for
national security purposes.’

Policy Recommendations

1. Support must be given to regional and local
approaches to Al governance to capture
contextual needs.

Starting inclusive discussions about Al governance
on a local and regional basis will help surface specific
contextual expectations and needs at the forefront.
Trustworthy Al adoption depends on the incorporation
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of cultural nuance into Al applications and model
training, for example.

Regions like Latin America are already proponents of
Western-based social media platforms like WhatsApp,
Meta, and YouTube,”® and the EU is one of the largest
investors in Latin America.”® However, countries like
Brazil are experiencing the use of Al technology to limit
information access and control social movements
through surveillance systems.”” Latin America
possesses its own unique challenges, like fragile
electoral processes and degradation of democratic
spaces in the digital sphere,”® so key stakeholders for
Al governance must be analyzed, so that voices that
promote open systems are included. Furthermore,

as Latin America is a U.S. neglected in recent times,
with China filling those public diplomacy voids,” it

is in the United States’ best interest to re-engage

with the region.

Next, while some countries like Saudi Arabia and UAE
may be more techno-authoritarian in their approach
to Al governance, U.S. companies already have a
presence in the region and could use initiatives
already in place like the EU's Global Gateway strategy
for trusted networks to bolster influence.® By
concentrating on each specific region, it will be easier
to understand what trustworthy Al means for that
context and tailor approaches accordingly.

2. Use evidence to analyze progress of Al governance
in terms of regulatory and normative trends at
the domestic and international level to better
understand the Chinese approach.

To more clearly understand and paint a picture

about the Al governance landscape and the Chinese
Communist Party's intentions, both domestically and
abroad, evidence and expertise must be strengthened
in order to gather more precise information about
trends in regulation and normative adoption of techno-
authoritarian practices and procedures, for example.

Utilizing Al experts who both possess both language
skills in Chinese and have contextual knowledge
about China will help to enhance the assessments to
gain more precise understandings about motivations
and the realizations of those motivations. As some
countries may be inherently more techno-authoritarian

in their local policies and regulations, it is important
to differentiate what is true soft-power influence and
public diplomacy and what is simply value alignment
and/or a combination of these facets. It would be
beneficial for future analytical purposes to further
integrate cultural expertise with geopolitical and Al
governance expertise.

3. The U.S. Artificial Intelligence Safety Institute
(AISI) at the U.S. Department of Commerce’s
National Institute of Standards and Technology
must continue to exist.

President Donald Trump's revocation of former
President Joe Biden's Al Executive Order places

the funding and existence of the AISI in limbo, with
no structural or financial means to continue. The
previous Trump administration supported funding
for Al research initiatives and understood the value in
collaborative research especially on red-line areas of
catastrophic risks. As the EU and partner countries
continue to use Al safety institutes to reveal the latest
research and findings, the U.S. must remain a part

of this network of insight. Human safety is a basic
area for international cooperation, even if only on
very specific topics.

In May 2024, an agreement between national Al safety
institutes for an “international network of Al safety
institutes” was formed and can provide effective
information-sharing to improve coordination on Al
safety internationally.®" Just because of the focus

on safety, the U.S. Al Safety Institute should not be
considered as a blockage to innovation, especially
when several U.S. Al-based startups openly agreed to
memorandums of understanding. Some argue there is
no tradeoff between safety and U.S. primacy since it is
affordable and unlikely to slow innovation.®2

One important vehicle for this trust-building
approach is strengthening support for collaboration
between the U.S. Al Safety Institute and Al labs that
enable knowledge transfer and communication
about the latest research discoveries. Anthropic

and OpenAl signed MOUs with the U.S. Al Safety
Institute for research, testing and evaluation to fuel
“breakthrough technological innovation."®® Anthropic,
for example, promotes this voluntary collaboration
between government and Al labs due to the need to
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understand how models can affect national security
concerns, since it is often government expertise
that best understands the security implications

of a technology.®

4. Increase the number of opportunities for student
and research exchanges in Al through programs
like the Fulbright.

This U.S. has always been a beacon for international
talent, with around 19% of STEM the workforce being
foreign-born. The Fulbright Program provides funding
for scholar and student exchanges and enables foreign
nationals to visit the U.S. through exchange programs.

At the moment, the Fulbright Program sends around
800 American scholars and professionals per year
to 130 countries and provides around 8,000 grants
annually with 1,600 to U.S. students. These numbers
could be increased because exchanges, teaching
and grant opportunities are excellent ways to build
cultural understandings and value alignment across
the globe. The U.S. Department of State, with the
help of Congress, could create a program just for Al
exchanges and grants, for example, but this must be
considered in the annual appropriation bills.

Learning and information exchange is an effective
way to help instill a compelling “vision for Al that
resonates with the needs” of the Global South “while
upholding values that ensure a fair and inclusive

Al future."®® This state-led effort can complement
private sector programs like Microsoft's Accelerate
Foundation Models Research that brings together
an interdisciplinary research communities based on
human centered Al development .8

society and democracy.

5. Create an Al Alliance with like-minded
countries based on democratic values.

Since authoritarian regimes can also promote similar
trustworthy principles for Al, such as it being human-
centered or used to promote public good, the U.S. and
its allies must work together to create their vision for Al
based on democratic values. This involves asking what
it means to be human, how to define the relationship
between technology and humans, and what Al for
public interest entails in non-authoritarian regimes

and worldviews. Those fundamental philosophical
questions help guide answers to means-ends
distinctions. Classic liberal ideas like human freedom,
human dignity and purpose, and decentralization® may
better capture the intention of how Al is developed and
applied in non-authoritarian systems.

Inter EU-U.S. economic competition aside, several
concessions may be required for transatlantic relations
to be ameliorated. For instance, the EU might have

to acknowledge that proposing comprehensive Al
regulation may not be the best move for the U.S.

and its innovation ambition,®® while the U.S. should
recognize that on topics such as data privacy, perhaps
agreement can be conveyed about the underlying
themes about protecting personal data and ensuring
Al causes minimal harm to humans is important for
building trustworthy Al. By working together, partners
engaged in the Al alliance for democracy might learn
something from one another about how to strengthen
their weaknesses; after all, the world faces a very

real alternative.
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Divya Ramjee & Evan Selinger

Introduction

urrent discourse on emerging and disruptive
technologies has concentrated on gauging
national power on a country’s ability to
produce and its ability to innovate, often with
more emphasis on the former than the latter. The
focus goes beyond merely considering how these
technologies could benefit our own society and
extends to how our competitors, like the People’s
Republic of China (PRC), could use these technologies
to “surpass” us. Unfortunately, metrics for determining
what “keeps us ahead” and “puts us behind” often
rely heavily on flawed quantitative interpretations of
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power and competition. When comparing the United
States and the PRC, determining who is the leader in
artificial intelligence is not based solely on “how much
Al the United States produces — how the United States
safeguards, develops, and implements the technology
is what matters.

”

Historically, major advancements in technological
capabilities have tended to follow the following
timeline: First, a revolutionary shift in technology

is conceptualized, then there is a period where the
new technology is created and scaled, and finally,
widespread implementation is achieved. The present
is a period of developing and upscaling Al, with more
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unknowns than knowns regarding Al's major impacts
on society. With so much in question as to what

Al = including Al-integrated industries, organizations,
and institutions — can or should become, there is a
grave risk that the United States could make mistakes
in trying to win the race to become the leading Al
nation; the worst case, which cannot be ruled out, is
that the competition will become a race to the bottom.
Ultimately, there is only one way to be the true global Al
leader. The U.S. must prioritize creating and deploying
innovative Al products and services while making
substantial investments in sustainable resources and
infrastructures and maintaining a commitment to
ethically sound policy for governance. Simply put, the
“‘quality” of the United States’ Al “quantity” is what will
give the country its the edge.

Framing the Al imperative this way can sound
idealistic, especially during these divisive and
challenging times. Under the best circumstances,
sometimes tough choices need to be made that
prioritize either the competitive or the ethical edge.
Today, unfortunately, the situation is especially

fraught and complicated. Given the powerful pull

of partisanship, appeals to “American values” and

the “American way of life” can mean different things

to different individuals, groups, institutions, and
organizations. But even with so much disagreement,

it would be doing a disservice to the country to give

up on the project of looking for ways to promote
geopolitical and ethical strength and unite the two
through an appeal to the virtues our country stands for
when it embodies what at least some will recognize as
its highest ideals.

What Is Al?

Before providing policy recommendations, preliminary
considerations about artificial intelligence, including
definitions, are in order. There are many reasons why
defining Al is difficult, not least because there are
different types of it. Al isn't a monolith technology.
Additionally, the terms “artificial intelligence,’
“machine learning,” and “deep learning” are often used
interchangeably. However, they are different concepts,
and quite a bit hangs on understanding what makes
each one distinct. In the broadest sense, artificial
intelligence involves using computing technologies
and/or machines to approximate, simulate, or

Understanding Al

Artificial Intelligence

Machine Learning

Deep Learning

Source: Divya Ramijee,

Evan Selinger © 2025, The New Lines Institute for Strategy and Policy

potentially surpass human cognitive functions
including learning, interacting, comprehension, problem
solving, decision making, creativity, and autonomy." Al
thus encompasses “a broad field of technologies that
display intelligent behaviors, including self-awareness,
goal formulation, goal-directed action, reasoning,
optimization, learning, and autonomous movements."

Machine learning (ML) is a subset of Al that revolves
around the creation of statistical models to learn and
make predictions from data. These models can be
trained using categorized/labeled data (supervised
learning), uncategorized/unlabeled data (unsupervised
learning), or trial-and-error feedback (reinforcement
learning).® Deep learning (DL) is a subset of ML that
focuses on the use of neural networks — layers of
interconnected nodes wherein each layer processes
data and passes information to the next layer,
mimicking the neurons of the human brain — to
interpret and learn from complex patterns in data.
DL models require large amounts of computational
power to handle the high volume and complexity of
the data. Examples of DL models include computer
vision, speech recognition, facial recognition, and
autonomous vehicles.#

Generative Al (GenAl or GAl) falls within deep learning,
wherein a DL model is able to generate new content
based on a prompt.® Many consider GenAl to be a
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disruptive technology that will, through ongoing use,
significantly alter fundamental dimensions of society
across the public and private spheres.® Some of the
most popular generative Al tools, such as ChatGPT
and DeepSeek, are built upon DL models called large
language models (LLMs) that can generate new text

in response to natural language prompts from users.
Generative Al tools also can create new images,
videos, music, voices, and many other types of media.”

All these tools, as well as others that focus on specific
tasks, are classified as weak or narrow Al. By contrast,
strong Al, also known as general Al or artificial general
intelligence (AGI), currently remains a theoretical
possibility, though some have argued that AGI has
already been achieved with recent GenAl updates. AGI
performs an array of tasks that previously had only
been capable by the human mind, such as problem
solving, reasoning, social interaction, planning for

the future, and other activities that appear to require
self-aware consciousness or something like it.®

Since much of the prominent Al discourse is
concentrated on pragmatic legitimacy (“What value
can Al produce?”’) rather than cognitive legitimacy
("What is Al and what is it capable of?”), there has
been a rush to adopt well-marketed Al tools without
sufficiently rigorous considerations of the societal
consequences. Consider increased “efficiency,” often
touted as the primary gain from using Al. Even at an
individual level, Al-infused chat bots, search engines,
task managers, and the like can help make it more
efficient to complete some personal tasks. Similarly,
from an economic standpoint, it has become a
common talking point that Al-driven tools enable
corporations to become more operationally efficient
and thus more profitable. At the same time, it is
crucial to note that gains in efficiency can come at
the expense of other goods. For example, displaced
workers may find it challenging to secure employment.
Consequently, to ensure Al is widely beneficial we
should avoid relying on overly simplistic standards.

Soon after his second inauguration, President

Donald Trump revoked® President Joe Biden's 2023
executive order on the “Safe, Secure, and Trustworthy
Development and Use of Artificial Intelligence.""® He
described the previous order as “dangerous,” claimed
it “hinders Al innovation,” and argued that it needs

to be replaced by a policy that promotes “human
flourishing.”" And yet, despite these concerns, the Al
market is healthy. It has a market size of approximately
$200 billion, and at least 49 Al startup firms raised
$100 million or more in 2024.2, ® The fact that seven
of the leading Al companies (Amazon, Anthropic,
Google, Inflection, Meta, Microsoft, and OpenAl)™
supported Biden's executive order suggests that
establishing safety standards and regulations can help
to ensure that U.S. Al models are superior to those
created by geopolitical rivals.

Innovation via Regulation

To truly lead in Al, the United States must prioritize
ethical values that have historically underpinned its
democratic system. If the development of Al and Al
policy are shaped with an emphasis on individual
autonomy, privacy, transparency, and fairness (to name
only some of the crucial values), the country not only
will be advancing technology that aligns with our ideals
but also demonstrating that American ideals are the
very foundation of 21st century global innovation.

Trump has announced new officials who will lead

his administration’s science and technology efforts,
and a number of these appointments will address
issues concerning Al. They include Michael Krastios,
managing director of ScaleAl and former chief
technology officer in Trump’s former administration,
for the director of the Office of Science and Technology
Policy (OSTP); Sriram Krishnan for senior policy adviser
for Al at OSTP; and Dr. Lynne Parker, former deputy
chief technology officer and founding director of the
National Artificial Initiative Office in Trump’s former
administration, for executive director of the President’s
Council of Advisors for Science and Technology
(PCAST) and counselor to the OSTP director.’®'® Thus,
despite the revocation of Biden's 2023 executive order,
it is an optimistic sign that two of Trump’s current
choices for leading Al also previously advised on

his prior executive order for “trustworthy Al” during

his previous tenure."” That order required that the
principles guiding the design, development, and use

of Al are “lawful and respectful of our nation’s values,’
“purposeful and performance-driven,” “accurate,
reliable and effective,” “safe, secure and resilient,”
“understandable,” “responsible and traceable,” “regularly
monitored,” “transparent,” and “accountable.”"®
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Open Al Chief Executive Officer Sam Altman speaks at Advancing Sustainable Development through Safe, Secure, and
Trustworthy Al at Grand Central Terminal on Sept. 23, 2024 in New York. (Bryan R. Smith / Pool / AFP via Getty Images)

It is important to differentiate between public-facing
Al tools and Al tools that are developed to advance the
country’s national power. While public-facing GenAl

will be prioritized over safety concerns.™ In a notable
departure from 60 other countries in attendance,
including the PRC, the U.S. refused to sign the

platforms have garnered the most public attention, Al
is increasingly central to economic advancement and
scientific progress, as well as critical to maintenance

of military power and national security — amplifying the

geopolitical tensions among adversarial nations. The
global competition in Al is not just about technological
superiority in these spaces — it's also about shaping
the future of collaborative innovation, global
governance, and control.

As each country races to set data privacy rules,
guardrails, and ethical standards for Al, the true

competition is over who will define the very framework

that governs how these technologies shape human
lives, economies, and global relations. At the 2025
Paris Al Summit, the United States balked at the idea

of regulation, with Vice President JD Vance stating that

Al is “an opportunity that the Trump administration
will not squander” and that “pro-growth Al policies”

“Statement on Inclusive and Sustainable Artificial
Intelligence for People and the Planet” along with the
United Kingdom, which claimed it lacked “practical
clarity on global governance” and did not adequately
address national security concerns.

The PRC has been pursuing a comprehensive,
state-driven strategy to foster national innovation
and enhance self-reliance across key sectors. These
include Al and other cutting-edge technologies like
advanced power and energy systems, biotechnology,
guantum computing, and semiconductors. In light of
the Trump administration’s retreat from international
collaboration, as well as DeepSeek’s success in
challenging OpenAl's name-brand dominance on the
global stage, Chinese President Xi Jinping hosted

a summit with major Chinese technology leaders,
signaling a critical shift from previous restrictions

on the private sector to state support for advancing
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private industry in an effort to boost the country’s
economy and achieve leadership in Al.2 This drive

is underpinned by a concerted effort to accelerate
scientific and technological progress through a

mix of investments, talent recruitment, academic
partnerships, aggressive intellectual property
acquisition (and at times, theft), cyber operations, and
illicit procurement channels.?"22 23 With all of these
efforts, the PRC is not just advancing its technological
capabilities but also reshaping the global innovation
landscape, encouraging global technological
competition and signaling to the world a willingness to
share values on inclusivity, sustainability, and ethics,
unlike the United States.

For the U.S. to maintain its position as the global
leader in science and technology, and specifically Al,
it must rise to this challenge by not only advancing its
own innovation but also by ensuring that its approach
reflects the core values of democracy. Competing
effectively in critical technological areas require a
multifaceted strategy — one that fosters domestic
innovation, protects intellectual property, and engages
in ethical technological development that aligns

with key democratic values and principles. Indeed,

it is only by aligning regulation with innovation that
the U.S. can create an environment that encourages
responsible progress. This is a necessary condition
for us to continue to project our ideals on the

global stage as the leading power committed to the
democratic way of life.

In recent years, the United States’ standing has waned
with growing dissatisfaction with, and even resentment
of, its intervention efforts in conflict areas and
investment efforts, or lack thereof, in other areas, all
alongside growing soft-power efforts from the PRC's
Belt and Road Initiative. This has only been expedited
by actions in the first month of the second Trump
administration, with growing distance from Western
partners and a renewed trade war with the PRC among
other countries, including allies.

Crucially, the U.S. must reconsider its current approach
to Al and realize the necessity of maintaining and
growing international relationships for entrenching

a leadership role in this space. The United States
should leverage regulation in a way that drives
innovation, ensuring that it provides the necessary

frameworks for safe, responsible, and sustainable
technological growth. A common argument against
federal regulation is that it would impose unnecessary
burdens on businesses that would slow innovation.
The previous Trump administration in particular
touted that a “market-oriented approach will allow

us to prevail against state-directed models that
produce waste and disincentivize innovation."?
Additionally, many also contend that self-regulation
by technology companies is sufficient and not only
makes government intervention unnecessary but

also ineffective. When these positions are examined
in instances where self-regulation is the default
approach, their conclusions appear dubious. Consider,
for example, data privacy (and sharing) and content
moderation. Because the United States still has

not passed a federal comprehensive privacy bill, a
patchwork of state laws dictates how data is collected,
stored, accessed, and shared. While some progress
has been made regarding data sales and sharing,
state-centric governance fails to effectively secure
personal and sensitive data beyond jurisdictional
circumstances. For content moderation, the prevailing
approach has been to let companies determine their
own standards and accountability mechanisms.
Unfortunately, the corporate-centric path has been
consistently underwhelming, failing to adequately
address many serious, ongoing challenges, including
misinformation and online harassment. Without

clear and consequential regulatory guidance that
aligns with broader societal values, including fairness
and accountability, Al technologies could further
exacerbate the very problems they are being used

to solve, including potentially creating an even more
chaotic and harmful ecosystem.

The notion of deregulation for innovation is alluring,
but such federal regulatory ambiguity and uncertainty
and the need to comply with varying state-level
regulations ultimately leads to increased, and
potentially burdensome, investment in resources for
compliance efforts. Additionally, along with direct Al
regulation, the country needs policies that encourage
and foster an effective and resilient infrastructure and
workforce; without them, the United States simply
cannot maintain its global standing and further
advance to keep pace with global competition. Trump
is vocal about embracing geopolitical isolationism, a
stance that risks hobbling the country’s progress in
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President Donald Trump, joined by White House Senior Advisor Elon Musk and his son, speaks to reporters on the South
Lawn of the White House on March 11, 2025. (Andrew Harnik/Getty Images)

technological innovation. The administration’s “America
First” approach has emphasized the need for more
self-reliance in technology development, particularly in
critical sectors like semiconductors where Biden also
rallied government support during his administration.
However, such an immediate shift to reclaiming
technological sovereignty under the second Trump
administration has many challenges.

Globalization has enabled the United States to become
the world power it is today, from attracting skilled
individuals from across the world to engaging in critical
trade negotiations with other nations that have access
to unique resources or manufacturing capabilities,
including the PRC. Reshoring manufacturing
processes, especially in capital-intensive areas like
semiconductor fabrication, is a long-term process

that requires significant investment in skilled labor,
research and development, and infrastructure. Not only
is it extremely difficult for the U.S. to fully decouple
itself from countries like the PRC that maintain a

vast ecosystem of natural resource refineries and
manufacturing processes and facilities, but also the
labor and infrastructure costs of drastically making

such a shift would be prohibitive for U.S. consumers
and businesses. Federal regulation can create a
cohesive movement forward as one united country,
and there, policymakers can take clear steps to
advance our collective interests.

Safeguarding
Recommendations

1. Develop federal comprehensive data privacy
regulation that is technology-agnostic

2. Increase resources for post-quantum cryptography
encryption protocols, including stochastic
anonymization standards

3. Provide a listing of identified first- and third-party
data brokers of concern and dedicate additional
resources for enforcement actions

4. Mandate enhanced cybersecurity requirements for
Al and data-focused technology companies

5. Reconsider changes to the Foreign Agents
Registration Act to protect domestic Al innovation
from interference from foreign adversaries
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Without data, there is no Al. Data are the foundation for
Al, and the quantity and quality of data are paramount
for building effective Al systems. Better performance
by Al systems relies on both the comprehensiveness
and the diversity of data. Logically, one could then see
that the more data one procures from a large variety
of sources, the greater the potential to have the “best”
Al systems. From a geopolitical perspective, the nation
with access to such data and the ability to effectively
leverage it could be the leader of Al. This is particularly
poignant given that current foundation models?® have
already been trained on a significant portion of all data
to exist on the internet.?¢ To this end, established data
privacy protections are crucial now more than ever.

Privacy

Generative Al systems present significant risks to
privacy, primarily because they rely on large datasets
that may include government data, sensitive data, and/
or personal data, and even more specifically, personally
identifiable information. Many GenAl model developers
do not disclose the specific data or willingly share any
or all data used for training, making it unclear whether
personally identifiable information has been included
or how that data was sourced in the first place.
Additionally, some also lack data access, processing,
sharing, and retention policies, as well as restrictions
on transfers of user data between jurisdictions. This
opacity erodes trust and undermines the principles of
transparency and consent, especially in an era where
personal information is increasingly commodified and
exploited. Additionally, the risks of privacy violations
extend beyond mere data exposure.

GenAl models can inadvertently leak sensitive
information that was part of their training data, even
if it was publicly available. This phenomenon, known
as data memorization, not only poses a threat to
user privacy but also degrades model efficiency,
especially as the capacity of the model continues to
increase in scale.?” Moreover, these systems have
the potential to infer sensitive information about
individuals, even if that information was never part
of the original training data.?®2° By stitching together
data from disparate sources, these models can make
inferences that reveal personal details, and these
inferences, even if inaccurate, can lead to privacy
violations and additional harms, especially if these

inferences are used to disadvantage individuals.®® The
downstream consequences of these privacy risks are
equally troubling, as inaccurate or harmful inferences
can lead to discriminatory decisions when used in
predictive circumstances, perpetuating bias and
systemic harm across sectors like hiring, lending, and
law enforcement.®! Ultimately, these privacy concerns
highlight the need for stronger safeguards and clearer
accountability in how personal data are handled,
ensuring that the rights of individuals are respected in
an increasingly Al-driven society.

How to create such privacy protections for data
remains an ongoing debate, and, again, there is still
no comprehensive federal privacy law in place for the
United States. Despite several attempts, efforts to
establish these protections in the current legislative
landscape have struggled to gain traction. The most
recent federal attempt at a privacy bill, the American
Privacy Rights Act, failed to overcome many of the
same obstacles that have hindered past initiatives. At
present, data privacy regulations exist only at the state
level, with 19 states having passed laws addressing
data security and privacy.®? This patchwork approach
has created a fragmented environment where the
majority of states and federal government lack clear
and consistent protections for the public.

As a result, courts and regulators often turn to
state-level guidelines as a default when faced with
uncertainty, and California’s Consumer Privacy Act

is frequently cited as the “gold standard” for privacy
protections. The law, which was influenced in part

by the European Union’'s General Data Protection
Regulation, represents a significant step forward

in data privacy, but there are still gaps in its scope.
California also leads the way in attempts to pass

the first Al bill in the country, though the most recent
attempt was vetoed by Gov. Gavin Newsom,*? and
other states, including Texas, are considering their own
bills.3435% |n the absence of federal action, it is crucial
that states continue advancing these protections while
still advocating for a more unified, national framework
to ensure data privacy and security on a broader
scale. To establish meaningful protections in an era of
rapid technological advancement, we must prioritize
technology-neutral frameworks for data privacy —
frameworks that can evolve alongside emerging
technologies like Al. While certain technologies may

How the U.S. Can Achieve Sustainable Al Leadership
— Divya Ramjee & Evan Selinger

128


https://www.newlinesinstitute.org

>

NEW LINES INSTITUTE

FOR STRATEGY AND POLICY

ﬁlecom

A display is showing the image processing of a Quantum
Al security camera at the SK Telecom pavilion during the
Mobile World Congress in Barcelona, Spain, on April 2,
2024. (Joan Cros / NurPhoto via Getty Images)

require specific regulation due to certain sensitivities,
facial recognition technology for instance, pursuing a
comprehensive technology-agnostic framework is still
critical to be adaptable to the constantly advancing
technological landscape.

As we continue to grapple with the complexities

of protecting personal and sensitive data in an
increasingly digitized world, one thing is clear:
Regulations that are tied to specific technologies will
soon become obsolete as new tools and innovations
continue to emerge. This is why creating data
protection frameworks that remain adaptable across
different platforms, from biometric systems to Al,

is imperative. Achieving this goal likely entails either
developing a federal bill that maintains a minimum
requirement but allows entities to apply stricter
standards when desired, like the structure of the Health
Insurance Portability and Accountability Act (HIPAA),
or forgoing preemption of state legislation within the
federal bill to provide flexibility for states.

Security

While current anonymization standards have helped
to mitigate some risks, they are not foolproof. As
discussed, analytical techniques, including those

that are Al-driven, can reidentify individuals by cross-
referencing seemingly innocuous data points.3637
Furthermore, companies are continuing to develop
new data aggregation methods for optimizing the
efficiency of Al systems, moving beyond accessing
data silos — separate, isolated repositories of

data — to now aggregating data into a “data lake” 38
that can be acted upon regardless of how scattered
actual data storage may be. This technique is already
in use by Google's new Agentspace, which utilizes
Google's agentic Al, which in turn uses “Gemini's
advanced reasoning, Google-quality search, and
enterprise data, regardless of where it's hosted."*®
Such methods for data aggregation also bring new
risks, including new vulnerabilities and points for
exploitation by domestic and foreign malicious actors.
It is imperative that we develop and implement robust
technical standards for anonymization that account for
these and other emerging risks.

Information security for these Al models and systems
involves not only maintaining continuity of operations
of the Al systems but also the integrity of the model
and privacy on any sensitive and/or personal data.*°
Federal regulations must mandate stronger encryption
methods, more rigorous access controls, and better
data storage practices to ensure that data remains
secure across its lifecycle. Without these protections
in place, even the most transparent data-sharing
practices and privacy laws will remain vulnerable

to exploitation, leaving individuals’ sensitive data
exposed to misuse, theft, or unauthorized access.
Additionally, as quantum computing continues to
advance, traditional encryption methods may soon be
rendered moot. In response, the National Institute of
Standards and Technology (NIST) has been leading
efforts to develop post-quantum cryptography
standards that will safeguard data against the threats
posed by quantum-enabled decryption. These new
encryption protocols are designed to be resistant

to the power of quantum computing, ensuring the
continued security of sensitive information. However,
it is equally important to direct resources toward the
development of stochastic anonymization protocols
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— innovative techniques that dynamically adapt to the
complexities of Al models.

Stochastic anonymization aims to protect

sensitive data by introducing randomness into the
anonymization process, making it harder for Al
systems to reverse engineer or reidentify individuals.
Unlike static anonymization methods, which apply
one-size-fits-all strategies, these dynamic protocols
adjust in real time to the evolving parameters of Al
models, ensuring that privacy is preserved even as

Al systems become more sophisticated. Given the
growing role of Al in processing personal and sensitive
data, especially in high-risk sectors like health care and
finance, investing in the development of these adaptive
protocols is essential. Additional resources should be
allocated to research and development in this area

to create robust privacy safeguards that can scale
with the increasing power of both Al and quantum
computing, ensuring long-term protection against new
and emerging threats.

As the global competition for technological and
geopolitical dominance intensifies, protecting sensitive
data through anonymization standards is an urgent
priority. This geopolitical dimension underscores the
importance of a comprehensive, nationally coordinated
data privacy framework that protects personal privacy
and secures the nation's economic and technological
advantages on the global stage. The PRC has already
demonstrated its capability and intent to breach U.S.
systems, with several high-profile incidents highlighting
its efforts to collect vast amounts of data on the U.S.
public and various institutions.*' Notably, PRC-backed
cyberespionage campaigns have targeted government
databases, health care systems, and private-sector
companies, extracting personal, financial, and
intellectual property data on an unprecedented scale.*?
These breaches not only compromise national security
but also expose individuals to identity theft, financial
fraud, and privacy violations.43 44

Stochastic anonymization protocols, are critical in
countering these threats. By ensuring that data is
obfuscated in ways that make it difficult to re-identify
individuals, even by sophisticated Al systems or
malicious actors, these advanced anonymization
techniques can help mitigate the risks of large-scale
data harvesting. In a world where adversarial

nation-states leverage stolen data for economic
espionage and strategic advantage, investing in these
dynamic, adaptive anonymization technologies is
essential for safeguarding both personal privacy and
national security. Strong anonymization standards
would create a significant barrier against attempts

to exploit U.S. data, ensuring that even the harvested
information would have limited use, if any, to foreign
adversaries even in the event of a breach.

Biden's 2024 executive order on Preventing Access

to Americans’ Bulk Sensitive Personal Data and
United States Government-Related Data by Countries
of Concern, which is planned to be implemented by
the U.S. Department of Justice’s (DOJ) final rule in
April 2025,% is a significant step forward in ensuring
the transparency and security of data shared across
borders and should be further strengthened and
enforced by the Trump administration.*® One of the
key provisions in the rule details how U.S. data can

be accessed and processed by foreign governments,
ensuring that privacy protections are not diluted when
data leaves the country. This is particularly relevant in
an era where adversarial actors have been accused of
exploiting data access to advance their own strategic
interests, including espionage and intellectual property
theft. By tightening controls around international

data sharing and requiring greater transparency from
companies about their foreign data-sharing practices,
this rule is a critical step toward safeguarding
individuals’ data.

However, for this rule to be truly effective, it must be
paired with stronger domestic privacy laws and more
rigorous enforcement mechanisms to ensure that
data shared abroad is not exploited or used against
the interests of the United States and its people.

In the absence of federal data privacy regulation,
there is still an opportunity to strengthen privacy
considerations with user-friendly transparency in
results from auditing, allowing users to determine
whether they wish to continue or cease interaction
with a company. Additionally, the DOJ could provide
more compliance resources regarding first- and third-
party data brokers and ownership by or relationships
with foreign countries of concern. Though the DOJ
declined to provide a knowledge standard for what
constitutes a U.S. person to act “knowingly,” i.e., having
“actual knowledge, or reasonably should have known,
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of the conduct, the circumstance, or the result,” there
is still an opportunity to assist companies in these
determinations by providing an accessible listing of
identified data brokers in violation of this rule. Such
resources could also be established by the Federal
Trade Commission (FTC); the DOJ has stated it
intends to work closely with the FTC, which already
enforces the Protecting Americans’ Data from Foreign
Adversaries Act of 2024. Overall, both the DOJ and FTC
would require additional resources to be allocated to
the agency’s ongoing Al regulatory and compliance
enforcement initiatives.#

Furthermore, with continued concerns regarding
cybersecurity threats from foreign adversaries,
including from the PRC, adopting stricter data
processing standards could both protect data used in
the development of Al technologies and upgrade the
overall U.S. cybersecurity posture. The PRC's newly
announced cybersecurity rules outline requirements for
companies that provide services related to generative
Al to enhance training in data processing standards
and take mitigating steps to prepare for data breach
risks. Additionally, companies are required to comply
with national standards and report to authorities within
24 hours in the event of a data breach or other issues
that could compromise national security.

A similar standard could be implemented in the

U.S., designating Al companies as part of critical
infrastructure and mandating that they follow data
security and incident reporting requirements to the
Cybersecurity and Infrastructure Security Agency.*®
There could also be an additional requirement that
these companies comply with Cyber Maturity Model
Certification for compliance with NIST standards.*
Moreover, depending on the data collected, analyzed,
and/or shared or sold, regulations from the National
Defense Authorization Act passed in December 2024
could also be applied to require annual reporting on
data resources and cybersecurity measures.°

Lastly, reconsideration of proposed changes to

the Foreign Agents Registration Act should also

be reconsidered, specifically proposed changes to
the commercial exemption. The DOJ put forth a
number of rule changes in January 2025, open for
comments until March 2025, and of note are changes
to the commercial exemption that regulate more
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tightly the actions of foreign commercial and related
nongovernment persons who may be acting on behalf
of or with the primary benefit to a foreign government
or political party.5"52 While Attorney General Pam
Bondi issued a memorandum?® at the beginning of
February 2025 that deprioritizes criminal enforcement
of the law and suggests loosening of restrictions,

not moving forward with changes to the commercial
exemption risks the potential for involvement from
foreign adversaries in Al companies and Al-driven
technological development that undermines U.S.
progress and security.

Development
Recommendations

1. Reform the student visa program to encourage
employment in the United States and retention
of trained talent

2. Fund development of Al training programs at
academic institutions to develop current students as
well as potentially displaced workers

3. Restructure tariffs and continue support for
semiconductor subsidies from the CHIPS
and Science Act to stimulate reshoring
domestic chip production

4. Encourage open-weight foundation models for
the private sector and devote resources to FTC
antitrust enforcement

5. Provide tax incentives and consumer grading
initiatives to support progress in sustainable
practices and renewable energy production

6. Relax zoning requirements and utilize tax credits
to support development of data centers and
renewable energy production in beneficial ways for
local electrical grids

The United States has been a leader in technological
innovation, attracting top talent from around the
world to its universities and companies. This influx
of skilled individuals has been a crucial driver of the
country's ability to develop cutting-edge technologies
and stay ahead in the global competition. However,
restrictions and overly burdensome requirements

for visa processes and paths to residency and
citizenship threaten to undermine this advantage.

By making it too difficult for highly skilled individuals
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In Houston, Texas, schools, reading passages written by artificial intelligence company Prof Jim Inc. now a part of the
district curriculum. (Raquel Natalicchio / Houston Chronicle via Getty Images)

to remain in the U.S. and contribute to technological
advancements, we risk falling behind other nations
that are more open and friendlier to global talent. While
it is important to ensure that immigration policies are
not overly permissive, we must also strike a balance
that allows the best and brightest to contribute to our
innovation ecosystem.

Education

Though perhaps behind in the quantity of research
publications compared with other countries, the
United States has led in quality research output and
influence as well as international collaborations with
developed countries, including collaborations with the
PRC. However, many have noted a decline in the U.S.
position of research influence and a talent shift toward
the PRC, as growing numbers of Chinese nationals
are leaving the U.S. to return to the PRC and continue
research. Additionally, less-developed countries are
rarely involved in such technological research, largely
due to domestic resource limitations and interest
from leading nations.

For the United States to innovate and develop the most
accurate and effective Al tools alongside improving
soft-power initiatives globally, it cannot limit input

in Al research to status quo powers. There needs

to be increased investment in academic research
that can be achieved with targeted incentives from
agencies such as the National Science Foundation,
the U.S. Department of State, National Institutes of
Health, etc., that require the involvement of scholars
from nations outside of the major powers. This could
also be incorporated into the ongoing research and
development of Al technologies with the 2025 National
Defense Authorization Act's investment in these
endeavors® — specifically, the section that urges the
U.S. Department of Defense to expand partnerships
with both academia and the private sector.

The federal government could also authorize targeted
reforms of the student visa program focused on the
recruitment and retention of skilled students and
scholars who receive their education in the United
States. A key policy change that could bolster this
system is extending the grace period for international
students on student visas, providing more time to
transition from education to employment. By enabling
these graduates to remain in the country and apply
the knowledge and skills they acquired at U.S.
academic institutions to the country’s technological
workforce, the U.S. can ensure that the full potential
of their education is realized in support of our

How the U.S. Can Achieve Sustainable Al Leadership
— Divya Ramjee & Evan Selinger

132


https://www.newlinesinstitute.org

>

NEW LINES INSTITUTE

FOR STRATEGY AND POLICY

innovation-driven economy. Such initiatives and
collaborations have an additional benefit of countering
anti-U.S. narratives that have been propagated through
the PRC's Belt and Road Initiative by demonstrating
Trump's advocacy for employment opportunities

and the economic future of people across the

world, particularly regions outside of major powers,
while simultaneously bolstering the United States’
research position.

Additionally, as a long-term endeavor, the United States
needs to rethink its current educational model. Al
integration is inevitable across every sector in some
capacity, and understanding the fundamentals of what
Al is, what it does, what are its risks and dangers,®® and
how to work with it are crucial knowledge and skills
needed for nearly every working individual. Education
about these and related technologies should not

be siloed to those in specific science, technology,
engineering, and mathematics (STEM) fields, but rather
a baseline learning and training should be integrated
across different fields of education. Not only should
each person understand the basics of Al and how to
interact with these systems, but with Al becoming
more widespread across sectors, interdisciplinary
knowledge outside of STEM fields will be critical to
continued innovation.

The CHIPS and Science Act of 2022 has been a
frequent recipient of Trump’s ire in his second
administration. Though Trump has indicated a desire
to have Congress end the landmark bipartisan law,
such action would be detrimental to domestic growth
and innovation.%® % For instance, in the short term, one
method for increasing baseline Al education would
be to use funding already allocated under the law

for research and workforce training to be provided

in grants to academic institutions to develop and
implement interdisciplinary curricula that incorporate
understanding Al and emerging technologies
seamlessly within existing frameworks. Academic
institutions for this effort could preliminary be selected
from areas already designated as Tech Hubs under
the U.S. Economic Development Administration. The
designation of the 31 Tech Hubs, and recipients of

29 Tech Hubs Strategy Development Grants, already
have allocated funds from the CHIPS and Science Act
that were intended for investment “directly in regions
with the assets, resources, capacity, and potential to

transform into globally competitive innovation centers
in approximately 10 years, while catalyzing the creation
of good jobs for American workers at all skill levels,
equitably and inclusively."®

Labor Disruption

From an economic standpoint, the growing emphasis
on maximizing corporate efficiency, particularly
through the use of Al, often overlooks the broader
societal and economic implications of such strategies.
The idea that companies should be prioritized as the
primary drivers of societal health is a false equivalency.
While a thriving economy may reflect a nation's
progress, it does not necessarily equate to a healthy
society. A truly healthy populous is one in which all
individuals have access to steady employment, good
health, and secure living conditions. If the focus

shifts solely toward making companies more efficient
for the sake of maximizing their profits, the result
could be widespread unemployment and economic
instability, which ultimately undermines long-term
corporate success.

When considering the workforce implications of Al
implementation, it is inevitable that job losses will
follow. One of the core arguments behind Al adoption
is that these systems can accomplish the work of
multiple individuals with greater efficiency, which
inherently means that the positions once held by those
individuals are no longer necessary. As companies
streamline operations and reduce labor costs through
automation and other Al-driven processes, creating
more efficient systems does not necessarily benefit
society if it leads to widespread unemployment. A
workforce displaced by Al not only becomes a burden
on public programs, such as unemployment benefits
and social services, but also represents a missed
opportunity for national economic growth and stability.

Al-driven automation and cost-cutting measures may
boost short-term profits, but they also risk creating

a scenario where fewer people can purchase goods
and services, leading to a contraction in demand. In
the long term, businesses that prioritize efficiency at
the expense of workforce stability will likely see their
profit margins shrink as the purchasing power of

the population diminishes due to underemployment
and unemployment.
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An engineer works on the assembly line of robots at the
workshop of EFORT Intelligent Equipment Co., Ltd. on
March 25, 2025 in Wuhu, Anhui Province of China. (Xiao
Benxiang/VCG via Getty Images)

While some might argue that displaced workers
represent a small segment of the population with
limited economic impact, such a view unwisely ignores
a valid potential for the large-scale disruptions Al could
cause. If Al implementation leads to widespread job
losses, the ripple effects could significantly disrupt the
economy. As fewer people have disposable income

to spend, even the most profitable companies may
find themselves facing shrinking markets. Adopting

a short-term, cost-cutting mindset in the face of Al
advancement is not just economically shortsighted,

it is fundamentally unsustainable. A more balanced
approach, one that considers the workforce’s long-term
well-being, is essential for ensuring both economic
prosperity and social stability in the face of rapid
technological change.

To guarantee that Al advancements are advantageous
for workers, it is vital to implement comprehensive
audits that evaluate the impacts on the workforce.
Under the purview of the FTC and relevant state
agencies, companies would be mandated to disclose
not only the percentage of employees displaced
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by Al but also to provide a thorough explanation of
how specific Al technologies — such as automation
software, ML/DL algorithms, and robotic processes

— are replacing entire job functions. For instance, if

a company implements Al-driven customer service
chatbots, it should clarify how this technology reduces
the need for human customer service representatives,
as well as what personnel are responsible for
troubleshooting and oversight of the new Al services.

Furthermore, prior to any layoffs, companies must
provide targeted training programs for potentially
affected employees, equipping them with skills to
integrate Al tools into their roles. This could include
workshops on using Al for data analysis, enhancing
productivity through automation, or reskilling for

new positions that Al creates, thereby ensuring that
employees can adapt either within the company or at a
new place of employment.

Critics may argue that past training programs have
failed to effectively retrain displaced workers, and there
is validity to this concern. However, the responsibility
for ensuring that workers are equipped with the

skills necessary to thrive in an Al-driven economy
should not rest solely with government programs

or workers themselves. Companies that are driving
these technological advances must also bear the
responsibility for investing in workforce development. If
businesses are committed to innovation and remain at
the forefront of their industries, they must understand
the importance of upskilling their workforce and
ensuring that their employees are not left behind.

This goes beyond efficiency — it is a matter of ethics
and social responsibility. A company that seeks to
harness the benefits of Al should also embrace its duty
to help workers adapt to the changing demands of the
labor market. Failure to do so hampers the long-term
economic progress, as businesses will ultimately find
themselves struggling with an under-skilled, under-
employed workforce.

This creates another unique opportunity to involve
academic institutions in such efforts. A federal grant
program could be created to establish various rounds
of initial funding opportunities for qualified academic
institutions to establish training and management
programs specifically for re-training displaced workers
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with necessary skills for new roles in Al development
and management. After these initial grants, private
industry can further work with these institutions to
provide dedicated programs for these companies.
Additionally, beyond FTC and related state agency
enforcement actions, incentives in the form of partial
subsidies for these programs could also be leveraged
to motivate corporations to develop a sustainable
framework for Al training and education.

Reshoring Manufacturing

Despite the notion of a race between the PRC and
the U.S,, bilateral cooperation is still important to
advancing the progress of U.S. Al capabilities, including
continued collaborations in academic research

and private industry research and development.
The PRC continues to play a vital role not only as a
supplier of goods but also as a partner in the global
technology ecosystem, contributing to everything
from manufacturing to research and development.
The notion of cutting off ties with the PRC or other
countries could unintentionally isolate the U.S. from
the talent and innovation necessary to advance in
highly competitive sectors, particularly Al.%®

While it may seem appealing to take an isolationist
approach in the face of rising national debt and
concerns over foreign exploitation, such a strategy
risks undermining the very capabilities that would
enable the U.S. to maintain leadership in the global
economy. The U.S. needs to find a way to balance the
protection of its domestic industries with the practical
reality that its technological future is intertwined with
international collaboration and supply chains. The PRC,
by many metrics, outpaces the U.S. in manufacturing
of relevant hardware. While the U.S. should continue to
still push for domestically supported hardware supply
chains, particularly with continued support of the
bipartisan CHIPS and Science Act and disbursement
of the allocated $52.7 billion, it is still economically and
diplomatically beneficial to continue trade negotiations
with the PRC as domestic efforts continue to scale.

The Trump administration’s imposition of tariffs on
certain services and goods has sparked a trade conflict
between the United States and several other countries,
particularly the PRC. Though perhaps an uphill battle,

it is essential for policymakers and businesses to

carefully reconsider the long-term consequences of
such moves. While tariffs and protectionist policies
may seem like immediate solutions to the challenges
of international competition, they risk disrupting
global supply chains that are crucial to U.S. economic
growth, particularly in sectors like infrastructure and
technology. The United States relies on imports from
the PRC for a range of materials and components
necessary to build and maintain its infrastructure,
including semiconductors, electrical components,
and natural resources used in technologies like
batteries and computer chips.%® These are not
resources that the U.S. can easily replace or produce
domestically in the short term, especially as it seeks
to maintain its competitive edge in industries critical
to Al development.

As the Al landscape rapidly evolves, the importance
of these materials only grows. While the U.S. could
seek to establish alternative trade relationships with
other countries, this process could introduce delays
based on the nature of those agreements and still
hamper the pace of innovation needed to stay ahead
in Al technology. The shortage of certain minerals and
resources in the U.S., many of which are abundant in
the PRC, further complicates the issue. Additionally,
even with some of these resources available
domestically, the United States lacks an efficient
refinery infrastructure and would be unable to upscale
these processes within a feasible timeframe. If the
U.S. were to cut off trade with the PRC, it could face
significant setbacks in the critical resources necessary
to advance both Al and other emerging technologies.
The short-term benefits of such an isolationist strategy
may quickly be overshadowed by the long-term
economic consequences: Suddenly severing trade
ties with PRC will exacerbate the very technological
and economic vulnerabilities that these policies are
meant to address.

Continuing to embrace the subsidies featured in

the CHIPS and Science Act is also a crucial step in
securing domestic semiconductor production for

the United States. There are valid arguments that the
reliance on foreign chip manufacturing has left the
country vulnerable, and it's crucial that the U.S. build
the domestic infrastructure to keep pace with the
growing demand for semiconductor chips, particularly
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specialized cutting-edge chips that essential for Al
computational processes.

Maintaining subsidies included in the CHIPS and
Science Act for Taiwan Semiconductor Manufacturing
Company’s (TSMC) Arizona operations is not just a
strategic move, it's a necessity for securing the future
of semiconductor development and manufacturing

in the United States. TSMC's commitment, supported
by these subsidies, is not just important from

an economic perspective but also with regard to
national security, innovation, and sovereignty. These
investments lay the groundwork for a self-sustaining,
competitive semiconductor ecosystem that can fuel
industries ranging from Al to telecommunications
and many others that rely on these chips. The United
States must realize the value in continuing these
efforts, ensuring that technological leadership can be
maintained domestically.

Antitrust Regulation and Competition

In the fast-evolving world of artificial intelligence,
ensuring robust competition is not merely a matter
of fostering innovation — it's a safeguard for fairness,
consumer choice, and long-term societal benefit. The
technology sector, and Al companies in particular,
are prone to monopolistic tendencies that can

stifle innovation and cement the dominance of a

few key players.

This is why the importance of antitrust regulation and
enforcement cannot be overstated. The increasing
consolidation of power within tech giants poses

a direct threat to a competitive ecosystem where
new entrants and smaller companies can thrive.
Antitrust laws, when rigorously enforced, prevent
these companies from engaging in anti-competitive
practices, such as predatory pricing or the acquisition
of emerging competitors, which can inhibit
technological diversity and advancement. Without
strong regulatory oversight, the Al field risks being even
further dominated by a small cohort of corporations,
narrowing the scope of innovation and excluding
alternative voices.

A handful of technology companies have been key
to the country’s economic transformation, but these
companies have since maintained dominance through

- European Commission
== Commission européenne

On Sept. 10, 2024, Margrethe Vestager, executive vice
president of the European Commission, discusses the
ruling ordering Apple to reimburse Ireland 13 billion euros
in unpaid taxes related to an anti-competitive promotion.
(Thierry Monasse / Getty Images)

acquisitions and anti-competitive tactics rather than
groundbreaking innovation. This has been further
exacerbated by the belief that such companies should
be free to monopolize in service of national interests.
However, the recent release of DeepSeek Al from the
PRC illustrates how international competition can
drive innovation within the Al sector, as well as serves
as a warning that a lack of competition in the tech
sector leaves U.S. companies vulnerable to rivals,
undermining U.S. geopolitical influence. The purported
improved chip and Al model efficiency by DeepSeek
Al underscores the necessity of a level playing field
where companies across the world are incentivized to
innovate and collaborate rather than focus solely on
outmaneuvering their competitors.

DeepSeek’s innovations challenge the narrative pushed
by U.S. tech giants — that only massive investments

in resources can drive Al breakthroughs. Major
technology companies have long argued for protection
from competition to maintain the United States’ lead
on the global stage, but despite their vast wealth,

data, and legal advantages, they've been outpaced by
more cost-effective alternatives. This reality suggests
that the belief in the need for government protection
may be less about national interest and more about
preserving monopolistic power. As Al becomes

a central driver of future economies, the global
competition for dominance in this space requires that
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all participants operate under similar conditions, free
from the restrictiveness of monopolistic control.

Open-source initiatives play a crucial role in

fostering this environment, serving as a powerful

tool for collaboration and democratizing access to
cutting-edge technology.®' By making Al technologies
publicly available to researchers and developers,
open-source projects, more specifically open-weights
models for Al, not only lower entry barriers but also
facilitate collective problem-solving, i.e., the sum is
often greater than individual parts.®2 The culture of
collaboration, enabled by antitrust policies that prevent
the suppression of competition, is fundamental to
the success of Al.

The 2023 merger guidelines issued by the FTC
represent a vital step forward in strengthening
antitrust enforcement, particularly in the technology
sector. By clarifying how mergers and acquisitions
should be evaluated with an emphasis on maintaining
competition, the guidelines ensure that antitrust
scrutiny is applied with a heightened awareness

of the unique dynamics of the tech industry. As Al
companies, like their counterparts in other sectors,
engage in consolidation through mergers and
acquisitions, it becomes increasingly important to
consider not only the immediate market impact but
also the long-term consequences on innovation and
societal welfare. The FTC's approach supports the
need for regulators to look beyond short-term market
efficiency and focus on preserving an environment
where new ideas, diversity of thought, and competition
can flourish. For Al to realize its full potential and
benefit society as a whole, it is imperative that antitrust
enforcement remains vigilant and adaptive to the
challenges posed by an increasingly centralized
technological landscape.

Sustainable Power

The insatiable demand for computational power in
advancing Al systems presents a pressing challenge,
not just for innovation but also for sustainability.

The energy required to develop, train, and scale Al
systems, GenAl in particular, has grown exponentially,
and much of this power is still derived from fossil
fuels. This undermines the long-term viability of Al as
a transformative force, and the U.S. must prioritize a

transition to sustainable energy sources — this shift

is not merely an ethical imperative but a strategic

one. Investing in renewable energy options can help
meet the growing demands of Al without sacrificing
environmental or economic stability. By diversifying our
energy portfolio and prioritizing clean technologies, we
ensure that Al innovation can continue to thrive while
mitigating the risks of energy scarcity and ecological
collapse. The future of Al depends on sustainable
energy, and those who lead the way in integrating
these resources will ultimately shape the future of
technological progress itself.

The Sunnylands Statement from 2023 lays the
groundwork for utilizing the PRC’s manufacturing
prowess in shared energy transition initiatives.s® Al
progress relies on continued access to vast amounts
of power that will not be feasible with our current
electric grid infrastructure. Hence, companies are
already turning to other renewable and sustainable
energy sources like hydroelectric and nuclear power
generation. The debate over U.S. energy policy often
centers on short-term solutions like lowering oil and
gas prices to stimulate innovation while remaining
reliant on fossil fuels, particularly in sectors such as
Al. While it's true that the Biden administration has
overseen a surge in oil and gas production that is likely
to be bolstered by the Trump administration’s policies,
simply subsidizing these fossil fuels is unlikely to push
the U.S. to the forefront of Al leadership.

In fact, the real opportunity for the U.S. to secure

its geopolitical edge, especially in the face of rising
competition from the PRC, lies not in sustaining
reliance on oil and natural gas but in making bold
investments in sustainable, innovative energy
solutions. Al development, which is power-hungry

by nature, demands energy sources that are not

only reliable but also environmentally responsible.
The U.S. cannot afford to view fossil fuel subsidies
as the key to technological success because they
distract from the longer-term strategy of establishing
a diverse, sustainable energy infrastructure that
supports the next wave of technological progress.
The Sunnylands Statement reaffirms the commitment
by the U.S. and the PRC to develop alternative energy
sources, as well as advance large-scale carbon
capture, utilization, and storage projects by 2030; one
of those projects could be dedicated to addressing
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the sustainability of Al energy production through
cooperative efforts in strategic locations across the
country, such as the designated Tech Hubs,% and in
partnership with academic institutions (e.g., Berkeley
U.S.-China Institute).®®

Transitioning to sustainable energy sources is not just
a matter of environmental responsibility; it's a matter
of national security, geopolitical power, and economic
prosperity. The U.S. needs to prioritize investments in
renewable energy sources — nuclear, solar, geothermal,
hydroelectric, and fusion energy — that can fuel the
rapid growth of Al and other emerging technologies
without compromising economic stability. The notable
refusal of the U.S. to sign on to the Statement on
Inclusive and Sustainable Artificial Intelligence for
People and the Planet at the 2025 Paris Al Summit,
and the willingness of the PRC to join 60 other
countries in signing the statement, signaled a clear
shift in geopolitical leadership among world leaders
that the United States may no longer be the bastion

of innovation and democratic values it once was. It is
critical that the U.S. still pursue sustainable solutions
despite not signing the statement to demonstrate

its leadership in technological innovation to the

world, and Al companies themselves must be at

the forefront of this energy shift, embracing green
energy solutions as part of their innovation strategies.
Many leading corporations are already investing in
renewable solutions,%¢6768 but this transition can't be
left solely to the private sector; it requires the right
regulatory framework that encourages both innovation
and responsibility.

For instance, similar to many impact assessments
already in practice that are enforced by the FTC and
Environmental Protection Agency (EPA), regulatory
agencies can mandate Al companies to require
investments into sustainable energy sources.
Understandably, there has been criticism of the
existing processes that delay or simply reject such
efforts, such as the recent issues with Meta’s interest
in nuclear power development and compliance with
the EPA's environmental restrictions.®® Considering
the timely need to build and scale sustainable energy
initiatives, the government could temporarily relax
some of the requirements in impact assessments
needed prior to development of these power

centers. However, caution is imperative so as to not

sacrifice the long-term health of our environment
in pursuit of technological advancement. Perhaps
instead additional resources could be allocated for
expeditious review by additional personnel and the
respective regulatory and environmental agencies.
Ultimately, the goal should be to create a more
modern, Al-driven society, but not at the cost of
environmental degradation.

Additionally, tax incentives could be provided for
companies that dedicate research and development
resources to developing Al models that are more
energy efficient. For instance, such tax incentives
already exist under the Inflation Reduction Act of 2022
that features tax credits for companies that save
money on energy costs, utilize sustainable energy
sources, and create employment opportunities.
Though Trump has already expressed a desire to
repeal the act, these key tax incentives are important
for embracing energy innovation for Al progress and
should still be advocated for by policymakers. Many
generative Al models, such as OpenAl's ChatGPT,
include an extremely large number of parameters.
Though it is perhaps easier to create a model that
includes millions of variables, it is not energy efficient.

The current trajectory of Al development suggests
that we are approaching, if not already seeing,
diminishing returns on increasing model parameters,
training data, and computational power. Many of the
major breakthroughs in Al modeling came decades
ago, and today, we're largely focused on scaling and
fine-tuning these existing models by feeding them ever
larger datasets. While there are continual research
advancements, they primarily offer optimizations and
not necessarily exponential jumps in progress. What is
growing exponentially is the sheer amount of data and
computational power required to train these models.
The hard limits of data and energy consumption are
becoming increasingly apparent, and there have not
yet been major groundbreaking innovations that would
push Al past these constraints. Tax incentives for
companies that dedicate resources to mechanistic
interpretability and parameter reduction, as well

as implementing these models, would inherently
encourage innovation in more efficient Al models.

Furthermore, proof of sustainable practices in an Al
system may be more appealing from a consumer
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perspective. Similar to “green energy” certifications
for buildings and residences, the federal government
could create a sustainability energy standard for Al
companies. Based on various metrics (e.g., qualifying
for renewable energy certificates from the EPA),

Al companies could receive a rating that would be
mandated to be displayed to the end users and
potentially qualify for other incentives or subsidies
based on ratings. Consumers can make their own
determinations in the free market as to which Al
platforms they would want to use based on rating,
further incentivizing companies to maintain a high
rating to attract users.

State and Local Infrastructure

At the state and local levels, there are also tangible
steps that can address energy challenges. One of the
more overlooked avenues is encouraging the reform
of zoning laws, including those that restrict where
companies can build critical infrastructure, particularly
data centers. These facilities, which are the backbone
of Al and many tech-driven industries, have faced
stringent zoning laws that limit their construction.
Not repealing but loosening these restrictions without
causing short- and long-term harm to residents could
serve a dual purpose: Not only would it create new
employment opportunities in local communities, it
would also help address broader infrastructure issues.
For example, many parts of the U.S. struggle with
maintaining a reliable electrical grid, with states like
Texas experiencing brownouts during heatwaves and
winter storms. Allowing private companies, especially
tech-focused firms, to build new data centers could
offer more than just a technological upgrade; it

could also provide innovative solutions for energy
generation, storage, and distribution that benefit

local communities.

Again, tax incentives like those described above
within the Inflation Reduction Act of 2022 could be
applied to support these efforts as well. These new
data centers could serve as a stabilizing force for
regional energy systems. By incorporating advanced
energy management technologies, such as localized
power storage or renewable energy generation, these
centers could not only support their own energy
needs but could also provide backup power to critical
services during outages. In this way, multiple pressing

FOR STRATEGY AND POLICY

issues could be addressed at once: boosting Al

and tech innovation, creating jobs, and improving
energy resilience. This approach strikes a balance
between progress and environmental responsibility,
ensuring that the growth of the U.S. digital economy
doesn't leave the country's infrastructure behind. By
thinking strategically about managing both energy
and infrastructure in tandem, the U.S. can make
meaningful strides toward a more sustainable and
advanced society.

Data centers play a key role in advancing Al, as well

as creating job opportunities across various sectors.
The construction and maintenance of data centers
will require skilled labor. While it's possible to attract
international talent with the technical expertise to build
and operate these facilities, there can also be efforts
to increase domestic labor capacities. By investing in
targeted training and educational programs, especially
those in vocational institutions and apprenticeships
and specific offerings at academic institutions,
workers can be equipped with the additional skills in
relevant practical fields needed to manage the specific
demands of Al data centers and their sustainable

Sophie Primas, a spokeswoman for the French government,
visits DATA4, a data center operator in Marcoussis, France,
on Feb. 14 2025. (Bastien Ohier / Hans Lucas via AFP via
Getty Images)
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power systems. This investment in human capital
ensures that the United States is not just creating
jobs but also building a workforce with the specialized
knowledge to support an Al-driven economy.

Moreover, the job opportunities tied to data centers
extend far beyond the facilities themselves. The energy
infrastructure that powers these centers will need
skilled professionals in every aspect of the ecosystem,
from those who maintain the servers and networks
inside the data centers, to those who manage the
generation and distribution of power from renewable
sources like solar or nuclear, to the engineers who
design and maintain the grids that connect them.

As Al and technology companies look to implement
sustainable energy practices within their data centers,
they will need workers who understand not just how to
operate those systems but also how to integrate them
into broader regional energy infrastructure. This holistic
approach to workforce development means that

these new jobs will ripple out across sectors, creating
employment opportunities in power generation, grid
management, and even local government as state and
local agencies work to incorporate new energy sources
and technologies into the grid.

Ultimately, fostering these sustainability initiatives
creates a cascade of benefits: stable, high-quality jobs,
enhanced energy resilience, and a more sustainable,
innovative economy. By ensuring that our workforce

is equipped with the skills necessary to manage this
rapidly evolving infrastructure, the United States can
create a future in which Al and sustainability are not
competing priorities but complementary forces driving
economic prosperity and environmental responsibility.
The development of data centers is not just about

the buildings themselves but about creating a
dynamic, interconnected system that empowers local
communities, strengthens our energy infrastructure,
and prepares the next generation of workers for the
challenges and opportunities ahead.

Implications of Implementation
Recommendations
1. Dedicate additional resources and support

for the U.S. Artificial Intelligence Safety
Institute (AISI) at NIST

2. Undergo scientific inquiry regarding risks and harms
from Al and develop evidence-based strategies and
guidelines at AISI

3. Commit to allotting grant funding for academic
institutions researching socio-technical
aspects of Al technology

4. Commit to international collaboration and global
governance initiatives to maintain geopolitical power

Regulating Al is essential not just for ensuring
fairness and accountability but also for preventing
deeper societal fragmentation and unrest. As Al
systems increasingly influence everything from hiring
practices to law enforcement, there is a real risk that
their unchecked use will disproportionately affect
disadvantaged individuals. Without strong regulatory
frameworks, Al has the potential to exacerbate
existing social and economic divides and strain
societal cohesion, creating a climate of discontent and
resentment among those left behind by technological
progress. In turn, this could fuel political instability,

as individuals who feel powerless or ignored by the
systems that govern them may turn to more radical
forms of expression or resistance. To avoid such
outcomes, we must recognize that the stakes of Al
regulation are not just technical — they are deeply tied
to the social contract. By ensuring that Al serves all
members of society fairly and justly, we can mitigate
the risks of social fragmentation and maintain stability
in a rapidly changing world.

Socio-Technical Standards

While there are numerous standards and best
practices designed to mitigate the risks associated
with traditional software and information systems,
Al systems present a distinct set of challenges that
these existing frameworks cannot easily address. Al
systems, by their nature, are dynamic; they evolve as
they are trained on data that can change over time,
sometimes in abrupt and unpredictable ways. This
volatility can lead to shifts in system functionality,
performance, and trustworthiness, creating risks
that are difficult to anticipate, let alone measure.
Moreover, Al systems are inherently complex, both in
their architecture and in the contexts in which they
are deployed. This complexity means that detecting
and responding to failures or malfunctions in real
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time can be far more challenging compared to
traditional software.

Al systems are also socio-technical, meaning they do
not operate in isolation from the societal and human
factors surrounding them. The risks and benefits

of Al technologies often emerge from the intricate
interplay between technical specifications and social
dynamics. These systems are shaped not only by the
algorithms that drive them but also by the people who
build, operate, and interact with them, as well as the
broader social context in which they are deployed. A
system that works well in one environment may have
unforeseen consequences when placed in another.
These unique characteristics of Al — its adaptability, its
complexity, and its entanglement with social systems
— make it essential that we develop new regulatory
frameworks, safety standards, and testing protocols
that address both the technical and socio-cultural
dimensions of Al systems.

The creation of the U.S. Artificial Intelligence Safety
Institute (AISI) at NIST under Biden was a crucial

step toward ensuring that Al doesn't just advance
rapidly but does so in a way that prioritizes safety

and societal cohesion.”® At the heart of AISI's mission
are two foundational principles: first, that Al can only
be truly beneficial if it is safe, and second, that this
safety must be grounded in rigorous, science-based
methods. In a landscape where Al technologies are
advancing faster than we can fully comprehend their
implications, AISI aims to address some of the most
pressing challenges, including the lack of standardized
metrics for assessing cutting-edge Al, underdeveloped
testing protocols, and a fragmented approach to Al
safety across national and global levels. In tackling
these gaps, AlSI is positioned to not only make Al
systems safer but also to help shape the best possible
Al models, ones that enhance human well-being rather
than undermine it.

AlISI's work is vital to maintaining societal cohesion,
particularly as Al becomes deeply embedded in all
facets of life. By advancing the science of Al safety,
the institute can ensure that Al systems are not
only high-performing but also fair, transparent, and
aligned with the public interest. This focus on safety
is not just a technical issue — it's a social one. When
Al models are developed without adequate safety

Leading experts from academia, civil society, industry,
media, and government convene in Paris on Feb. 6, 2025,
for the inaugural meeting of The International Association
for Safe and Ethical AL (Sameer Al-Doumy / AFP via Getty
Images)

measures, they risk eroding public trust in technology.
There are many factors that increased risks of harm
including “the tendency of training data ingested

from the Internet to encode hegemonic worldviews,
the tendency of [generative Al] to amplify biases and
other issues in the training data, and the tendency of
researchers and other people to mistake [generative
Al]-driven performance gains for actual natural
language understanding.””!

For instance, Anthropic, one of the leading companies
in Al technologies, identified ways in which generative
Al models will engage in alignment faking, i.e., model's
“reasoning” to falsely behave compliantly during
training so that it is rewarded during reinforcement
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learning and free to give a different output when
actually implemented.”? As another example, a recent
investigation found that OpenAl's “Sora’s model
perpetuates sexist, racist, and ableist stereotypes in
its results."”® Without specific standards preventing
such occurrences, the public will remain skeptical of
the trustworthiness in any of these systems. AISI's
commitment to developing standardized guidelines,
conducting rigorous testing, and fostering international
cooperation will help build a foundation for Al systems
that work for everyone. In this way, AlSI isn't just
working to advance Al; it's working to advance an Al
ecosystem that strengthens society, addresses risks
proactively, and ensures that technological progress
benefits all of us, not just a few.

Much of the humanities-based research regarding Al
has focused on the concept of Al ethics, with many
studies looking at ethical considerations for data
scientists when developing models and substantially
less examination of tangible implementation of ethical
goals.” The U.S. needs to close the gap between
humanities and technical discourses and examine
actionable measures for ensuring that abstract ethical,
cultural, and social values are integrated into the
technical development and implementation of Al.7®

A central imperative is to protect against intentional
and unintentional harms from certain Al applications.
While it is tempting to believe that Al tools are free

of bias or could be technically coded to remove bias,
existing research demonstrates the opposite.”8””
Additionally, guidelines for the implementation of
such Al tools regularly omit considerations for the
harmful impact of these Al technologies on issues
such as, but not limited to, malicious generative Al,
abuse of Al systems, distrust and reduction of social
cohesion, inaccurate assumptions of algorithmic
error rates, and other unknown or abstract ecological
and social harms.

Academic institutions are pivotal in exploring the
broader implications of Al, particularly in the realms
of ethics, social impact, and the humanities. While
much of the global Al discourse centers on technical
prowess and economic advantage, research into
the socio-technical dimensions is just as critical

for developing effective Al technologies. Countries
that focus solely on technical innovation without
considering the ethical and societal consequences

risk creating systems that are inefficient or misaligned
with long-term human interests. Realizing the current
press for halting grant funding while restructuring
review processes, the federal government still must
ensure dedicated funding for this type of research,
supporting universities in leading the way toward a
more holistic approach to Al development across all
sectors. By prioritizing this interdisciplinary research,
the U.S. can ensure its Al technologies not only
remain competitive but also align with thoughtful,
forward-thinking principles that set the standard for
innovation worldwide.

Geopolitical Considerations

On the global stage, the U.S. has historically been
instrumental in creating a rules-based international
order designed to promote democratic values, human
rights, and economic opportunity against coercion
from authoritarian governments. However, this role
has been diminished, particularly in the technology
sector, with other countries leading in laying the
groundwork for privacy rights provisions (e.g., EU) and
anti-U.S. sentiments (e.g., PRC). With the current lack
of decisive norm-setting from the United States, the
PRC has an advantageous opportunity to increase its
influence in international governance. The global leader
in Al and emerging technologies will not be determined
by the bilateral relations between the U.S. and PRC but
rather by the relations between each country and the
rest of the world.

While Trump has marched forward with withdrawing
the United States from international organizations
and agreements, these actions severely risk further
destabilizing the country’s hegemony. Now is the
time for the United States to establish itself as the
global leader in governance of emerging technologies
by taking a more active role in these international
institutions and reaffirming commitments to critical
international agreements. Additionally, the U.S. can
lead by example with Al, integrating robust ethical
considerations into Al governance, which will not only
foster innovation but also reinforce a commitment

to ensuring that technology serves the public good.
Upholding ethical standards is crucial for maintaining
societal cohesion and ensuring that Al fosters unity
rather than division.
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U.S. President Donald Trump, Secretary of Commerce
Howard Lutnick, Secretary of Treasury Scott Bessent, and
White House Al and Crypto Czar David Sacks attend the
White House Crypto Summit in Washington, D.C., on March
7,2025. (Jim Watson / AFP via Getty Images)

The PRC has already expanded its influence with
infrastructure investments in the Middle East, Africa,
and Latin and Central America through its Belt and
Road Initiative; strengthened military alliances with
both U.S. allies and adversaries; increased mis-, dis-,
and mal-information (MDM) campaigns to undermine
U.S. narratives and sow discord with U.S. partners
who are dissatisfied with U.S -led governance; and has
found new opportunities to further showcase its ability
to be a unifying force for the rest of the world as the
U.S. pulls away, as already shown by the outcome of
the 2025 Paris Al Summit.

The issue of MDM is a longstanding, growing harm
facilitated by Al systems and the perfect tool for the
information manipulation machines by foreign (and
domestic) adversarial actors. 78 Take, for instance
the PRC, which has “built a machinery of online
controls that far exceed any other countries.””®

80 As outlined in the U.S. Department of State’s
Global Engagement Center’s 2023 report, the PRC's
“global information manipulation is not simply a
matter of public diplomacy — but a challenge to the
integrity of the global information space.”® The PRC
invests billions of dollars annually on information
manipulation efforts,? 884 including using MDM to
both spread positive PRC and Chinese Communist

Party propaganda and undermine democratic nation
adversaries with targeted negative content.8% 86

The scope and scale for information manipulation
is increasingly occurring with the use of automating
and self-generating technologies,?” 8.8 making
Al-generated MDM content®® extremely difficult to
not only identify but also counter through traditional
analytical techniques.®’®2 The PRC has long engaged
in information manipulation to exert influence and
promote its national ideals, including efforts to
undermine the independence of territorial regions

in the area believed to be a part of the PRC, namely
Taiwan,®® as well as the global perceptions of these
regions’ independent power.

Moderation of online content is a pressing and
increasingly complex issue, with the sheer scale

of user-generated content complicating efforts to
effectively manage harmful or misleading information,
including that from the PRC. The poorly communicated
and short-lived establishment of the Disinformation
Board in the U.S. solidified that any attempts to involve
government in content moderation, as is the PRC's
method, will be rejected by the public. However, current
trends in content moderation make clear that voluntary
self-regulation by companies is insufficient and will
woefully fall short as more Al-generated content
becomes commonplace.

Understandably, the government has historically been
reluctant to intervene, fearing that doing so could
infringe on constitutional rights, particularly the First
Amendment right to free speech. While the potential
for governmental overreach is a valid concern, it should
not be used as an excuse to forgo more thoughtful and
effective regulation.

Instead, there are ways in which the government
could step in, not to micromanage or stifle free
expression, but to provide clear, well-defined guidelines
that help companies navigate the complexities of
content moderation. This would allow for a regulatory
framework that balances the protection of speech
with the need to address harmful content without
overstepping bounds into chilling free speech by
proxy of regulatory clarification. This would be
another opportunity for AlISI to lead the charge, with
NIST technical scientists and experts conferring
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with additional experts from academia, think

tanks, trade associations, and other public-sector
organizations to develop baseline standards for what,
why, when, and how content should be moderated.
Enforcement of these standards by private industry
could be established and maintained under AISI with
compliance enforced by the FTC.

Conclusion

To achieve sustained U.S. leadership in Al, we must
shift our focus from mere production to the quality
and ethical development and deployment of these
technologies. The PRC may be advancing rapidly in
scaling Al, but the U.S. still holds the critical advantage
in innovation — an advantage we must cultivate and
protect. As we advance these technologies, we must
prioritize their alignment with democratic values,
human rights, and societal well-being. Quality — the
thoughtful design, ethical implementation, and
long-term sustainability of Al — is what will truly
distinguish U.S. leadership in this domain. If we allow
Al to be driven solely by volume and unchecked

Social/Societal Working Group.

growth, we risk losing sight of what made our
technological advancements beneficial to humanity
in the first place.

In this context, strategic regulations and standards

are not barriers to innovation; they are necessary to
ensure that Al evolves in a way that benefits society
without sacrificing humanistic considerations or
long-term sustainability. The U.S. must find a balance,
creating an environment that encourages innovation
while safeguarding against the potential harms of Al.
The challenge we face is not simply about scaling Al
to compete with the PRC but about understanding and
shaping its broader societal impact. This moment in

Al development presents an opportunity to not only
lead in the production of new technologies but also to
steer Al toward outcomes that reflect our values and
protect our social fabric. By setting the global standard
for both responsible development and implementation,
the U.S. can ensure that Al strengthens our geopolitical
position while promoting a more equitable and

secure global future.
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Kuavo humanoid robots perform
during the opening ceremony of the
2025 Zhongguancun Forum Annual
Conference at the Zhongguancun
International Innovation Center on
March 27, 2025, in Beijing, China.
(Photo by VCG/VCG via Getty Images)

Vincent Carchidi

Introduction

.S. leadership in the development of artificial
intelligence should not be defined just by
machine learning. This paradigm, in which
artificial neural networks learn via data, is
a critical step in the progression of this technology.
Yet, machine learning is one fundamentally limited
paradigm whose shortcomings cannot be overcome
by doubling down on its incumbent techniques.
U.S. policymakers should instead reconceive of
American Al leadership as investing in and pushing
the boundaries of the next dominant paradigm
in Al. Neuro-symbolic Al,' an emerging paradigm
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that synthesizes techniques from traditional and
contemporary approaches to Al research, is the
ideal candidate in this respect. It demonstrates the
most promising path to ameliorating shortcomings
in state-of-the-art models without sacrificing

what came before.

However, U.S. officials increasingly define Al
leadership in reference to the material needs of
machine learning, namely data, computing power,
and energy. In July 2024, then-U.S. Secretary of
Commerce Gina Raimondo claimed the superiority
of American firms’ Al models “wouldn't be the case”
were U.S. export controls limiting shipments of
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advanced semiconductors to China not in place.?
Her claim implies that the linchpin of American
firms’ Al leadership is the relative accessibility of
computing power.?

Raimondo’s remark reflects a now-common
understanding among policymakers: The path to
advanced Al systems is through scale. Scaling up
the sizes of models and their training datasets — and
then shifting the “scaling up” burden to the time
during which models generate outputs — achieves
capabilities once the exclusive preserve of human
beings. Securing the necessary computing power*
and energy® to train these models is merely the cost
of entry, itself the gateway to the “Deep Learning
Revolution,” culminating in generative Al.” So ingrained
is this understanding that the U.S.-China Economic
and Security Review Commission’s 2024 report
recommends establishing a Manhattan Project-like
program for “artificial general intelligence” (AGI),
complete with executive branch authority to fund
multiyear contracts with Al, cloud, and data center
firms.8 This is echoed in analyst recommendations
to establish a national computational reserve® and
to create an AGI commission that helps businesses
access data, energy, and computing resources.™

This is not the first time that the U.S. government and
the Al industry have faced what appears to be the
threshold of intelligent machinery. In the early 1980s,
the Al systems that captured imaginations were not
neural networks but expert systems underpinned by
symbolic Al. Their seemingly inexorable rise propelled
the Defense Advanced Research Projects Agency
(DARPA) to establish the Strategic Computing Initiative
in 1983, backed by the U.S. Congress, with the

goal of creating a generic expert system capable of
underpinning multiple defense applications. While
progress in narrow applications was made, the dream
of a general system was never realized.?

A perceived inevitability accompanies machine
learning today. Yet, policymakers have the advantage
of hindsight, and with it, a picture of Al's history
crystallizes: Advancements made with a new or newly
accessible technique in certain areas leads decision-
makers to quickly perceive that the achievement of
human-level intelligence through this technique is
merely a matter of time, only to later realize that the

reality of progress in intelligent machinery is never
quite as good as it seems.®

Policymaking efforts to retain and expand American

Al leadership should not concede the future of this
technology merely to control its present because its
present is fundamentally limited. Machine learning

is not the paradigm that will, once fully realized,

secure for the U.S. an enduring leadership position

in Al. A new paradigm is needed: neuro-symbolic

Al. Rather than repeat the mistakes of the past, the
U.S. government’s role should be relatively targeted
and complementary, prioritizing shortcomings in
state-of-the-art machine learning systems ripe for
improvement in the next paradigm. Rather than pursue
AGlI, the federal government should invest in frontier
neuro-symbolic Al research by laying its foundations
through existing offices and programs like the National
Artificial Intelligence Initiative Office (NAIIO) and the
National Science Foundation's (NSF) National Al
Research Institutes.

To make this case, policymakers must understand
not only what is happening within the Al industry but
what has happened. To that end, a mixed historical,
technical, and geopolitical — but accessible — analysis
of Al's evolution is provided.

Now is the time to make this argument, as the
generative Al boom accounted for over one-quarter

of global Al-related private investments in 2023,™

with U.S. private Al-related investment coming in at a
world-leading $67.2 billion in 2023 (compared to China
at $7.8 billion).™s It also comes as U.S. federal funding
for Al research and development has more than tripled
since fiscal year 2018, with government agencies
allocating a total of $1.8 billion in 2023.% The highest
Al R&D agency requests for FY 2024 came from the
NSF ($531 million), DARPA ($322.1 million), and the
National Institutes of Health (NIH) ($284.5 million)."

Four recommendations are provided, implicating both
the U.S. Congress and the Executive Branch:

1. The NAIIO should direct the federal Al Research
& Development Interagency Working Group
to prioritize long-term investments in neuro-
symbolic Al as part of its mandate to promote
U.S. Al leadership.
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The Godfather of AI' Geoffrey Hinton, speaks at ‘Can we
control AI?’ panel during day two of Collision 2024 in
Toronto, Ontario, on June 19, 2024. (Mert Alper Dervis /
Anadolu via Getty Images)

2. The NSF should expand its network of National
Al Research Institutes by establishing an Institute
dedicated to foundational and use-inspired
neuro-symbolic Al research in a critical sector,
complete with corporate and academic public-
private partnerships.

3. Congress should fulfill the promise of the CHIPS and
Science Act by increasing federal agencies’ basic
research budgets.

4. Congress and the Commerce Department should
adopt proactive yet targeted export controls
on hardware and models in coordination with
partners and allies that are proportional to the
capabilities of Al models.

The First Two Waves of Al

Fortunately, DARPA adopted a useful conceptualization
18 of Al's technical trajectory to guide understanding

of this technology’s development, dividing it into three
stages: First Wave; Second Wave; and an anticipated
Third Wave that ameliorates the shortcomings of

the first two."™ The First Wave was dominated by
symbolic Al, characterized by systems built with

human knowledge encoded directly into the systems.
The current Second Wave is dominated by machine
learning, in which neural networks learn via data.

A historical analysis reveals not only what went

wrong in the First Wave but why it went wrong.
Concomitantly, it shows us how critical the U.S.
government's support for basic Al research was before
the ascendence of symbolic-based expert systems

led to over-promise and under-delivery. The lessons of
this history bear directly on the U.S. government’s role
in the Third Wave.

Foundations of the First Wave

The U.S. government’s role in supporting Al as it

grew from a collection of scattered research efforts
to a recognizable discipline is critical and often
overlooked. Although Al originated in the private sector,
its early growth was principally dependent on public
investments in fundamental research programs.
ARPA (later rebranded DARPA) was disproportionately
responsible for this transformation through the

1960s to the 1990s, with the initial 10-15 years of Al
funding enabling basic and interdisciplinary research
without concern for immediate applications. Over
time, additional major sources of federal support
included other Department of Defense agencies,

NIH, NSF, and NASA 2°

Early pioneers in Al included mathematician Claude
Shannon, computer scientist John McCarthy, and
then-graduate student Marvin Minsky, who was
recruited to work with Shannon and McCarthy at

Bell Laboratories. IBM's Nathaniel Rochester shared
their belief that Al showed significant promise, with
Rochester joining the 1956 Dartmouth workshop on
Al.2" The workshop'’s associated research proposal??
is considered a founding document in Al, with all four
individuals as coauthors.

That same year, the U.S. Air Force (through Project
RAND) funded nearly the entirety of Herbert Simon
and Allen Newell's work on Logic Theorist, a computer
program that could prove select mathematical
theorems. Newell went to work at Carnegie Tech

(now Carnegie Mellon University), where the Air

Force and Office of Naval Research largely funded

the projects on decision-making and problem-solving
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until the early 1960s. At the Massachusetts Institute
of Technology, Minsky and McCarthy established

the Artificial Intelligence Project in 1957. Here too,
military funding was critical, though informally
leveraged through an arrangement with the Research
Laboratory of Electronics.?®

Moreover, ARPA's Information Processing Techniques
Office (IPTO) increased funding for Stanford University
in 1965 to upgrade computing capabilities, following
McCarthy’s establishment of the Stanford Artificial
Intelligence Laboratory in 1963.24 Stanford Research
Institute’s Artificial Intelligence Center, founded in 1966,
worked on automatons that could gather, process,
and transmit data in a hostile environment, leading

to the Al-enabled robot “Shakey,” whose construction
required basic research in planning, natural language
processing, and computer vision. Funders, however,
were not satisfied despite progress,?® foreshadowing
the field's perennial discontents.

Such discontents were magnified by external scrutiny
in the mid-1970s, leading DARPA Director George
Heilmeier (taking office in 1975) to cut the agency’s
speech understanding research and become more
insistent that Al research be linked to mission-
oriented applications.?®

The First Wave's Zenith: Symbolic Al

Throughout this period, artificial neural networks
(ANNs) existed, but they were overshadowed by the
approach that dominated the First Wave: symbolic
Al.2” Symbolic systems are hand-coded with human
knowledge. Think of this feature of symbolic systems
as their defining characteristic, separating them

from other types of Al. These systems represent
human-defined knowledge using symbols, such as
words, rules, or formal logic. They do not learn this
knowledge from data. The system manipulates these
symbols to ascertain relationships between them via
the rules or logical statements with which it is innately
endowed. Symbolic Al systems thus produce human-
interpretable results.?®

The premise of symbolic Al was simple: once a
machine is given sufficient structured facts about the
world (handcrafted knowledge), dynamic intelligence
will eventually result. Too simple, in fact, as this

approach — while finding some successes in expert
systems — crashed in the late-1980s as cheap,
accessible computers supplanted symbolic-based
expert systems that required specialized hardware.?®

In the late-1970s, however, momentum was shifting
towards expert systems. IPTO Director Robert Kahn,
who took office in 1979, broke with Heilmeier in seeing
real-world promise for them. Simultaneously, there
was increasing congressional concern about the threat
posed by the Japanese Fifth Generation Computer
Systems program to U.S. technological leadership.3°
The result was the establishment of DARPA's Strategic
Computing program.

Kahn sold his vision to Congress through the promise
of specific Al-enabled applications. Interestingly,

the Japanese program powerfully influenced
congressional deliberation over Kahn's requests. This
partly owed to the publication of computer scientists
Edward Feigenbaum and Pamela McCorduck’s book
“The Fifth Generation,”' in which they call on the

U.S. government to meet the Japanese challenge.
They invoked the idea, as Colin Garvey summarizes,
that “expert systems were transforming computers
from “calculating machines” that relied on data, to
“reasoning machines” that relied on knowledge."”®2
Congress approved Kahn's plan by splitting Strategic
Computing into two major projects: one for specific
applications and another for basic research in support
of those applications.®

Research in areas like speech understanding that had
previously been cut resumed on a large scale in 1984
and persisted into the 1990s with participation from
private actors including Carnegie Mellon, MIT, and IBM.
DARPA sought to mutually hammer out performance
evaluation benchmarks between DARPA managers
and funded researchers.®* DARPA and the National
Bureau of Standards (now the National Institute

of Standards and Technology (NIST)) held annual
system evaluations with government contractor,
industry, and university participation. This enhanced
rates of adoption and commercialization, though it
may have moved away from basic research, as the
increased adoption simultaneously lowered the need
for basic research.3®
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Unfortunately, early optimism in the potential of expert
systems was unwarranted. The Strategic Computing
program’'s founders disagreed on how to best direct
its research projects. As Emma Salisbury details,

the division was between Kahn, who believed that
applications would flow naturally from a developed
technology base, and DARPA Director Robert Cooper,
who believed that specific applications would give way
to a more developed technology base.3¢

This division foreshadowed the downfall of Strategic
Computing. By 1988, the program’s ambitions were
downgraded. By 1993, it was a memory. As Salisbury
observed, it is not surprising that an initiative of such
interdependent ambition failed. While it did produce
successes in computer vision, natural language
understanding, and speech recognition, the program
failed, she argues, because of overpromise and
underdelivery. Indeed, the unusual structure of the
program positioned it for this outcome: It funded not
only specific research problems but also a multifront,
fleld-wide agenda in which progress in one area

was expected to aid the progress of another. This,

in turn, was enabled by the founders’ willingness

to see general Al as a realistic possibility through
advancements in computing power.¥”

The Second Wave (Approx. 2012 - present)

The First Wave did not see enduring success.
Handcrafted knowledge was not sufficient for the lofty
goals of Al, and symbolic Al fell out of favor. The fall of
Strategic Computing and the disappointment of expert
systems exemplify a familiar boom-and-bust cycle in
Al's history, which reverberates in the Second Wave.

The Second Wave eschews the First Wave's reliance
on handcrafted knowledge. Instead, it promotes ANNs
that learn via statistical associations of data. The
ability to learn via data is what separates ANNs from
symbolic systems.

This approach is known as machine learning. Its
premise is that the assemblies of neurons in biological
brains, with all their marvelous interactivity, can be
replicated through these artificial networks. A neural
network generates predictions about a given task (e.g.,
predicting the next word, predicting the type of object
in an image, etc.). Since the network is not generating

these predictions by manipulating human-defined
symbols, their predictions are based on their training
data. ANNs learn when a word is used or what an
object looks like based on that word'’s or object’s
distribution in their training data.

Early ANNs were shallow, consisting of a single layer
of neurons between input and output. Deep learning
simply refers to later ANNs that contain many layers of
neurons. Even here, the U.S. government’s footprint is
visible. One of the first practical instantiations of ANNs
— Frank Rosenblatt's Mark | Perceptron®® — resulted
from image recognition work® funded by U.S. defense
agencies amid broader efforts to develop automatic
target recognition.*® Deep learning pioneer and Nobel
laureate Geoffrey Hinton*! was also supported by NSF
funding in the 1980s.4?

Nevertheless, the U.S. government’s role in the Second
Wave is markedly different than its role in the First
Wave. It is a cliché that machine learning blossomed in
the private sector.®* Companies like Google, DeepMind,
OpenAl, Microsoft, and Meta are responsible for the
most recent innovations. Indeed, the U.S. government’s
distanced role in the Second Wave reflects a broader
trend. Zegart details how the peak of federal funding
for research generally as a share of GDP came in

1964, when it was at 1.9%. By 2020, it had fallen to
0.7%. Basic research funding through major sponsors
like the NIH and NSF has struggled, particularly as

the latter's budget was cut by 8% in 2024. The 2022
CHIPS and Science Act,* which was designed in part
to revitalize American basic research, was unable

to fill the gaps.*®

The mismatch between the priority that U.S.
policymakers now place on U.S. Al leadership and
funding allocations to federal agencies is a disjuncture
from Al's First Wave.

That said, one program is particularly important for the
U.S. government's role in Al research today: the NSF's
National Al Research Institutes.*¢ Program Lead James
Donlon explained that this relatively new program is
central to the U.S. government’s Al R&D strategy.#
Crucially, the Institutes adopt a “use-inspired research
framework” that seeks solutions for domain-specific
applications where current approaches fall short.#8
Institutes are encouraged to plan for long-term,
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The Team NimbRo Rescue semi-autonomus robot uses a power tool to cut through drywall during the Defense Advanced
Research Projects Agency (DARPA) Robotics Challenge at the Fairplex June 5, 2015 in Pomona, California. (Chip

Somodevilla / Getty Images)

interdisciplinary research projects that contribute to the
Al objectives in the National Al R&D Strategic Plan.*
This includes strengthening and expanding public-
private partnerships across government agencies,
non-governmental organizations, academia, and
industry.® Institutes also emphasize complementarity:
The federal government’s role is to take on “high-risk,
high-reward projects” while recognizing that the
private sector excels in advanced technology offerings,
understanding market trends, and providing access to
data and computational resources.®

The institutes’ mandate thus sidesteps the messiness
of Strategic Computing’s debate by ensuring their
domain-specificity and diffusion while also linking
basic research with applications where state-of-the-art
techniques do not suffice and emphasizing public-
private partnerships and complementarity.

The NAIIO, as well as the National Science and
Technology Council's Subcommittee on Machine
Learning and Artificial Intelligence,? oversee the Al
R&D Interagency Working Group (IWG).% The IWG,
for its part, coordinates and supports long-term
investments in Al R&D and applications geared
toward U.S. leadership and global competitiveness.>*
This, in turn, includes support for the National Al
Research Institutes.®®

The establishment of the Al Research Institutes

was mandated by the National Artificial Intelligence
Initiative Act of 2020 ,%¢ which calls on the NSF to

“lead Federal agencies in providing investments to
jump-start ... innovations through National Al Research
Institutes.”s” Indeed, the institutes are the NSF's
flagship program for foundational and use-inspired Al
research and the largest research ecosystem funded
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through partnerships between federal agencies and
industry leaders, with $500 billion in total investment
across 500 collaborative organizations globally as of
2023% and 27 institutes in operation.

Nevertheless, if the disappointments of the First Wave
are repeating in the Second, one should be able to
trace the fundamental and persistent shortcomings
of machine learning through the present day. Indeed,
these shortcomings can be identified in fundamental
areas including reasoning and planning, abstraction
and generalization, factual accuracy, and analytic
depth. This undermines Al systems’ ability to deliver
performance guarantees and provide output of
reliability sufficient to justify their critical uses,
representing a historical repeat in its own right: In
1984, criticism of Strategic Computing acknowledged
the capabilities of Al but cautioned that it “creates a
false sense of security” given Al systems’ propensity to
“act inappropriately in unanticipated situations” owing
to a “fundamental limit on their reliability."*°

Concomitantly, one should be able to detect the U.S.
government’s role in affirming the perception that
intelligence’s threshold is being crossed — and one
does, particularly in the flow of hardware and export
controls therein.

Yet, machine learning’s capabilities and limitations are
two sides of the same coin; the latter a corollary of the
former. Thus, before approaching these limitations,
we must understand the Second Wave's deep learning
revolution and its intertwining with geopolitics.

The Second Wave's Deep Learning Revolution

The deep learning revolution in part results from

the success of a computer vision model®® known

as "AlexNet” in a 2012 image recognition contest.®
AlexNet outcompeted previous approaches that

relied on manually coding features of an image® (i.e.,
symbolic approaches). It instead used the newfound
access to vast amounts of data to learn how to discern
those features during training. AlexNet marked a break,
then, from the First Wave into the Second when “[c]
omputation and scale are much more important than
human knowledge” in the construction of Al systems.®?
Think of AlexNet as a proof of concept for a realistic
alternative to symbolic Al.

During its training, AlexNet performed 4.7 x 107
floating-point operations — this merely refers to the
number of times two numbers are added together or
multiplied, though this sheer amount of computation
was enormous (roughly four-hundred and seventy
quadrillion operations!)®* Past approaches to image
recognition did not tend to be as computationally
intensive. Indeed, Central processing units (CPUs)
were not up to the task of efficiently handling these
operations. Thus, AlexNet was trained using two
graphics processing units (GPUs), a specialized chip
for high-quality image and video processing. An
emphasis, then, on data and specialized hardware was
present right from the start.

This revolution seeped into strategic reasoning Al.
In 2016, DeepMind's AlphaGo, a Go-playing system,
defeated international professional player Lee Sedol
in four out of five games,®s exceeding observer
expectations. AlphaGo accomplished this with

one foot in symbolic Al and the other in machine
learning. It linked a problem-solver search algorithm
with two deep neural networks.% The beauty lies in
the interaction between this search algorithm and
the neural nets. The search algorithm branches out
in a tree-like formation to simulate possible game
moves and pathways. The neural networks increase
the efficiency of the search algorithm by guiding

it towards higher-probability moves (those moves
that one network deemed more likely to be made
based on the current board state) and then precisely
evaluating moves.

The strength of these networks is how they were
trained. Two sources of data were involved. The first
was data of Go moves made by human expert players.
The other was data produced via self-play; that is, data
produced by the networks by playing against copies
of themselves. AlphaGo's networks were trained on

50 GPUs for one week and three weeks, respectively.®’
During runtime, a “distributed” version of AlphaGo

that leverages multiple machines used 1,202 CPUs
and 176 GPUs® — an indication that not only does the
scale of computation matter but also that specialized
hardware is demanded.

The self-play technique, formally known as self-play
reinforcement learning, took center-stage in
2017 with DeepMind's AlphaGo Zero. It defeated
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Facebook accelerates research efforts in Germany on artificial intelligence and machine learning by presenting at the Axel
Springer Award in Berlin on Feb. 25, 2016. (Kay Nietfeld / AFP via Getty Images)

AlphaGo, the system that bested Lee, 100-0 — a
stunning improvement.®°

AlphaGo Zero doubles down on deep learning.
Specifically, AlphaGo Zero's architecture was simplified
to just a single deep neural network. More than this,
the network was trained without using examples of
human expert moves. As before, the network was
trained through self-play, rewarded for wins and
punished for losses. Importantly, AlphaGo Zero still
possesses the problem-solving search algorithm. The
original interactivity between the search algorithm and
the neural network in the predecessor AlphaGo was
carried into AlphaGo Zero.”®

AlphaGo Zero's neural network was trained on both
GPUs and CPUs and used specialized processors
during runtime designed by Google.”* The emphases
on data and specialized hardware persist.

AlphaGo Zero marks a step change from IBM'’s
1997 chess-playing Deep Blue, which in part relied
on internal knowledge related to positions and lines

of attack that were hand-coded directly into the
system,”? and received significant input from human
grandmasters.” Indeed, the AlphaGo research

paper explicitly distinguishes Deep Blue's reliance on
handcrafted rules from AlphaGo's learning via data.”#

The momentum for deep learning is most evident in
natural language processing (NLP). Historically, NLP's
grand challenges relate to the Turing Test,”® in which
a computer, competing against a flesh-and-blood
human, convinces a second human it is a real person
through anonymized conversation. The successes

of the generative pre-trained transformer (GPT)
architecture changed attitudes about natural language
conversation with machines, with the transformer
invented by Google researchers in 2017.7¢ GPTs
improved with scale through OpenAl's GPT-277 and
GPT-3,” unveiled in 2019 and 2020, respectively.
GPT-3's apparent fluency is reminiscent of machines
that could pass the Turing Test.”

GPT-3's research paper explicitly emphasizes the
importance of increasing the size of the model from
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GPT-2 to GPT-3, its training dataset size and diversity,
and the length of training,® reinforcing the association
between the scale of computation and specialized
hardware with capabilities.®

November 2022's ChatGPT-3.5% was built on a
modified version of GPT-3. OpenAl released GPT-483
in March 2023. The model is widely believed to follow
the “scaling up” trend, though OpenAl declined to share
technical details.8* Nonetheless, Epoch Al estimates
that computing power for Al training increased by
almost eight orders of magnitude between AlexNet
and GPT-4.85 The emphasis on specialized hardware
persists into 2025, with major companies planning

a combined spend of $320 billion on Al and data
center build-outs.8¢

Suffusing Machine Learning and
Geopolitics

U.S. policymakers have shown increasing interest in Al
throughout its Second Wave as the accomplishments
under the deep learning revolution accrue and access
to hardware becomes intimately linked with progress.
There is a distinction, to be sure, in the scope and
urgency of U.S. Al policymaking before and after
ChatGPT-3.5, though the policy pathway paralleled the
industry’s apparent growth before this watershed.

The emphasis that U.S. officials place on restricting
the flow of Al-related hardware to China follows

the adversaries’ great-power competition. The first
administration of President Donald Trump oversaw
the escalation of a U.S.-China trade dispute that had
simmered since the George W. Bush and Barack
Obama administrations, intertwining with the Chinese
acquisition of sensitive American technologies.®’

U.S. concerns about Chinese access to advanced
semiconductors manifested with a pressure campaign
on the Dutch government, reported in January 2020,%8
to block sales of chip manufacturing technology to
China. The Dutch government decided not to renew
the export license for semiconductor equipment
maker ASML's extreme ultraviolet lithography (EUV)
machine,® over which it has supply chain dominance
(and depends partly on American technology, giving
export controls force.)®® In May 2020, the first

Trump administration amended the Foreign Direct

Product Rule (FDPR) to restrict the shipment of
semiconductors from global chipmakers to Huawei.®!

Displaying continuity,? in September 2022 the
administration of President Joe Biden instructed®®
Nvidia and Advanced Micro Devices (AMD) to cease
exporting Nvidia's A100 and H100 chips and AMD’s
MI250 chips to China — each used in Al development.
In October 2022, mere weeks before ChatGPT-3.5
debuted, the Bureau of Industry and Security®*
published an extensive array of export controls
designed to restrict Chinese firms from obtaining
advanced semiconductors and chipmaking equipment,
including a ban on the export of certain chips to China
made anywhere in the world with U.S. equipment.®®

That was pre-ChatGPT. Now, the imperative to gain
access to hardware, infrastructure, and energy is
more pronounced. ° In September 2024, BlackRock
and Microsoft®” shared plans to launch a $30 billion
private equity fund, dubbed the Global Al Infrastructure
Investment Partnership, to build data centers and
energy infrastructure to meet Al demand.®® Abu Dhabi-
based MGX, a state-backed Al investment vehicle, is

a general partner in the fund alongside Microsoft.®
Relatedly, in late 2024 Microsoft and Google reached
agreements with Constellation Energy and Kairos
Power, respectively, to purchase nuclear energy.'®

As developments unfold, the U.S. has continuously
adapted its export controls. The outgoing Biden
administration released its “Diffusion” Framework in
January 2025.7%" The Framework is comprehensive,
dividing the world into three tiers of most to least
U.S.-aligned. It also builds on its Data Center Validated
End User (VEU) program, allowing companies to apply
for National or Universal VEU applications."%?

Moreover, the U.S. has engaged allies to harmonize
restrictions on advanced chips to China. Following

the Dutch government’s January 2023 restriction on
the export of deep ultraviolet lithography machines to
China,'® the Dutch government would, in August 2024,
align itself'® with the U.S. (after some wrangling'®)

by withholding the renewal of ASMLs licenses to
service and provide spare parts for 1970i and 1980i¢
DUV immersion tools. December 2024's exemption

of the Dutch and Japanese, but not states like
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An automotive-grade chip developed by NVidia is seen at
MWC 2024 in Shanghai, China. (Long Wei / Feature China/
Future Publishing via Getty Images)

South Korea, in its application of the FDPR followed
this patchy history.’%”

U.S. officials are highly attuned to the increased
demand for advanced chips and infrastructure.
OpenAl CEO Sam Altman is trying'® to persuade
officials and investors'® to pour billions of dollars
into Al infrastructure, including financing of new data
centers® and (at one point™") a new chip-building
venture,2 to fuel the large-scale deployment of Al
systems. At the White House in September 2024,
he pitched the idea that “Infrastructure Is Destiny”
and new Al data centers costing $100 billion

each should be built — urgently — as a means of
reindustrialization.’

In November 2024, OpenAl representatives presented a
“blueprint for U.S. Al infrastructure” in Washington, D.C,
envisioning an infrastructure build-out for Al, complete
with state and federal co-created economic zones,

a National Transmission Highway Act, and a North
American Al Alliance proposal grounded in competition
with China."™ The “Stargate” data center project, jointly
announced with Trump in January 2025, might be
considered a very partial manifestation of the effort,
with government playing a de-regulatory — rather than
direct funding — role.’®

Is Machine Learning the Holy Grail?

A critical mass of American policymakers and officials,
then, are locked into the idea that the machine learning
paradigm, and more specifically deep learning, is

the future of this technology. Retaining American

Al leadership — defined by machine learning — thus
requires deference to the infrastructural needs of

its developmental trajectory; its scaling up. Altman
summarizes this sentiment: “In three words: deep
learning worked. In 15 words: deep learning worked,
got predictably better with scale, and we dedicated
increasing resources to it."1®

This view is seriously problematic, and U.S.
policymakers must confront its deficiencies. First,
headline-grabbing accomplishments are often
more limited than they appear. Second, standards
of achievement for Al systems — what counts

as a system being “capable” of something — are
dramatically lower than in traditional computer
science applications. Finally, systems that do
merit the descriptor “superhuman” are often more
isolated than promoted, not portending future
developments that can be seamlessly applied from
one domain to another.

What policymakers need today is a view of the
machine learning landscape that identifies these
shortcomings without dismissing the capabilities

this paradigm has achieved (what the architects of
Strategic Computing, and their Congressional backers,
likewise needed). This requires some level of technical
engagement. This is provided below, exploring areas
including reasoning and planning, abstraction and
generalization, factual accuracy, analytic depth, and
intellectual autonomy.

The Misperception of Boundless Innovation

An Arizona State University (ASU) research group led
by Subbarao Kambhampati''” tested the reasoning
and planning abilities of large language models (LLMs)
from 2022 to 2024, finding that they lag well behind
humans: GPT-3 exhibited “dismal performance” when
initially tested. ' A follow-up test found that, while
GPT-4 had improved performance over its predecessor
by reaching roughly 35% accuracy in a test that
requires it to generate plans for stacking blocks
("Blocksworld”),""? it averages a mere 12% success
rate in generating executable plans across domains.'?0
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Kambhampati thus likens LLMs' performances to
approximate retrieval: LLMs have access to internet-
sized datasets, yet unlike a traditional database that
faithfully retrieves data exactly as it is stored, LLMs
complete an input by reconstructing said data in

a probabilistic fashion to generate an output. The
ensuing novelty of the output merely looks as though
the model is reasoning.’’

Still, LLMs’ purported reasoning abilities often rest

on their benchmark scores. Yet, researchers Martha
Lewis and Melanie Mitchell highlight the lack of
robustness of these scores. They test the analogical
reasoning abilities of LLMs — this includes problems
that require human and LLM subjects to transfer the
abstract structure of one problem to another (e.g.,
given an original story, participants must judge which
of two separate stories are more or equally analogous
to the original).’? When models including GPT-3,
GPT-3.5, and GPT-4 are tested on variants of tasks

on which LLMs previously performed well — despite
their abstract structures remaining the same — LLMs
display “brittleness on most of the variation and biases
we tested."' LLMs' lack of robustness indicates that
when LLMs do perform on a par with humans, it is
merely because they encountered sufficiently similar
problems in their training data, whereas humans
appear capable of overcoming their biases through
‘metacognitive deliberation."124

Other problems persist in GPT-based systems.
Hallucinations — inaccurate or fictional outputs

that LLMs sometimes produce — could be an
indefinite problem.’?® Some researchers argue that
hallucinations are structural and there is no possibility
of ensuring complete accuracy even with access

to perfect, up-to-date data.’?® Additionally, even if
hallucinations were eliminated, LLMs' responses —
particularly in critical applications — still lack sufficient
analytical depth.'?”

Would further scaling up — the deep learning
revolution’s secret ingredient — remedy these flaws?
This is unlikely. Research released in April 2024
testing multimodal models — those trained on multiple
modalities other than text, like images - finds that

the increased performance of the model on a new
problem is utterly dependent on how many times the
relevant concept appears in its training dataset — and

even an exponential increase in training data yields
only linear improvements in capabilities.’® Put
simply: More training data may not be enough for
the desired capabilities.

Beyond hallucinations, the abstraction and
generalization abilities of LLMs are likewise not
adequately improved by training on multiple
modalities. GPT-4's text-only and multimodal features
lack the robust ability to form abstractions relative
to humans.’® On an abstract visual reasoning
benchmark, designed with inspiration from human
child psychology, multimodal LLMs (including
GPT-4V, Claude 3 Opus, Claude 3 Sonnet, and
Gemini) give a near-random performance, lagging
40% behind humans.™®

Finally, testing LLMs on problems related to the
pressures of their training environment and its
objective — to predict the next word based on the
statistical distribution of words in a dataset — find
that LLMs' accuracy “can indeed vary substantially”
depending on the probability of the example tested.™!
Put simply: LLMs perform better or worse depending
on the likelihood of their encountering the type of
problem during training, rather than reasoning through
them independently.

Unsurprisingly, then, LLM scores on the ARC-AGI-1
Prize™2 — a competition based on the 2019 Abstraction
and Reasoning Corpus for Artificial General
Intelligence (ARC-AGI) that assessed the capacity

for “skill acquisition” and adaptation to a changing
environment'? — are disappointing. On the public,
noncompetitive version of ARC-AGI, Claude 3.5 scores
21%, whereas GPT-40 scores 9%.134

All this points to fundamental problems in
contemporary Al. A paper co-written by Peter Voss,
who co-coined the term “AGI,""*® argues that LLMs

are premised on an approach that is fundamentally
inconsistent with the original concept of AGI. The focus
of the field “shifted from having internal intelligence
to utilizing external intelligence (the programmer’s
intelligence) to solve particular problems."’%¢ LLMs are
woefully unable to autonomously acquire new skills,
instead dependent on the instructions, guides, and
clues provided by intelligent humans to leverage the
resources they possess.

American Al Leadership Should Not Be Defined By
Machine Learning — Vincent Carchidi

159


https://www.newlinesinstitute.org

>

NEW LINES INSTITUTE

FOR STRATEGY AND POLICY

HUMAN[X]

(L-R) Jeff Seibert, Co-founder and CEO of Digits, Kevin Weil, CPO, OpenAl, and Kate Rooney of CNBC speak at the
HumanX Al Conference 2025 in Las Vegas, Nevada on March 10, 2025. (Big Event Media / Getty Images for HumanX

Conference)

Do OpenAl's ‘01’ Models Lay Our Fears to Rest?

To be sure, recent developments ostensibly aim to
cure Al's ailments. OpenAl's newest “01"%” models
are allegedly capable of “reasoning.”'® The company
says its o1-preview model performs comparably to
doctoral students on benchmark challenges in physics,
chemistry, and biology.™® Both reinforcement learning
and “chain-of-thought” (CoT) reasoning are used

in 01's design and training.'® CoT is a technique in
which a model is prompted to break down problems
into “intermediate natural language reasoning steps
that lead to the final output™* (i.e., breaking down a
problem step-by-step).

OpenAl declined to share architectural details about
o1. Plausibly, a modified version of an LLM (e.g.,
GPT-40) is pre-trained on data of CoTs; examples of
useful reasoning steps expressed via natural language.
This model is now capable of predicting the most likely
CoT based on the given prompt — think of this as the
distribution of CoTs. A reinforcement learning model

is then coupled with the modified LLM to hone the
distribution of CoTs. Using a specified reward signal

(a la AlphaGo Zero), this model generates, selects, and

extends a CoT, effectively prompting itself to lengthen
the reasoning steps, refining its selection over time.42

Whatever the case, when o1 responds to end-users’
queries, the response times are unusually lengthy
because it is expanding the steps in the “thought
process” for improved accuracy. Thus, OpenAl did
not move away from the “scaling up” trend but
instead applied it to the time during which the model
generates outputs.?

The reasoning models are both sufficiently different
from earlier LLMs to justify a delineation between
them and fundamentally deficient in the ways outlined
above. The visible throughline is an improvement along
some capability measures — say, higher scores on
benchmarks — without concomitant improvements

in reliability and performance guarantees, factual
accuracy, reasoning (names notwithstanding),
planning, analytical depth, and so forth.

On a public (non-competitive) version of the ARC-AGI-1
test, o1-mini scored 13% and o1-preview scored 21%
(equal to Claude 3.5s, though higher than GPT-40's
9%).1* ARC Prize co-founder Mike Knoop explained
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that the extended CoT prompting does improve the
model’s ability to adapt to novelty, though o1-preview’s
parity with Claude was achieved by taking nearly 10
times longer.™® (On “03,” see below.)

Furthermore, Apple researchers tested 25 state-
of-the-art LLMs, including the o1 models, on their
logical reasoning capabilities. The researchers did
this cleverly: They took a grade-school mathematics
benchmark and generated new variants of its
mathematical reasoning problems, allowing the
researchers to test LLMs through various setups of
the questions (much like Lewis" and Mitchell’s tests
above). For example, one experiment changed the
proper nouns (e.g., names) and the numbers of a
problem without changing their actual meanings.
Other experiments inserted additional clauses into the
problems, some relevant and others irrelevant to their
required reasoning steps.™¢

On problems where clauses were inserted to increase
the difficulty of the problem, all models exhibited
performance decreases and variance increases —
accuracy diminished, variability ticked up. The rate at
which accuracy dropped increased in tandem with
the increasing difficulty of the problem. The models’
pattern-matching is simply less robust as difficulty
increases.™ When irrelevant, inconsequential clauses
were inserted into problems, all models exhibited
“catastrophic performance decline,"#¢ indicating that
models are reliant on pattern-matching the data on
which they have been trained.

Interestingly, this research converges on other work in
finding that o1-mini and o1-preview exhibit significant
improvements over earlier LLMSs, yet retain their
fundamental shortcomings. The Apple researchers
carefully note that o1-preview is not prone to the
same type of performance drop and variance on
difficulty increases as o1-mini and other models. Yet,
both models show a significant performance drop on
those problems where irrelevant clauses are inserted
into the problems™® — indicating a lack of genuine
logical reasoning. Similarly, the researchers who found
that LLMs" accuracy is susceptible to the probability
of a given task found that the o1-preview shows
‘substantial improvement” over previous LLMs, but it
continues to exhibit the “same qualitative behavioral
patterns that we observed with other LLMs."1%° As

other researchers poignantly note, these so-called
foundation models “do remain interestingly fragile,
especially to unforeseen situations.."’®

Similarly, the ASU research group tested o1's ability to
plan, showing a marked improvement over past LLMs.
Testing on three variants of the Blocksworld test,
o1-preview performs exceptionally well on the version
with complete knowledge of the problems (97.8%
accuracy), less well on a version with incomplete
knowledge (52.8% accuracy), and a poorer result on
an altered, randomized version of the test (37.3%
accuracy). These results blow LLMs like Claude 3.5
Sonnet out of the water.™2

Yet, the retainment of fundamental limitations
continues, this time with a First Wave twist. Contrast
o1-preview's performance on Blocksworld with a far
cheaper, less computationally intensive symbolic
planner. This system, Fast Downward,'® achieves
100% accuracy on all Blocksworld planning tests —
perfect scores across the board. The researchers
emphasize that Fast Downward accomplishes this

in “a fraction of the time, compute, and cost, while
providing guarantees that their answers are correct."1%*

That last part is worth our focus. The deep learning
revolution is accompanied by a lower standard of
achievement for Al systems; they are often claimed
to possess a capability, yet they are unable to
guarantee the performance that would be expected
of said capability. An LLM “can” provide factual,
conversation-like text, but it cannot do so reliably;

a “reasoning” model like o1-preview “can” plan but

it cannot match the performance of a preceding
system — in what sense can both Fast Downward and
o1-preview “plan?” Computer science applications

are traditionally expected to provide “performance
guarantees."’® Deep learning systems often do not.’®

The Second Wave's mantra is that models like

o1 may lag behind systems like Fast Downward

in narrow domains, but these are more general
models — capable of more than mere planning. Yet,
fundamental shortcomings persist as costs of entry
rise. New models do not summarily move in a single
direction. Nor do models that achieve new capabilities
offer performance guarantees one expects from their
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narrower symbolic predecessors or from a system
deserving of the name “artificial general intelligence”

Note on Confusion Surrounding OpenAl’s “03”

In December 2024, OpenAl announced its ‘03"
model.’™” Partnering with ARC-AGI, it is claimed that
the model effectively conquered the benchmark with
a score of 87.5% using “high-compute” and 75.7% with
lower compute.’® For our purposes, 03 is directionally
significant — it likely extends the qualitative trend in o1
of limited adaptation to novelty, but without resolution
of fundamental shortcomings.

Public commentary®® produced confusion about these
results. Like 01, 03 was tested on the public ARC-AGI
leaderboard. Public leaderboard scores are verified
against a semi-private evaluation set to produce a final
score.’™ This is the weaker version of ARC-AGI given
that some exposure to the data on which the model

is tested is assumed to have leaked into its training
(thus potentially inflating its score). The claim that it
“solved” ARC-AGI-1 is inaccurate absent testing on the
private evaluation set.

The high score also excludes compute restrictions,
limiting its significance to novelty-adaptation under
uncertainty'®! — that it required this compute indicates
the system cannot bootstrap its way into new
solutions for problems without a helping hand, so to
speak. Additionally, OpenAl explicitly trained 03 on the
publicly available training dataset'®? — this is a standard
practice in machine learning, though inconsistent with
the open-ended generalization ARC-AGI is designed

to test (doing so effectively undermines the goal of
testing a model's ability to acquire new skills for new
problems, as it has trained on sufficiently similar data).

Thus, 03 is directionally significant, but this does not
point toward resolving fundamental shortcomings
given its training, its excessive compute, and secrecy’s?®
over its architecture (making a fuller evaluation
difficult).’®* External testing will likely indicate the
directional significance in o1.

Nevertheless, 03's design may be moving in the
neuro-symbolic direction (ARC founder Frangois
Chollet believes it already is neuro-symbolic'®®). Public
spasms of euphoria and doom should not distract

Open AI CEO Sam Altman delivers a speech during the
“Transforming Business through AI” event in Tokyo, Japan,
on Feb. 3, 2025. (Tomohiro Ohsumi / Getty Images)

policymakers from understanding that much more
work needs to be done — the capability measures that
have marked Al's progress from AlexNet to 03 are not
sufficient for enduring American leadership.

The U.S. Can Lead the Third Wave of Al

A Third Wave of Al development is needed: The
strongest contender for this is neuro-symbolic Al. This
approach seeks to build on the strengths of the first
two waves while mitigating their shortcomings.

Scientific revolutions tend to exhibit a
‘conservativism™% in that they preserve the

things worth preserving in earlier paradigms

while simultaneously transforming the current
understanding. The first two waves produced
techniques worth preserving. Indeed, Artur d'Avila
Garcez and Luis C. Lamb argue that neuro-symbolic
Al should be the Third Wave in which symbolic

and neural techniques are coupled to progress on
foundational issues.™’

Precedents exist for neuro-symbolic Al, though they
are underplayed.

Researchers explicitly describe DeepMind's
AlphaGeometry — a theorem-proving model — as
neuro-symbolic, as it links a rule-based (symbolic)
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David Ferris, global head of Cohere, Dan Tadross, head at Scale Al and Jim Mitre, vice president and director of RAND
Global, testify at the Senate Armed Services hearing on artificial intelligence cyber capabilities, on March 25, 2025, in
Washington, DC. (Al Drago/Getty Images)

engine with a generative language model (neural)."®®
AlphaGeometry 2 and AlphaProof'® follow this
hybrid'”® design. Gary Marcus'" suggests that
DeepMind's protein structure-predicting AlphaFold™”2
— of recent Nobel'”® prestige — also possesses a
(downplayed) neuro-symbolic structure.

Meta's'* Cicero, built to play the strategy game

(and longstanding Al challenge) Diplomacy,"® is a
beautifully hybrid system, a collection of specialized
modules acting within a prespecified and hierarchical
structure to handle planning, intent-formation,

and communication with other players.’”® Echoing
Deep Blue, input from expert human players was
substantively integrated into the construction of

the system — not a case of mere learning from

the data and scaling up the model. Even AlphaGo,
Henry Kautz argues, is a “prototypical” example of
neuro-symbolic Al in its coupling of a problem-solver
search algorithm with a neural network."”” Despite the
description of AlphaGo Zero as starting “tabula rasa"”®
by DeepMind researchers, Marcus correctly points
out that the search algorithm was built-in rather than
learned from the data.’”®

Finally, the ASU research group put forward a
“‘generate-test” framework in which LLMs are inserted
in a loop with a symbolic verifier, allowing the LLM to
generate outputs and then improve their generation
using the verifier's feedback as it checks their answers.
This framework couples the expressiveness of

LLMs and their ability to translate problems between
formats (i.e., their relative open-endedness) with the
domain-specific verifier to guarantee their accuracy
(i.e., performance guarantees in critical domains). The
generate-test framework improves LLMs' performance
and is applicable to the 01 models."8

Existing U.S. Government Interest
in Neuro-Symbolic Al

By choosing neuro-symbolic Al, policymakers are

in good company. DARPA established its Assured
Neuro Symbolic Reasoning (ANSR)'8! program in
2022, seeking to “integrate symbolic reasoning with
data-driven learning to create robust, assured, and
therefore trustworthy systems” and “repair defects
in state-of-the-art " machine learning. This follows
DARPA's 2018 announcement that it would $2
billion in Third Wave Al systems capable of adapting
to new contexts.'82
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The NSF has expressed (comparatively limited)
interest in funding neuro-symbolic research. A 2023
program solicitation for National Al Research Institutes
detailing the needs of next-generation Al systems lays
out three goals: grounding (understanding and robust
engagement with concepts and an ability to reason
over them), instructibility (effective human control),
and alignment (operations consistent with objective,
domain-specific truths and human intentions).8
Neuro-symbolic Al is listed as one possible approach
to accomplishing these goals. The reason bears on
the lack of responsiveness of data-centric models

to these goals without verifiable confidence in

future breakthroughs through these techniques.’®
Deep neural networks and the generative models

they have spawned cannot guarantee reliability

and explainability.®

In July 2021, the NSF Division of Information and
Intelligent Systems awarded University of South
Carolina Al researcher Amit Sheth a $139,999 grant
based on a proposal that explicitly invokes the first
two waves of Al, arguing that neuro-symbolic Al is the
foundation of the Third Wave."® The project focuses
on the use of “knowledge graphs.” Such graphs, as
Desta Hagos and Danda Rawat note, represent the
relationships between bits of information, thereby
serving as a “structured network of interconnected
concepts and entities."1®”

An interesting, if subtle, linkage exists between
Sheth's NSF-funded work and the Al Research
Institutes. In the special issue of "Al Magazine” in
which Institute Program Director James Donlon
explained their significance, an article coauthored by
Sheth and Manas Gaur appears as an issue highlight.
The subject: the coupling of generative language
models with symbolic techniques (e.g., knowledge-
infused ensembles of language models) for critical
applications in health care.’®®

Echoes of the U.S. government’s role in the
foundations of the First Wave reverberate. The goal
is to stake out suitable paths forward today without
succumbing to earlier perils.

The following message thus drives the
recommendations below: American Al leadership is
increasingly defined by machine learning. Deference

to the infrastructural needs of this technology (and
others) has its benefits — including shoring up
domestic semiconductor manufacturing capacity'®®
and a 19% projected increase in the U.S's capture

of private-sector investment in wafer fabrication

from 2024-2032 thanks to the CHIPS Act™? - but
algorithmic- and architectural-level breakthroughs will
be needed to expand American Al leadership; new
ideas, not just new chips.

Recommendations for U.S. Al Leadership

Four recommendations reconceive U.S. Al leadership
according to this understanding:

1. The National Artificial Intelligence Initiative Office
should direct the Al R&D Interagency Working
Group to prioritize neuro-symbolic Al.

The federal Al R&D Interagency Working Group's
mandate to promote long-term Al investments
that conform with U.S. Al leadership should

be leveraged to promote neuro-symbolic Al.

The NAIIO, together with the Subcommittee

on Machine Learning and Al, should therefore
direct the IWG to prioritize investments in neuro-
symbolic techniques.

Such investments should be conceived as

laying the foundations for U.S. leadership in the
Third Wave, targeting deficiencies in Al systems
like factual accuracy, reasoning, and planning,
abstraction and generalization, and explainability.
These investments should simultaneously be
seen as pathways to models capable of robustly
supporting applications.’?

2. The National Science Foundation should
establish a national Al research institute for
neuro-symbolic Al.

Per the National Al Research Institutes’
development thus far,’®? a new institute should be
established for neuro-symbolic research with an
investment worth up to at least $20 million over
flve years. The purpose of this institute would be to
complement existing work in the private sector by
bringing together different research traditions while
also expanding the reach of basic neuro-symbolic
research for socially relevant applications.

An institute for neuro-symbolic Al should engage in
public-private collaboration in earnest, prioritizing
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those actors willing to collaborate on innovative
research in this emerging paradigm. Corporate
partners like Meta and Google DeepMind, which
are notable for their willingness to invest in neuro-
symbolic research across strategic reasoning
(Cicero and possibly AlphaGo), mathematics
(AlphaGeometry and AlphaProof), and even
biological research (AlphaFold), are leading
contenders. Equally important are academic
partners like Carnegie Mellon, the University of
South Carolina, and others. Finally, since the Al
Research Institutes emphasize collaboration with
international researchers,™® forming alliances with
researchers and organizations within likeminded
states is worthwhile.

Importantly, an institute for neuro-symbolic Al
should avoid the pitfalls of Strategic Computing
and the perils of over-ambitiousness in program
and research design. Such an institute should
decidedly not aim for AGI, conceived as the
hypothetical endpoint of Al. Instead, basic
research should be linked to applications in critical
domains where current approaches fall short
while ensuring its diffusion across the research
ecosystem. Fortunately, the Al Research Institutes,
pursue the U.S’s Al objectives in part through
complementarity with the private sector (taking
high-risk, high-reward projects) and in part through
use-inspired research that takes this link seriously.

The matter cannot be settled here, but critical
applications in health care — including tasks
related to mental health counseling, diagnostics,
and clinical guidance, among others — are prime
targets for neuro-symbolic research. These should
be seriously considered in the establishment of an
institute for neuro-symbolic Al

The U.S. Congress should fulfill the promise of
the CHIPS Act by increasing federal agencies’
basic research budgets.

The budget cuts for basic research funding at
agencies including the NSF, NIH, and DoD — contra
CHIPS Act expectations — should be reversed.
These agencies must have the funds necessary
to not only continue to reap the benefits of Al's
Second Wave but also invest in foundational
research of a sufficiently interdisciplinary nature
for its Third Wave.

There is historical precedent for the U.S.
government over-indulging in Al R&D, with Strategic
Computing being the archetypal example. The

U.S. must take steps to avoid this fate again

in a renewed era of great power competition
without losing the vibrancy of its federal research
ecosystem. The force of these recommendations
is that bodies like the NAIIO and the NSF can
secure American leadership in the Third Wave by
complementing the progress made in the Second;
acting as a source of “patient capital”’®* that firms
up the foundations of American power'?® by wisely
investing the resources it possesses today so that
it has that same luxury tomorrow.

The U.S. Congress and Commerce Department
should adopt proactive yet targeted export
controls on hardware and models in coordination
with partners and allies.

The U.S. Congress and Commerce Department
should ensure that its export controls on
hardware or models are aggressively proactive
yet targeted, proportional to the actual
capabilities of the Al systems they enable or
constitute, and implemented in coordination with
partners and allies.

Export controls are effectively a time-buying
mechanism;'® a necessary tool to blunt Chinese
firms’ efforts to develop Al models on the scale
of their American counterparts. By leading the
Third Wave, however, the U.S. can achieve two
goals simultaneously: curb Chinese companies’
advancements in machine learning — effectively
restricting them to the Second Wave — while
laying the foundations to reap the benefits of
neuro-symbolic Al.

It also, by implication, positions the U.S's frontier
research to effectively surmount the longer-
term diminishing returns of export controls as
innovations beyond compute- and data-intensive
machine learning unfold.

These recommendations should not be seen as
exhaustive. Nor, furthermore, should U.S. policymakers
expect the Third Wave to be free of hype cycles.

When and if this time comes, it will be incumbent

upon U.S. policymakers to be more vigilant in
identifying persistent shortcomings in state-of-the-art
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neuro-symbolic models and begin looking to the
future. But the neuro-symbolic train has not yet
left the station.

Conclusion

A classic gripe in the machine learning community
today is that Marvin Minsky, that pivotal figure in
early Al, was so disinterested in the use of ANNSs,
rather than his favored rule-based systems, that his

near-ideological resistance set the field back decades.

Imagine, the gripe goes, if neural nets were given
their due in the 20 century — LLMs may have been
decades old by now!

Putting aside the usual rebuttal to this — that the
scaling up required to bring neural networks to their

current glory depended on access to hardware that did
not exist in Minsky's heyday — the message is clear:
Over-indulgence in fundamentally limited symbolic Al
harmed the field.

Today, the field risks nurturing a generation of Minskys.
This time, machine learning is favored above all

else. Their original message, however, remains true:
over-indulgence in a fundamentally limited paradigm
harms the field. Al is now in the spotlight, a critical
technology'®” that promises to be the crown jewel of
American technological leadership — such indulgences
can no longer be afforded.

America has the resources and the will to lead in Al
It should not squander its opportunity by mistaking
machine learning for this technology’s endgame.
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