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Executive Summary

Although threats against infrastructure are hardly a 
new issue, recent warnings about a resurgence of 
terrorist threats to the U�S� power grids have come 
from members of the U�S� Congress, government 
agencies like the U�S� Department of Homeland 
Security (DHS) and Federal Bureau of Investigation 
(FBI), and academic researchers� Ranking high 
among the various threats to the U�S� power grid is 
the threat of physical attacks by violent extremists� 
Both far-left and far-right domestic violent 
extremists (DVEs) pose threats to the transmission 
and distribution components of the U�S� power grid 
(hereafter “transmission grid”)�

The transmission grid has three main vulnerabilities 
that violent extremists may seek to exploit:

1. Physical: damage to exposed equipment 
and infrastructure� 

2. Cyber: machine failures induced through 
computer-based disruptions, such as malicious 
software and denial-of-service attacks�

3. Personnel: including both direct physical 
attacks on transmission grid workers, as well as 
attempts to establish malicious insiders within 
the workforce through recruitment/radicalization 
and infiltration.

Of the three attack options, DVEs such as violent 
white supremacists, violent militia extremists, 
and violent eco-extremists are most likely to favor 
physical attacks� This is due to their familiarity with 
the technical capabilities and other operational 
tradecraft necessary to plan and execute physical 
attacks as well as ideological beliefs that inform 
attack strategy and operational behaviors� 
Although physical attacks are likely to be directly 
executed by people, there are signs that DVEs are 
engaging in operational innovations and could 
eventually incorporate aerial drones into attack 
planning and execution�

The authors’ research – based on chat groups,1 
ideology, and conspiracy theories, as well as 

narratives that inform targeting preferences,2 
recent terrorist plotting arrests, and attack 
capability – indicates that violent far-right 
extremists are the most likely DVEs to physically 
attack the transmission grid and cause the most 
damage� The two submovements demonstrating 
the greatest intent and capacity to carry out 
physical attacks against the transmission grid 
are white supremacists and militia extremists� In 
addition to an ideologically motivated openness 
toward generating casualties, their well-established 
record of extensive possession of and training with 
caches of firearms, incendiaries, and explosives 
means that violent far-right attacks will likely 
continue to manifest in the form of shootings, 
arsons, and bombings�

Compared to violent far-right extremists, far-left 
extremists pose a much lesser (but nontrivial) 
potential threat of physical attacks against the 
transmission grid� The violent far-left extremists 
most likely to target the transmission grid are 
violent eco-extremists, violent left-wing anarchist 
extremists, and violent far leftists primarily 
motivated by social causes, such as anti-war and 

Workers repair damage following an attack on two Duke 
Electric power substations in Carthage, N.C. The attack 
left tens of thousands without power in Moore County 
on Dec. 05, 2022. (Peter Zay / Anadolu Agency via Getty 
Images)
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Introduction

Often called the “world’s 
largest machine,”3 the 
U�S� electric grid is one 

of humanity’s most impressive 
engineering accomplishments� 
However, it is also aging and 
highly vulnerable to numerous 
human-made and natural disasters, 
ranging from accidents at power 
stations to extreme weather events 
like the 2021 severe winter storms 
that led to the statewide electric 
infrastructure failure in Texas�4 

Interrupted service can disrupt daily 
routines, impose severe economic 
costs that impact livelihoods, and 
effectively threaten lives by cutting 
off access to emergency services 
and residential heating/cooling 
during severe temperature events� 

Ranking high among the various 
threats to the U�S� power 
grid is the threat of physical 
attacks by violent extremists 
motivated by various ideologies� 
The threat is not a new issue; 
members of the U�S� Congress,5 
government agencies like the 
U�S� Department of Homeland 
Security (DHS) and Federal 
Bureau of Investigation (FBI),6 
and academic researchers7 have 
warned about resurgent terrorist 
threats to critical infrastructure, 
including the power grid� 

(Justin Sullivan / Getty Images)
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anti-racist movements� While there is currently 
a lull in attacks specifically against the electrical 
sector, violent far-left actors continue to merit 
attention because, to the extent they pose a violent 
threat, they have targeted other aspects of the 
wider U�S� energy sector (e�g�, attacks against 
pipeline projects), which could expand into resumed 
targeting of the transmission grid� Any future 
physical attacks against the transmission grid 
are most likely to manifest in arson attacks and 
so-called monkey wrenching – acts of sabotage 
such as cutting wires or removing screws, nuts, 
and bolts from support structures� Far leftists have 
technical familiarity with these attack methods, 
and they tend to favor acts of sabotage directed at 
property rather than people due to an ideologically 
motivated aversion to generating casualties�

Although violent far-left and violent far-right actors 
are not known to have committed cyberattacks 
against the power grid, including its transmission 
and distribution components, this may become 
an increasingly attractive attack option over time, 
especially in simultaneous use with physical 
attacks� This is due in part to actors’ active online 
presence, as well as the growing availability of 
Malware-as-a-Service and Infrastructure-as-a-
Service offerings in illicit/illegal cybermarkets 
that effectively outsource and rapidly scale up 
capabilities at minimal cost to the buyer� The 
potential impact of this threat is compounded 

by the growing use of artificial intelligence and 
machine learning methods among malware 
creators and cyberattackers�

Finally, insofar as threats to personnel are 
concerned, there is no evidence to currently 
suggest transmission grid workers are targeted for 
violence by violent extremists (either far-right or 
far-left)� Currently, there are also no known cases 
of extremist insider threats within the transmission 
grid sector� However, given the lack of data on 
insider threat cases and the known nontrivial 
presence of extremists (particularly violent far 
rightists) in other parts of the wider energy sector, 
this possibility cannot be easily dismissed�

Policy Recommendations

To guard against and mitigate potential DVE threats 
and attacks against the U�S� electrical sector, 
policymakers in government should consider 
these recommendations:

 ■ Update practices related to insider threats� 
 ■ Improve planning for future threats� 
 ■ Expand data-driven approaches to risk 
assessment and resource allocation� 

 ■ Support further research on violent extremist 
targeting of critical infrastructure, including 
electrical sector assets and personnel�

https://www.newlinesinstitute.org
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Defining Scope,  
Key Terms, and Concepts

“Power Grid,”  
“Transmission Grid,”  
and “Critical Infrastructure”

In its most basic form, any electric 
power grid is composed of three 
parts: electricity generation, 
transmission, and distribution� 
What is often referred to as the 
U�S� electric grid (hereafter “the 
power grid”) is an enormous web 
of power stations, transmission 
lines, and distribution entities 
spanning across the entire lower 
48 states of the continental United 
States, the majority of where 
Canada’s population lives, and the 
far northern part of Baja California, 
Mexico, that encompasses major 
cities such as Tijuana and Mexicali�8 

The U�S� power transmission grid 
(hereafter “transmission grid”) is the 
focus of this brief� The transmission 
grid refers to the transmission 
and distribution components 
of the wider U�S� power grid 
and includes millions of miles 

of high- and low-voltage power 
lines, as well as approximately 
55,000 to 65,000 transformer 
substations�9 The transmission grid 
is vulnerable to attacks by violent 
extremists� By comparison, power 
stations generating electricity are 
generally better defended, and 
violent extremists historically 
have attacked and plotted against 
them less often�10

The transmission grid collectively 
falls within what federal legislation 
calls “critical infrastructure,” a term 
used to describe “systems and 
assets, whether physical or virtual, 
so vital to the United States that the 
incapacity or destruction of such 
systems and assets would have 
a debilitating impact on security, 
national economic security, national 
public health or safety, or any 
combination of those matters�”11 

Violent Extremist Vulnerabilities 
of the Transmission Grid

A study published in 201212 by the 
U�S� government-funded National 
Research Council, “Terrorism 
and the Electric Power Delivery 

System,” identifies three types 
of vulnerabilities that violent 
extremists can exploit to attack the 
transmission grid: 

1. Physical: damage to exposed 
equipment and infrastructure� 

2. Cyber: machine failures induced 
through computer-based disrup-
tions, such as malicious software 
and denial-of-service attacks�

3. Personnel: including both direct 
physical attacks on transmission 
grid workers, as well as attempts 
to establish malicious insiders 
within the workforce through 
recruitment and infiltration.

Violent extremists exploiting 
physical vulnerabilities of the 
transmission grid were the most 
prevalent threat manifestation in 
the past and appear to be the most 
likely means of attack in the present 
and near future� However, the 
authors will also discuss cyber and 
personnel vulnerabilities insofar as 
how they potentially intersect with 
and/or coexist as potential attack 
options alongside physical assaults 
on transmission grid infrastructure�

https://www.newlinesinstitute.org
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Domestic Violent  
Extremists (DVEs)

The authors have adopted the 
U�S� intelligence community’s 
definition of a DVE, which is 
an actor “based and operating 
primarily in the United States 
without direction or inspiration 
from a foreign terrorist group or 
other foreign power and who seeks 
to further political or social goals 
wholly or in part through unlawful 
acts of force or violence�”13 This 
definition is largely focused on 
analyzing government actions and 
is tailored to audiences interested 
in federal-level policy� Furthermore, 
this definition is based on a 
comprehensive threat assessment 
that was produced in consultation 
with government departments 
and agencies that typically have 
led efforts to combat terrorism 
and violent extremism within U�S� 
borders, including the Department 
of Justice and the DHS� Therefore, 
the authors interpret this as a U�S� 
government-wide “consensus” 
definition, or at least a reasonably 
close approximation of one� 

In addition to their potential 
physical threats to the transmission 
grids, with the exception of 
violent white supremacist/white 
nationalist extremists, the other 
listed ideological submovements 
have been underexplored in 
recent relevant studies on violent 
extremist threats to critical 
infrastructure�14 The authors’ focus 
on DVEs means nonstate actors 
considered in U�S� government 
policies as “foreign-inspired” 
(e�g�, nonstate transnational 
terrorists, and “homegrown” violent 
extremists15 aligned with al Qaeda, 
the Islamic State, or al Shaabab, 

among others) are outside the 
scope of this publication�  

Background

A Brief History of Domestic 
Violent Extremist Attacks 
Against the Transmission Grid

A 2016 study from the National 
Consortium for the Study of 
Terrorism and Responses 

to Terrorism (START) at the 
University of Maryland found 
violent extremists conducted over 
2,000 attacks against all three 
elements of the U�S� power grid 
between 1970 and 2015� Most 
of those attacks, however, were 
directed at its transmission and 
distribution components and 
conducted by actors who would 
be classified under current federal 
policy as DVEs� DVE targeting 

Key Far-Right and Far-Left Groups
Based on recent past and/or present attempts to physically 
attack the U�S� power grid, the authors have focused on 
these subsets of DVEs:

Far Right

 ■ Violent white supremacist/white nationalist extremists: These 
are actors who believe “white” people are genetically, morally, 
and/or culturally superior to all other races� They also tend to be 
overwhelmingly antisemitic, anti-immigrant, and express intense 
hatred toward sexual and gender minorities as well as individuals they 
deem as “parasites” upon society, such as people without housing�

 ■ Violent militia extremists: A subset of the wider far-right 
antigovernment extremist movement, they are primarily mobilized 
by intense fear and loathing of government actors – especially 
those representing the federal government� They tend to emphasize 
paramilitary training and organizational structure in reaction to what 
they see as government threats to citizens’ constitutional rights�

Far Left

 ■ Violent eco-extremists: These are actors motivated by the intent 
to reduce or end harm and destruction of the environment (both 
perceived and real), including all parts of the ecosystem�

 ■ Violent left-wing anarchist extremists: These are actors who 
“oppose all forms of capitalism, corporate globalization, and governing 
institutions, which are perceived as harmful to society�”

 ■ Other: These are individuals adhere to left-wing ideologies but are 
not primarily motivated by anarchist beliefs or ecological concerns� 
This category includes Black nationalists and anti-pro-life extremists�

Sources: Office of the Director of                                               
National Intelligence, author definitions                                  © The New Lines Institute for Strategy and Policy
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of the transmission grid using 
small-scale attacks against 
electrical sector targets (primarily 
electric substations, transformers, 
and high-voltage transmission 
lines) has continued over 
the past decade�16  

So far, these attacks and 
aspirational terrorist plots have had 
limited impact in terms of directly 
disrupting service� The extremists’ 
goals, however, are to cause 
local or widespread blackouts 
and disrupt the daily operation 
of society� For far-right violent 
extremists, these attacks are 
often directly connected to wider 
operational plans toward a desired 
strategic end goal of overthrowing 
our current system of government� 
For far-left violent extremists, 
such as eco-extremists, the goal 
is often much narrower, such as 
drawing attention to a particular 
issue (i�e�, reliance on fossil fuels, 
climate change, corporate greed, or 
generating pollution)� 

Several vandalism and sabotage 
incidents against electrical 
substations and transformers 
remain unsolved; thus, perpetrators’ 
motives remain unknown, but the 
possibility of connections to DVEs 
remains open�17 For example, 
on April 16, 2013, snipers shot 
more than 100 high-powered 
rifle rounds at several electrical 
transformers at the Metcalf 
substation near San Jose, 
California�18 The perpetrators then 
scaled down into an underground 
vault and cut phone cables, 
which took out phone service, 
including 911 communications, 
in the surrounding area�19 The 
case remains unsolved to this 
day but served as a watershed 

moment for the physical security 
of transmission grid assets� 
There have been no claims of 
responsibility related to these 
criminal acts, unlike in past years�20 
Nevertheless, this attack, among 
others, used tradecraft similar to 
other vandalism and sabotage 
incidents directly attributed to 
past DVE plots and physical 
attacks against U�S� critical 
infrastructure in general� 

U.S. Government and 
Industry Security Measures

Federal policies seeking to secure 
the transmission grid from violent 
extremist attacks start with 
defining “critical infrastructure.” 
This definition and similar 
articulations of it in other federal 
policy publications establish 
the foundation for the current 
U�S� government-wide strategy 
to protect critical infrastructure, 
the 2013 National Infrastructure 
Protection Plan (NIPP 2013)� 
NIPP 2013 – an evolution of 
other NIPPs published in 2006 
and 2009 – among other things 
categorizes critical infrastructure 
into 16 unique sectors, including 
the energy sector, which includes 
transmission grid security� While 
the DHS’s Cybersecurity and 
Infrastructure Security Agency 
(CISA) is the federal entity in 
charge of coordinating all critical 
infrastructure security and 
resilience efforts, under NIPP 
2013 the Department of Energy 
(DOE) is the lead agency for the 
energy sector21 and developed 
a sector-specific plan in 2015 in 
conjunction with DHS�22 On Dec� 
17, 2020, CISA published four NIPP 
Supplemental Tool publications 
intended as “resources that can 

be used for members of the 
critical infrastructure community 
as they implement specific 
aspects of the plan�”23

In addition to interdepartmental 
coordination and action, the 
federal government also regularly 
engages nongovernmental 
actors responsible for the daily 
operation and maintenance of the 
transmission grid� At the national 
policy level, this is largely mediated 
through the relationship between 
the Federal Energy Regulatory 
Commission (FERC) and the 
North American Electric Reliability 
Corporation (NERC)� FERC, which 
is organizationally housed under 
the DOE – but is an independent 
agency (i�e�, has regulatory 
authorities largely insulated from 
presidential and congressional 
control) – sets baseline security 
requirements and oversees the 
implementation of those standards 
by NERC� NERC, an international 
nonprofit entity composed of 
American and Canadian public 
utilities, is the federally designated 
U�S� electric reliability organization 
that articulates and promulgates 
more detailed versions of 
FERC-established baseline 
standards to its constituent public 
utility companies�24

Prior to the April 2013 Metcalf 
attack, post-9/11 critical 
infrastructure protection 
efforts mainly focused on the 
cybersecurity realm, despite 
numerous physical attacks 
attributed to violent extremists� 
However, after the Metcalf attack, 
more policy attention went toward 
increasing focus on the physical 
security of transmission grid 
infrastructure and personnel�25 

https://www.newlinesinstitute.org
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Timeline of U.S. Federal Policy to Protect the Transmission Grid
1968: The National Electric Reliability Council, a 
voluntary trade association of U�S� based utility 
operators, is established�
1981: The National Electric Reliability Council, became 
the North American Electric Reliability Council, reflecting 
the participation of Canadian operators and stakeholders� 
1998: President Bill Clinton signs Presidential Decision 
Directive (PDD) 63� Focused on critical infrastructure 
protection, among other things, the PDD is notable 
for defining “critical infrastructure,” making critical 
infrastructure protection against physical and cyber 
threats a key federal policy priority, establishing lead 
agencies in charge of protecting specific sectors, 
establishing public-private partnerships as the general 
framework for advancing critical infrastructure protection, 
and calls for the establishment Information and Analysis 
Sharing Centers (ISACs)�
2000: In response to PDD 63, the North American 
Electric Reliability Council establishes its sector-
specific ISAC, the Electricity Sector Information Sharing 
and Analysis Center�
2001: U�S� Congress passes the USA Patriot Act one 
month after the September 11, 2001 terrorist attacks� The 
law includes a provision that statutorily defines “critical 
infrastructure�” 
2003: PDD 63 and relevant provisions in the USA Patriot 
Act are expanded upon and updated under the George 
W� Bush administration when it promulgated Homeland 
Security Presidential Directive (HSPD) 7� 
2005: U�S� Congress passes the Energy Policy Act 
of 2005� Among other things, the law calls for the 
establishment of an Electric Reliability Organization 
(ERO), certified by Federal Energy Regulatory Commission 
(FERC) to “establish and enforce reliability standards for 
the bulk-power system, subject to Commission review�”
2006: The George W� Bush administration publishes 
the first National Infrastructure Protection Plan (NIPP). 
North American Electric Reliability Council became the 
North American Electric Reliability Corporation (NERC)� 
In addition to the name change, it was granted ERO 
status from FERC�  
2007: DHS established National Protection and Programs 
Directorate (NPPD). Included within NPPD was the Office 
of Infrastructure Protection�

2009: The Barack Obama administration 
publishes the second NIPP�
2013: In February the Barack Obama administration 
issues Presidential Policy Directive (PPD) 21� The PPD’s 
three overarching goals were to clarify relationships 
across the federal government to enhance critical 
infrastructure protection, enable better information 
sharing between public and private sector actors, and 
inform planning and operations through enhanced 
integration and analysis “on incidents, threats and 
emerging risks�” Less than two months later the Metcalf 
attack occurred� In December the administration 
published the third NIPP�
2014: In response to a FERC order stemming from the 
Metcalf attack, NERC created Critical Infrastructure 
Protection 014 standard�
2015: As an extension to the 2013 NIPP, the 
administration releases an Energy Sector-specific 
critical infrastructure protection program, lead by the 
Department of Energy and assisted by the Department of 
Homeland Security�
2018: President Donald Trump signs into law the 
Cybersecurity and Infrastructure Security Agency Act 
(CISA) of 2018� This transformed the NPPD into an 
agency-level entity within the Department of Homeland 
Security with a mandate to protect critical infrastructure� 
2022: FERC approves the latest update to NERC’s Critical 
Infrastructure Protection 014 standard�

Sources: Federation of American Scientists, Cybersecurity and Infrastructure Security Agency, Computer Security 
Online, Congressional Research Service, White House, Advancing Security Worldwide, Department of Energy,

Transmission lines and towers sit behind barbed wire 
near the Energy Research Park in Houston, Texas. 
(Brandon Bell/Getty Images)

 © The New Lines Institute for Strategy and Policy
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Political momentum increased 
after FERC briefed congressional 
leaders in June 2013 on the 
results of a power-flow analysis. (A 
power-flow analysis, also called a 
load-flow analysis, is used in power 
system operation and planning 
to assess how electricity moves 
within an interconnected system, 
like a transmission grid, and at 
what magnitudes�26) FERC officials 
“identified less than 100 critical high 
voltage substations on (the) grid 
that need to be protected from a 
physical attack�”27 However, results 
from their power-flow analysis 
showed that if malicious actors 
were able to destroy just nine of 
these critical substations, along 
with a transformer manufacturer, 
then “the entire United States grid 
would be down for at least 18 
months, probably longer�”28

Following the Metcalf attack 
and the subsequent power-flow 
analysis undertaken by government 
officials, FERC issued an order 
to NERC on March 7, 2014, to 
create, promulgate, and implement 
physical security standards for 
grid transmission infrastructure� 
In response, NERC created Critical 
Infrastructure Protection 014 
(CIP 014), which outlines physical 
reliability standards to protect 
facilities against any hazards that 
would render them inoperable or 
otherwise severely damage them�29 
Revised versions of the standards 
were approved in November 
2014 and most recently in 2022, 
after reviews by FERC� A report 
by NERC found that although the 
most recent version, CIP-014-3, is 
meeting its overall objectives, the 
organization is currently evaluating 
possible changes to provide clarity 
on how risk assessments are best 

performed by utility companies 
to determine whether or not an 
asset is designated a “critical 
substation” under the standard�30 
CIP-014 is the primary NERC 
standard for physical security, 
though other relevant standards 
include CIP-001 (reporting 
disturbance/unusual activity), 
CIP-004 (personnel integrity and 
training), CIP-006 (physical security 
perimeter management), CIP-008 
(incident response/response 
planning), and CIP-009 (disaster 
recovery planning)�31

A 2017 study by the U�S� 
Government Accountability Office 
identified 12 unique efforts by 
federal departments and agencies 
to enhance the security of the 
transmission grid against physical 
attacks�32 These various efforts cut 
across three coexisting approaches 
to enhancing transmission grid 
physical security by government 
and private actors described in a 
2018 report by the Congressional 
Research Service:

 ■ Hardening: This describes a 
mixture of efforts that seek to 
prevent a successful attack 
from occurring� NERC’s CIP-014 
standard would fall within this 
approach� Measures include 
“monitoring critical facilities 
to identify would-be attackers 
before they attempt an attack, 
preventing attacker access to 
critical assets, and otherwise 
hardening facilities to make 
them more physically secure 
to protect against attack and 
equipment failure�”33 

 ■ Resilience: These are efforts 
focusing on rapid recovery in 
the immediate aftermath of an 
attack and mitigating the overall 

effects of a successful attack� 
NERC’s CIP-008 and CIP-009 
would be categorized within 
this line of effort� In general, 
resilience efforts involve actions 
that augment the ability to 
“manage loads, reroute power 
flows, and access other sources 
of generation to reduce the 
potential of blackouts even if 
critical assets are disabled�”34 

 ■ Information sharing: Risk 
reduction measures – whether 
hardening, resilience, or both 
– are directly informed by 
knowledge about existing and 
future threats from malicious 
actors� In practice, this mostly 
occurs through the secure 
online information portal 
Electricity Information Sharing 
and Analysis Center (E-ISAC)� 
Established in 1998, E-ISAC is 
organizationally housed under 
NERC, but is separate from 
NERC’s standards enforcement 
components� Although primarily 
used by NERC staff and its 
public utility company members, 
E-ISAC also has a Physical 
Security Advisory Group that 
includes representatives from 
U�S� governmental entities, such 
as the DOE and DHS� Finally, 
in addition to sharing threat 
information and providing 
situational awareness, E-ISAC 
hosts an annual security 
conference, GridSecCon, and a 
biennial tabletop exercise, GridEx, 
which assesses sector-wide 
responses to cyber and physical 
attacks� E-ISAC hosted its most 
recent GridSecCon on Oct� 17-20, 
2023,35 and ran GridEx VII on 
Nov� 14-15, 2023�36 
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Violent Far-Right  
Extremist Targeting  
of the Electrical Sector

Threat Assessment Overview

As a result of online discussions 
among movement supporters,37 
recent terrorist plotting arrests, 
and attack capability, the authors 
assess that violent far-right 
extremists are the most likely 
DVEs to physically attack the 
transmission grid� The end goal 
for violent far-right extremists 
is to overthrow the existing 
sociopolitical order and replace it 
with what they consider a utopian 
society (e�g�, a white ethnostate 
or idealized version of the early 
American Republic)� 

While the likelihood of achieving 
such a goal is small, especially 
given that far-right attacks are 
frequently associated with lone 
actors and small group structures 
(as opposed to large formal 
organizations like al Qaeda 
and the Islamic State), violent 
actors believe that strategically 
executed attacks on key targets, 
including critical infrastructure, 
can make this dream a reality� 
At minimum, violent far-right 
actors can strategically benefit 
from such attacks by sowing 
social unrest, deepening existing 
polarization within and between 
communities, and undermining 
public confidence in governmental 
actors through disrupting their 
ability to effectively to respond to 
emergencies, including electrical 
power disruption (both localized 
and regionally)� 

Within the ideologically diverse 
U�S� violent far-right milieu, the 
two submovements with violent 
actors collectively demonstrating 
the greatest intent and capacity 
to carry out physical attacks 
against the transmission grid are 
white supremacists and militia 
extremists� Their well-established 
record of extensive possession 
of and training with caches 
of firearms, incendiaries, and 
explosives38 indicates that violent 
far rightists will continue to 
favor physical attacks against 
transmission grid targets over 
cyberattack options in the near to 
mid future� Their most likely means 
of attempting physical attacks 
against the electrical sector will be 
shootings, arson, and bombings� 
There is some preliminary evidence 
to suggest that far-right extremists, 
particularly white supremacists, 
may seek to use innovative 
methods of attack, such as the 
incorporation of aerial drones in 
their attack planning and execution�

Further, U�S� violent far-right 
extremists have also demonstrated 
some interest and capability in 
conducting cyberattacks,39 though 
there is no known evidence to 
suggest prior or current interest 
in specifically targeting the 
transmission grid� However, future 
use of cyberattacks by violent 
far rightists, especially militant 
accelerationist neo-Nazi and 
Boogaloo Bois (within the white 
supremacist and militia extremist 
movements, respectively) cannot 
be ruled out� (In the context 
of violent extremism, militant 
accelerationism can be defined 
as the belief in using violence in 
furtherance of a strategy to hasten 
the collapse and replacement 

of an existing government and 
underlying social order�40)

Actors within both submovements, 
to varying degrees, are involved 
online and actively present in 
cyberspaces with high levels of 
illicit/illegal activity like the dark 
web and the encrypted social media 
messaging platform Telegram, 
among a host of other online 
platforms�41 Cyber intelligence firms 
have repeatedly warned about 
online illegal marketplaces shifting 
toward cheaply selling malware 
and infected hardware services 
(known as Malware-as-a-Service 
and Infrastructure-as-a-Service, 
respectively)� One forecasted 
outcome of these emerging 
business models is that their 
availability “reduces the technical 
skills requirement for advanced 
attacks, allows cybercriminals 
to scale their operations without 
added effort, and challenges 
network defender responses 
and attribution�”42 This potential 
threat is compounded by the 
growing adoption of artificial 
intelligence and machine learning 
techniques to create malware and 
execute cyberattacks�43 While we 
do not predict a sudden rise in 
far-right-executed (or purchased) 
cyberattacks against the electric 
grid in the near term, it is not 
improbable that future attacks 
could begin simultaneously using 
physical and cyber strategies to 
attack targets, with the latter set 
of actions facilitated by Malware-
as-a-Service and Infrastructure-as-
a-Service purchased from illicit/
illegal online vendors�

Finally, insofar as threats to 
personnel are concerned, there is 
currently no evidence suggesting 

https://www.newlinesinstitute.org
https://www.newlinesinstitute.org


11 November 2023

that far-right extremists are 
targeting transmission grid 
workers for fatal violence� White 
supremacists and, to a lesser 
degree, militia extremists are not 
averse to generating fatalities� 
Nevertheless, far-right violence 
against the electrical sector has 
thus far not been directed at 
personnel because first, these 
targets are soft (for example, 
they are physically remote and 
unattended) and second, these 
actors have an operational interest 
in temporarily avoiding casualties to 
avoid law enforcement attention�44 
Currently, there are also no known 
cases of far-right insider threats 
within the transmission grid sector� 
The lack of research on this topic 
calls into question the reliability 
and confidence of any assessment 
currently� However, this is an issue 
that, while not substantiated at 
present, cannot be dismissed 

as unlikely, either, given that 
other parts of the energy sector 
have been infiltrated by far-right 
extremists before�45  

White Supremacists

White supremacist interest in 
targeting the transmission grid is 
influenced by several factors. For 
decades, movement figureheads 
and ideologues have advocated for 
carrying out attacks using small 
cells and lone offenders under a 
general operational philosophy 
of “leaderless resistance�”46 While 
eschewing formal organizational 
structures is intended47 to increase 
operational security against 
infiltration from law enforcement, 
it also increases the difficulty 
of engaging in operationally 
sophisticated attacks, especially 
against hardened targets�48 Not 
surprisingly, white supremacists, 

who typically operate outside 
the sphere of influence of large, 
formal organizations, tend to favor 
small-scale attacks against lightly 
defended soft targets,49 including 
the transmission grid�50 

Recently, U�S� far-right extremists 
have been experimenting with aerial 
drones for the purpose of spreading 
propaganda�51 However, violent 
Russian far rightists participating 
in the conflict in Ukraine have 
made malevolent innovations that 
could influence their American 
counterparts to gradually 
incorporate the use of drones 
for intelligence, surveillance, and 
reconnaissance or as a weapon 
delivery mechanism�52 Violent 
far-right and white supremacist 
experiments with innovations are 
likely to be further enabled by their 
embrace of additive manufacturing 
(3D printing) practices53 and 

Recent Cases of White Supremacists Targeting of the Electrical Sector
 ■ October 2020: Three white supremacists from Idaho were charged with conspiracy to unlawfully manufacture, 

possess, and distribute various firearms and firearm accessories.
 ■ November 2020: A North Carolina man was charged with firearms and interstate shipping violations. 
 ■ June 2021: A fifth individual in New Jersey was also arrested and accused of supplying untraceable firearms 

to the other men� 
 ■ August 2021: Four of the men were charged with conspiracy to damage property of a U�S� energy facility� 

They reportedly discussed at length a previous attack on power infrastructure by an unknown group, using 
assault-style rifles.

 ■ December 2020: A white supremacist teen was arrested for plotting to conduct a shooting attack on the electrical 
grid in the southeastern U�S� The teenage suspect wanted to be “operational for violence” by the 2024 presidential 
election because they believed a Democrat would win�

 ■ February 2022: Three white supremacists from Ohio, Wisconsin, and Texas pleaded guilty “related to a scheme to 
attack power grids in the United States in furtherance of white supremacist ideology�” According to media reports, the 
suspects were attempting to incite a race war by carrying out shooting attacks on electrical substations�

 ■ January 2023: A leading figure within the neo-Nazi white supremacist group Atomwaffen Division, originally from 
Florida, was arrested for plotting to attack the power grid in Baltimore, Maryland, along with a second suspect, also a 
neo-Nazi supporter, who was also arrested in Maryland�

Sources: Federation of American Scientists, Cybersecurity and Infrastructure Security Agency, Computer Security 
Online, Congressional Research Service, White House, Advancing Security Worldwide, Department of Energy,  © The New Lines Institute for Strategy and Policy
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general engagement with 
jihadist online content,54 
including technical manuals and 
operational practices�55

An additional source of ideational 
influence, particularly for 
those influenced by militant 
accelerationist ideas, is the belief in 
a grand strategy56 of overthrowing 
the U�S� government and replacing 
it with a white ethnostate, 
generating mass fatalities in the 
process. The specific logic behind 
targeting transmission grids within 
this grand strategy is that electricity 
outages will instigate violent civil 
unrest and paralyze government 
responses from police, firefighters, 
and emergency medical services� 
The ensuing chaos is expected 
to spread like a contagion and 
provoke a wider race war between 
whites and nonwhites throughout 
the country� In turn, this will lead to 
the collapse and replacement of the 
federal government with a fascistic 
racial dictatorship, inspired by the 
example of Nazi Germany�

Finally, beyond militant 
accelerationism, many white 
supremacists are also motivated 
by beliefs and perceptions such 
as racism, antisemitism, or 
anti-LGBTQ+ hostility, as well as 
fears over immigration, changing 
demographics, and inclusive57 
multiculturalism� Thus, while there 
are literally tens of thousands of 
potential targets to choose from, 
some violent actors interested 
in targeting the electric grid have 
plotted against transmission 
and distribution infrastructure 
serving population centers with 
high concentrations of minority 
residents�58 Some are additionally 
motivated by a resurgent far-right 

philosophy called eco-fascism, 
which can be described as groups 
or individuals who combine 
strong environmentalist beliefs 
(e�g�, “deep ecology”) with fascist 
views to advocate a variety of 
criminal behaviors, including 
violence�59 Attacks on energy sector 
infrastructure (and people perceived 
to be enemies of whites60), 
including the transmission 
grid, are thus also seen as a 
defense of the environment, in 
addition to being perceived by 
movement actors as advancing the 
supremacy of whites�

Militia Extremists

Militia extremists also continue 
to show interest in targeting 
the transmission grid� Broadly 
speaking, militia extremists’ interest 
in attacking the transmission grid 
is directly connected to their hatred 
of the government� Parallel to how 
many white supremacists advocate 
for a race war, some militia 
extremists have also targeted 
the transmission grid in the hope 
of instigating a civil war with 
what they believe are unpatriotic 
Americans who are attempting to 
exercise tyrannical government 
control over patriotic citizens�61 

Many also share other intermediate 
motives with white supremacists, 
like the desire to both exploit and 
cause widespread panic62 leading 
to civil unrest, undermining public 
trust in government, as well as 
attempting to overthrow the 
government by force�63 (In the 
case of the militant accelerationist 
Boogaloo submovement, the end 
goal is an idealized form of the 
early American Republic rather 
than an explicitly racist white 

ethnostate�64) Largely due to early 
law enforcement interdiction, 
much of the past attack plotting 
did not materialize�

Violent Far-Left  
Extremist Targeting  
of the Electrical Sector

Threat Assessment Overview

The three main subsets of actors 
among far-left extremists most 
likely to target the transmission grid 
are violent eco-extremists, violent 
left-wing anarchist extremists, 
and violent far leftists primarily 
motivated by social causes� Violent 
far-left extremists have had a 
long history of targeting critical 
infrastructure, with attacks against 
transmission grid infrastructure 
documented as early as 1970�65 
However, there have been no 
confirmed cases of violent far-left 
attacks against the transmission 
grid since 2003� Should they 
consider resuming attacks 
against the transmission grid in 
the near term, we assess violent 
far-left extremists will continue 
to favor physical attacks against 
transmission grid infrastructure� 
We base this judgment on technical 
and operational simplicity of such 
attacks relative to other methods 
(i�e�, cyber), familiarity with physical 
attack methods (as observed by 
the publication and content of 
attack tradecraft manuals),66 and 
ideological beliefs�

Far-left actors utilize a wide 
range of “direct action” tactics 
and strategies that range from 
nonviolent to violent in terms of 
practice and from lawful to unlawful 
in terms of legality�67 Physical 
attacks, should they resume in 
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the near term, are most likely to 
manifest in arson attacks and 
so-called monkey wrenching – acts 
of sabotage such as cutting wires 
or removing screws, nuts, and bolts 
from support structures� Based 
on prior usage against perceived 
adversaries, violent far leftists 

may incorporate commercially 
available technological innovations 
such as the use of aerial drones 
for intelligence, surveillance, and 
reconnaissance purposes�68 

Compared to violent far-right 
extremists, far-left extremists pose 

a smaller, but nontrivial, potential 
threat of physical attacks against 
the transmission grid� There are 
two overarching reasons for this� 
First, although historically violent 
far-left extremists were the primary 
perpetrators of ideologically 
motivated attacks on the power 

Prominent Militia Extremist Cases Related to the Energy Sector
1. May 30, 2020: Three Boogaloo 
Bois militia extremists were arrested 
on firearms and explosives charges 
in Las Vegas, Nevada, during 
ongoing civil unrest� The men 
reportedly were observed filling gas 
cans in a parking lot near the civil 
unrest and making Molotov cocktails 
using glass bottles� These men were 
charged with conspiracy to damage 
or destroy by fire and explosive and 
possession of unregistered firearms. 
A criminal affidavit also describes how 
the men may have been plotting to attack a 
local public utility installation in Las Vegas�
2. Feb. 15, 2014: Three militia extremists were 
arrested in Rome, Georgia, on federal firearms and 
explosives violations�  The charges stem from the men’s attempt 
to obtain pipe bombs and other explosives for use in guerilla-style 
attacks to sabotage power grids, electricity transfer stations, and water treatment facilities�
3. Aug. 31, 2005: Authorities arrested and charged a suspect for a string of burglaries and vandalism incidents 
throughout Idaho over a two-month period� The suspect, David Pruss, who was known to locals for expressing strong 
far-right antigovernment views and having ties to militia groups in Idaho and Montana, caused more than $100,000 in 
property damage to power transformers, a small hydro-electric dam, and logging equipment�
4. June 19, 2002: Federal law enforcement authorities arrested a militia extremist and charged him with unlawful 
manufacturing and possession of explosive devices as well as illegal firearms. During a search of the suspect’s 
residence in State College, Pennsylvania, investigators found three fully automatic assault rifles, two hand grenades, 
an illegal firearms silencer, and two 30-pound mortar shells wrapped with lead pellets serving as shrapnel.Officers also 
found blueprints of the Penn State University’s electrical system, among other items�
5. Dec. 8, 1999: A suspected militia member was arrested on conspiracy to attack critical infrastructure and possible 
firearms violations near St. Petersburg, Florida. The suspect, who is described as the leader of a militia coalition called 
the “Southeastern State Alliance” was charged with conspiring to burglarize National Guard armories for purpose of 
obtaining explosives to bomb transmission towers and high voltage transmission lines in Florida�
6. April 26, 1996: Three militia extremists who were members of the Georgia Republic Militia were arrested in Macon, 
Georgia, for various firearms and explosives violations. Federal authorities surmised they were plotting to attack roads, 
bridges, and power lines�

Sources: Federation of American Scientists, Cybersecurity and Infrastructure Security Agency, Computer Security 
Online, Congressional Research Service, White House, Advancing Security Worldwide, Department of Energy,  © The New Lines Institute for Strategy and Policy
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grid,69 this is no longer the case� 
During the 1990s and into the early 
2000s, violent eco-extremists, 
violent left-wing anarchists, and 
other violent far leftists carried out 
attacks against the transmission 
grid, but there have been no 
known physical attacks or plots 
targeting the transmission grid 
by violent far-left extremists in 
the U�S� since then�

Second, there are important 
qualitative strategic differences 
between far-right and far-left 
attacks� Whereas the former set 
of actors tend to attack critical 
infrastructure as part of a wider 
goal that will deliberately generate 
fatalities (race war/civil war, 
overthrow of U�S� government, etc�), 
the latter has sought to deliberately 
avoid fatalities in furtherance 
of publicizing issues related to 
corporate profit-making and its 
perceived impacts on human 
beings and the ecosystem�70 

That said, despite what appears 
to be a present lull in physical 
attacks against the transmission 
grid by far-left extremists, renewed 
targeting of electrical distribution 
and transmission infrastructure 
remains a possibility� Violent 
extremists leverage ongoing 
environmental issues such as 
climate change and continued 
use of fossil fuels to inspire and 
mobilize supporters into violence� 
Violent far-left extremists continue 
to maintain the capability to 
conduct sabotage attacks� They 
continue to carry out physical 
violence against infrastructure 
in North America,71 including 
against the energy sector assets 
in the United States,72 and could 
be persuaded to strike the 

transmission grid again� Moreover, 
far-left actors have made statement 
condoning and glorifying attacks 
against critical infrastructure, 
including sabotage to Canadian 
parts of the North American electric 
grid, as recently as 2017�73 

While U�S� violent far-left extremists 
have demonstrated interest 
and capability in conducting 
cyberattacks,74 there is no known 
evidence from open sources to 
suggest prior or current interest 
in specifically cyberattacking the 
transmission grid� In terms of 
capabilities, far-left actors have 
publicly posted guidance on 
hacking the phones of politicians 
like Donald Trump75 and carried out 
digital intrusions and information 
theft,76 denial-of-service attacks, 
and website defacement�77 This 
record of attacks suggests that 
violent far leftists have supporters 
and resources within hacking 
communities that they can draw 
upon for cyberattacks� If prior 
history of physical attacks against 
transmission grid infrastructure 
is any indication, some violent far 
leftists may see power grids as a 
potentially attractive cyber target� 

Nevertheless, the violent far-left 
actors’ general commitment to 
avoiding fatalities could dampen 
any potential attractiveness of 
cyberattacks�78 Whereas physical 
attacks against transformer and 
distribution infrastructure are 
most likely to result in limited 
disruption (unless targeting critical 
substations, as noted earlier), 
well-designed cyberattacks can 
lead to widespread blackouts,79 
affecting medical and other 
emergency response services� 
Given their ongoing commitment 

to avoiding fatalities, violent far 
leftists would likely be aware of 
such potential consequences when 
weighing when, where, how, and 
whether to attempt a cyberattack�

Finally, violent far leftists seem 
to pose a low threat level to 
transmission grid personnel in 
terms of fatal violence� Their past 
aversion to casualties makes 
targeting workers and managers for 
physical violence unlikely, despite 
past rhetoric from some actors 
suggesting otherwise�80 Moreover, 
given their typically anti-corporate 
and often anti-capitalist belief 
systems, they are unlikely to 
present themselves as insider 
threats who enter the workforce 
with the intent of infiltration. 
However, the possibility of an 
individual joining the workforce and 
then later becoming radicalized and 
becoming a violent far-left insider 
cannot be dismissed�81

Violent Ecological Extremists

Between 1996 and 2006, violent 
ecological extremists conducted 
hundreds of criminal acts causing 
at least $100 million in damage 
to a wide range of businesses 
that movement supporters 
deemed guilty of destroying 
the environment�82 Past violent 
environmental extremist direct 
action campaigns against targets, 
including the transmission 
grid, have encompassed verbal 
and physical altercations with 
police and security staff, directly 
expressed threats, vandalism, 
and sabotage acts using monkey 
wrenching techniques and 
arson�83 They demonstrated a 
repeated desire and willingness 
to attack electrical infrastructure 
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in the United States, specifically 
targeting electric power-generating 
facilities as well as high-voltage 
transmission line towers�84 An 
illustrative example is when four 
supporters of the Earth Liberation 
Front and Animal Liberation Front 
movements worked together 
to attack and topple an 80-foot 
electric transmission tower 
outside of Bend, Oregon, on Dec� 
30, 1999� While the attack did 
not disrupt electrical service to 
local residents and businesses, it 
caused an estimated $126,000 in 
property damage�85 

Left-Wing Anarchist Extremists

Left-wing anarchist extremists 
have also engaged in various 
ideologically motivated attacks 
against various forms of critical 

infrastructure, including the 
transmission grid� These attacks 
have primarily involved acts of 
monkey wrenching and other 
forms of sabotage� Some of these 
actors can be described as “green” 
left-wing anarchists, in which they 
meld their deep philosophical 
rejection of any government and 
capitalism with radical ecological 
beliefs shared by environmental 
extremists� Others have been 
motivated by anti-authority beliefs 
and personal impulses,86 validated 
by anarchist ideologies�

Other

In a throwback to ideological 
currents prevalent in the 1970s and 
1980s, rather than being primarily 
motivated by ecological concerns 
and/or a deeper philosophical 

rejection of all government, 
some far-left extremists may be 
motivated to attack transmission 
grid infrastructure in furtherance of 
various social causes such as racial 
justice movements, socioeconomic 
concerns, and/or anti-war beliefs� 

Some prominent violent 
far-left cases targeting the 
electrical sector include: 

 ■ On Nov� 2, 2003, a person with 
far-leftist views was arrested 
for sabotage incidents involving 
the removal of bolts anchoring 
high-voltage transmission towers 
to their concrete platforms 
in Washington, Oregon, and 
California� Court proceedings 
revealed he engaged in sabotage 
attacks against “more than 20” 
towers� Some of the towers 
toppled to the ground, causing 
a localized power outage� The 
suspect stated that he wanted 
to draw attention to potential 
vulnerabilities of America’s 
power grid being overlooked 
amid what he viewed as heavy-
handed counterterrorism 
measures after 9/11�87

 ■ Between June 1998 and 
January 2001, a self-described 
violent anarchist carried out 
a series of vandalism attacks 
against power substations, 
causing 28 power failures 
and 20 service disruptions in 
Wisconsin�88 The suspect also 
possessed cyanide, a potentially 
lethal chemical agent,89 but 
he claimed he contemplated 
using it to kill himself�90 He 
served 17 years in custody, 
including 13 years in federal 
prison before being released in 
2020 under supervision for the 
next five years.91

A worker repairs damage following an attack on power substations in Carthage, 
N.C., in December 2022. (Peter Zay / Anadolu Agency via Getty Images)
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Policy Recommendations

To guard against and mitigate 
potential DVE threats and attacks 
against the U�S� electrical sector, 
government policymakers should 
consider these recommendations:

 ■ Update practices related to 
insider threats� Some attacks 
against electrical substations 
and transformers suggest 
possible insider knowledge of 
critical equipment to target, even 
as the perpetrators and their 
motives remain elusive�92 As 
noted in the Threat Assessment 
Overviews in this report, insiders 
posing physical threats to 
assets are within the realm 
of possibility� Investigative 
reporting has identified extremist 
infiltration and recruitment 
within other parts of the energy 
sector; the authors’ research 
has surveyed and assessed 
far-right insider threats across 
multiple U�S� government 
departments and agencies�93 

 ■ The scarce research and 
recommended practices for 
insider threats within the energy 
industry are dated, focus mainly 
on information security, and – to 
the extent they address physical 
threats from violent extremists 
– advocate for questionable 
practices� For example, a 
report from DHS’ National 
Infrastructure Advisory Council, 
dated from 2008 and cited in 
later research on energy sector 
security,94 among other things, 
advocated for utility companies 
having some employees 
and job candidates vetted 
through the Terrorism Screening 
Center’s database�95 This is 
not only extremely problematic 

from a privacy, civil rights, and 
civil liberties standpoint,96 but 
is also ineffective at preventing 
threats posed by DVE actors, 
such as violent far-right 
extremists who attacked 
the U�S� Capitol complex 
on Jan� 6, 2021�97 

 ■ Instead, we recommend that 
employee vetting and other 
insider risk and insider threat 
mitigation practices should 
be centered on standard 
criminal background checks, 
clear workplace conduct 
standards, carefully designed 
and implemented employee 
reporting practices,98 established 
behavioral observation 
programs,99 and a robust social 
media policy that is consistent 
with all applicable state and 
federal guidelines and laws�100 
NERC’s critical infrastructure 
program standards contain 
guidance for addressing cyber-
related insider threats; it is 
unclear how applicable they 
are to physical attack-related 
insider threats� We recommend 
policymakers review existing 
standards and where applicable, 
close any potential gaps related 
to physical attack-related insider 
threats, informing updated 
guidance based on lessons 
learned from “best practices”101 
and “worst practices�”102

 ■ Improve planning for future 
threats� Citing FERC research, 
one study found that utilities 
and systems operators’ 
standard contingency planning 
is insufficient to address an 
operationally sophisticated 
attack by terrorists�103 FERC 
and NERC should update their 
contingency planning and 

incorporate assessments based 
on terrorist attack scenarios 
involving recent malevolent 
innovations and trends such as 
weaponized aerial drones and 
utilization of cyberattacks in 
simultaneous combination with 
physical attacks�

 ■ Expand data-driven approaches 
to risk assessment and resource 
allocation� While NERC’s CIP-
014-3 is an adequate standard 
for identifying and protecting 
the most critical substations, it 
represents a small fraction of 
a wider set of less critical, but 
highly vulnerable, assets like the 
substations attacked in Moore 
County, North Carolina, which left 
tens of thousands of customers 
without power for several days, 
prompting a countywide state 
of emergency and temporary 
curfew�104 Examples from recent 
ideologically motivated attacks 
against the transmission grid 
suggest that aside from fulfilling 
ideological goals, specific 
targets are chosen based on 
geographic proximity to where 
offenders live and/or what 
demographics are served� E-ISAC 
currently provides event-driven 
analyses to its consumers� It 
should also develop analytic 
products that can proactively 
inform utility companies’ 
situational awareness about 
DVE threats, such as utilizing 
open-source information on 
malevolent actors advocating 
violence and expressing interest 
in attacking transmission and 
distribution assets� 

 ■ Without ignoring other potential 
threats and risks, immediate 
analytic priority should be 
given to threats from violent 
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far-right actors, given their 
ongoing activity and wider 
goals� Security efforts should 
include substations that fall 
just below the threshold of 
“critical” in CIP-014-3 and that 
are geographically proximal to 
known locations of extremist 
actors engaging in behaviors like 
bomb making, weapons training, 
and paramilitary mobilization�

 ■ Support further research on 
violent extremist targeting of 
critical infrastructure, including 
electrical sector assets and 
personnel� While there has 
been notable progress recently, 
there are still many gaps in the 
research on critical infrastructure 
protection� Among other things, 
consideration for future research 
should include additional data 
on attack patterns against 
transmission grid infrastructure 
by a broad array of ideologically 
motivated actors,105 as well 
as research into insider threat 
practices within public utility and 
other energy companies�106

Ongoing Challenges

White supremacists and militia 
extremists are currently the 
greatest threat to the electrical 
sector� Militia extremists and 
white supremacists are known 

to possess the capability to carry 
out a large-scale, mass casualty-
producing event, and may use such 
capability in the future against a 
variety of targets, including the 
electrical sector� As a result, violent 
far-right extremist attacks against 
the electrical sector will likely 
involve shooting attacks, arson, and 
possibly bombings�

In contrast, violent far leftists 
pose a smaller, but not negligible, 
threat to the electrical sector and 
have been known to carry out 
actual physical attacks against 
high-voltage transmission towers 
and power lines� However, 
they have generally lacked the 
willingness to kill or harm people 
and have not demonstrated the 
violent capability to carry out 
a large-scale terrorist attack 
against a hardened target� The 
potential criminal actions of violent 
environmental extremists and green 
anarchists against the electrical 
sector, should they occur, will likely 
be limited to criminal acts of civil 
disturbance, vandalism, arson, 
sabotage, and the like� That said, 
violent far-left extremist interest in 
renewing attacks against the power 
grid should not be discounted, due 
to ongoing environmental issues 
such as climate change and the 

continued use of fossil fuels to 
generate electricity�

Notwithstanding that far-left and 
far-right DVEs will continue to 
favor physical attacks in the near 
term, developments in technology, 
illicit/illegal marketplaces, and 
malevolent innovations suggest 
that would-be adversaries may 
adopt new attack methods� 
These include easier access to 
cyberattack methods and use of 
aerial drones in attack planning 
and execution� The possibility of an 
insider threat, while uncertain given 
the lack of data, is not something 
that can be easily dismissed at 
this time, either�

Current events surrounding 
concerns over global population 
growth, unauthorized immigration 
flows, current “culture war” 
controversies targeting members 
of the LGBTQ+ community, 
climate change and destruction 
of the environment, and perceived 
corporate greed are having an 
enduring impact on both violent 
far-right and violent far-left 
extremist mobilization in the U�S� 
These issues may increase their 
respective interests in attacking 
the electrical sector� Further, the 
electrical sector and society’s 
dependence on it makes it a 

“ Notwithstanding that far-left and far-right DVEs will continue 
to favor physical attacks in the near term, developments 
in technology, illicit/illegal marketplaces, and malevolent 
innovations suggest that would-be adversaries may adopt new 
attack methods. ”
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lucrative target to cause societal 
chaos, thus undermining the 
public’s trust in government, 
resulting in widespread civil 
disturbance and potential loss 
of governmental control and civil 
order� For this reason, the U�S� 
government and nongovernment 
actors with vested interests in the 
security of the energy sector are 
encouraged to bolster physical 
security measures at electric 
power-generating facilities, electric 
substations, and larger electric 
transfer locations in addition to 

bolstering information-sharing 
efforts� Together, they must 
remain vigilant to possible DVE 
activity targeting the electrical 
sector, including potential threats 
(both real and intended), and 
relevant arrests or disrupted plots 
against other, similar kinds of 
critical infrastructure�

Lastly, law enforcement operations 
against DVEs have proved 
successful at preventing acts of 
terrorism against the electrical 
sector� Conversely, these operations 

and subsequent prosecutions have 
also alerted DVEs to adopt better 
operational security measures 
using small cell and lone offender 
practices�107 As a result, DVEs 
are likely determined to continue 
their pursuit of targeting and 
attacking the electrical sector for 
the foreseeable future� Monitoring 
DVE networks and disrupting these 
plots before they result in harmful 
damage must be a priority for 
intelligence, law enforcement, and 
the private sector nationwide� □
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