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A National Guard soldier patrols the grounds of the U.S. Capitol in March 2021 after the FBI and Homeland Security
warned that violent militia groups discussed attacking the legislature over claims of widespread voter fraud in the 2020
election won by Joe Biden. (Brendan Smialowski / AFP via Getty Images)
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Security fencing surrounds the U.S. Supreme Court across the street from the U.S. Capitol on March 4, 2021, in
Washington, D.C. (Brendan Smialowski / AFP via Getty Images)

Executive Summary

The U.S. federal government
(USG) employs hundreds of
thousands of people who hold
positions of trust, including
ones requiring security
clearances. It is imperative that
those assessing, investigating,
and adjudicating government
personnel background checks
and security clearances have
knowledge and interest in
ensuring that malicious actors,
irrespective of their underlying
motives, are prevented from
joining this trusted workforce.
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This policy report will discuss
individuals in USG employment,
including those with security
clearances, who have ties to
far-right extremist movements
and activities. The report
focuses on far-right actors who
potentially pose insider threats
due to their sizeable support
base and their history within
the federal security-related
workforce. In particular, the
authors surveyed publicly
reported insider threat activities
of white supremacists/
nationalists, anti-government

extremists, militia extremists,
and other far-rightists.

To the extent that far-rightists
are publicly discussed in
association with insider
threats, it is typically in
terms of terrorism and

other forms of political
violence aiming to unlawfully
overthrow the USG or coerce
it into meeting extremists’
ideological objectives. While
this characterization is not
inaccurate, it is only one
aspect of insider threats
far-right actors potentially
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pose. Consistent with the
full spectrum of insider
threats posed by actors of
various motivations, far-right
insider threats manifest

in kinetic (i.e., violent) and
non-kinetic ways. Non-kinetic
threats include operational
security, information
security, harassment/equal
employment opportunity,
and reputational risks to the
USG and its workers.

Policy Recommendations

We offer the following
recommendations to
policymakers in government
to mitigate the risk of insider
threats motivated by far-right
ideologies promoting
extremism, hate, and violence:

First, the U.S. Intelligence

Community must revisit and,
if needed, revise strategies to
deal with operational security

concerns related to extremists

employed throughout the
entire USG enterprise.

Second, security professionals
involved in government security

vetting processes need basic,
as well as advanced, training
related to far-right extremism.

Third, government entities
responsible for investigating,
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adjudicating, maintaining,
and updating government
clearances for both
government employees and
contractors should:

m Revise clearance
questionnaires to capture
applicant responses

related to extremist
participation beyond
terrorist organizations or
subversive groups wanting
to overthrow the government
by force or violence.

m Clarify and institute
policies to enable
background investigators
and other security
officials to access publicly
available information that
could identify extremist
affiliations and activities
of concern, per FBI/DHS
(Department of Homeland
Security) and other
relevant agency training.

® Ensure that continuous
evaluation programs and
other vetting initiatives
identify new information
regarding trusted employees’
extremist affiliations and
activities of concern,

per FBI/DHS and other
relevant agency training.

Fourth, USG entities involved
in vetting processes should

consider making an employee’'s
participation in, affiliation

with, or support for extremist
groups/movements/causes
that advocate violence against
USG officials or property a
reportable event.

Fifth, the appropriate entities
should create or enhance
organizations’ behavioral
observation programs by
incorporating ways to spot
visual and verbal extremist
identifiers in the workplace.
This could be included in
behavioral observation
training and related materials
as well as emphasized as a
reporting requirement.

Finally, policymakers need to
better address security risks
and threats posed by extremists
who previously had access to
classified or other sensitive
information and may be targets
of future radicalization and
recruitment by extremists.
Among other things, this should
include updating existing

policy frameworks to create a
uniform baseline standard for
data collection on extremist-
related and other motivated
insider threats across the

entire USG enterprise.
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U.S. House Jan. 6 committee chairman Bennie Thompson (D-MS) swears in Stephen Ayres (C), who had earlier pleaded
guilty to entering the Capitol illegally on Jan. 6, and Jason Van Tatenhove (L), a former Oath Keepers spokesperson.
This hearing on the events of Jan. 6 at the U.S. Capitol occurred on July 12, 2022. (Oliver Contreras/ AFP via Getty Images)

Introduction

Hundreds of thousands of people
hold positions of trust in the

U.S. federal government (USG),
including ones requiring security
clearances. It is imperative that
those assessing, investigating,

and adjudicating government
personnel background checks

and security clearances have
knowledge and interest in ensuring
that malicious actors are prevented
from joining this trusted workforce.
Actors who could pose insider
threats (i.e., operational security,
counterintelligence, harassment/
equal employment opportunity,
and reputational risk concerns)

to America’'s government

service workforce hold various
motivations and come from
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different backgrounds, including
far-right extremism.

In particular, recent actions by
individuals in positions of public
service with far-right extremist
motivations have drawn renewed
scrutiny due to their potential

as insider threats. Yet the
challenge of potential insider
threats from far-right extremists
is not a recent development;

civil society watchdogs and

law enforcement agencies

have warned the public about
this issue for several decades.!
Discussion of this topic is, however,
largely fraught with concerns
about political polarization, civil
liberties, and privacy.? The need
for further data collection to

better inform our decisionmakers
compounds this problem.?

This policy report will discuss
individuals in USG employment,
including those with security
clearances, who have ties to
far-right extremist movements
and activities. The authors focus
on far-right actors who potentially
pose insider threats due to

their underlying ideologies’ or
movements’ sizeable support base
and their prior history within the
federal security-related workforce.

Background

To the extent far-right extremism

is associated with insider threats,
what is already known suggests the
possibility of a systematic problem
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*¢ The clear identification of those who are far-right insider threats and
who are not complicates reporting further. ”’

of infiltration into and recruitment
from military, law enforcement, and
other security-sensitive government
service positions. For example,

a December 2021 investigation

by the Associated Press noted

that despite decades of efforts,
including recently revised rules and
guidance, “racism and extremism
remain an ongoing concern in

the military."* Meanwhile, multiple
studies and investigative news
reports have identified cases of
far-right extremist presence within
law enforcement entities at local,
state, and federal levels.®

The clear identification of those
who are far-right insider threats
and who are not complicates
reporting further. For example,
while media reports® have noted
significant numbers of individuals
with military backgrounds who
allegedly participated in the Jan.
6, 2021, attack against the U.S.
Capitol complex, this amounts

to approximately 12 percent

of the total number of alleged
offenders. Moreover, a closer

and systematic look at their
professional backgrounds indicates
few among them were actually in
the armed services at the time of
their alleged crimes. According

to a January 2022 study by the
University of Maryland's START
Center, “The vast majority (91%)
of Capitol defendants with military
backgrounds were no longer
serving in the armed forces on Jan.
6,2021. In fact, on average, the
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subjects who are facing charges
for the Capitol breach have been
separated from military service for
nearly 15 years.” Properly defining
and identifying who are insider
threats has direct implications for
the policy formation and practice
of preventing and countering this
security challenge.

Finally, while associated acts

of terrorism® and other forms

of political violence® — like Jan.

6, 2021 — have attracted civil
society,'® media,’ congressional,'
and federal policymaker attention,
insider threats from far-right
extremists are not limited solely to
direct acts of violence. Information
security, operational security,
internal workplace morale, and
public trust in the core functions
of government institutions (i.e.,
agency or government reputational
risk), among other things, are also
potentially jeopardized by insider
threat activities.

Defining the Scope
and Key Terms/Concepts
of this Report

Scope

This publication will focus on
potential insider threats from
far-right extremists who are
employed within USG entities.™
Therefore, issues such as far-right
extremists with professional
backgrounds in state/local

law enforcement or other first-
responder entities are outside the
scope of this report.

Moreover, we view potentially
malicious actors within a simple
three-stage framework of
employment status in federal
government service: 1) pre-service/
admittance, 2) current involvement,
and 3) post-service. In relation to
how “insider” and “insider threat”
are defined, this brief will mostly
focus on the first two stages of
employment status, although
post-service individuals (e.g.,
veterans) will also be discussed to
the extent that they impact insider
threat policy and practice.

Finally, this report focuses on the
two highest security tiers of USG
positions: public trust and national
security positions (discussed
below). These positions — along
with non-sensitive, the lowest
security tier — are categorized
based on the level of risk and
sensitivity level of information,
information systems, or facilities a
person may have access to."

“Insider” and “Insider Threat”

This publication uses the
definitions of “insider” and “insider
threat” described in the National
Insider Threat Policy, or NITP. These
definitions were chosen because
they were formulated under the
aegis of the Insider Threat Task
Force, established under Executive
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Order 13587 in 2011, which created
and implemented a national

insider threat policy across the
entire federal government.’® The
NITP defines an “insider” as any

“U.S. Far-Right”

person “with authorized access
to any United States Government
resource to include personnel,
facilities, information, equipment,
networks, or systems.""” By

extension, it defines an insider
threat as an individual who uses
their “authorized access, wittingly
or unwittingly, to do harm to the
security of the United States."®

Although several different sub-movements constitute the U.S. far-right, this report largely focuses on white
nationalism/supremacy, anti-government extremism, and a specific subset of anti-government extremism called
the militia movement. Informing this focus is prior evidence suggesting that these ideologies pose significant
insider threats to USG and other government personnel/institutions. Where relevant, other actors representing
other far-right sub-ideologies/movements are also discussed.

White nationalists/supremacists

Anti-government extremists

Militia extremists

White nationalists/supremacists
believe that “white"® people are
genetically, morally, and/or culturally
superior to all other races. They

also tend to be overwhelmingly
antisemitic. White nationalists/
supremacists also express intense
hatred toward sexual and gender
minorities as well as individuals they
deem as “parasites” upon society,
such as homeless people.

Anti-government extremists

are primarily mobilized by an
intense fear and loathing of
government actors — especially
those representing the USG

— rather than ethnic/racial/
religious hatred.

Militia extremists share many

of the beliefs common to other
anti-government extremists, but
they emphasize armed paramilitary
training and organizational structure
in defense against what they see

as government threats to citizens’
constitutional rights.

Although representing distinct segments of the U.S. far-right milieu, these sub-movements have been known to
overlap with each other in terms of supporters, as well as similar-sounding narratives that justify and inspire their
activities, including unlawful violence.?

“Non-sensitive,’
“Public Trust,” and
“Security Clearance”

There are three security-tiered
designations of USG positions:
non-sensitive, public trust, and
national security (for the sake

of clarity, throughout this report
“national security” positions will be
referred to as “security clearance”
positions). These positions are
designated based on two factors.
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Firstis the risk level associated
with position. Risk level identifies
what the negative ramifications
would be “to the agency, the
government, and the nation if the
person performing this job does
something that causes damage
or brings discredit upon through
an act of negligence, omission,
criminal, illegal or unethical
behavior or conduct.”?' The three
levels of risk for USG positions are
low, moderate, and high.?

The second factor is the sensitivity
level associated with the position.
Sensitivity means the position
requires access to classified
national security information,

a sensitive facility, and/or an
information system with classified
information. To be eligible for these
positions, applicants are required to
obtain a security clearance.? There
are four levels of sensitivity, in
ascending order: 1) Non-Sensitive,
2) Non-Critical Sensitive, 3) Critical
Sensitive, and 4) Special Sensitive.
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The three types of security-tiered USG positions can be defined as follows:

Non-sensitive positions Public trust positions | Security clearance positions

They are low-risk and do not Public trust positions: They are Security clearance positions: Officially
require security clearances. moderate to high risk and do called national security positions,
Applicants are required to not require security clearances. | they can be low, moderate, or high
submit a Standard Form Applicants are required to risk and require security clearances.
(SF) 85 Questionnaire for submit a SF-85P Questionnaire Applicants are required to submit
Non-sensitive Positions. for Public Trust Positions. a SF-86 Questionnaire for National

Security Positions.?*

Again, non-sensitive positions are outside the scope of this report.

Overview of Personnel Vetting Processes

Dating back to at least the 1950s, personnel vetting processes are used to determine an individual's
trustworthiness and suitability for being in public trust and security clearance positions.?® There are at least four
general steps involved in a vetting process:

1. Initiation. A job applicant agrees to submit themselves to a background investigation as part of their
application to a government agency employment opportunity. This is typically done by filling out and
submitting a questionnaire.

2. Investigation. The government agency uses the information submitted by the applicant to scrutinize

their background. Investigators will verify information contained in the SF documents, including past and
current residences, education, employment history, financial well-being, and criminal records checks. This
information is typically supplemented with follow-up in-person interviews of the applicant, their family, friends,
and acquaintances.

3. Adjudication. Based on the information gleaned from the applicant’s submission and the subsequent
investigation, the agency determines if the individual is suitable for government employment as a public servant
or private contractor, eligible to access classified information, and eligible for identification to access agency
systems and/or facilities. Disqualifying factors can include things like financial insolvency, certain types of criminal
offenses, problems with substance abuse, problematic employment history, lying on an official government
document (like a Standard Form questionnaire), and/or involvement with adversarial foreign contacts that could
compromise an applicant’s ability to safeguard sensitive U.S. information and other assets.

4. Post-adjudication. If provided an unfavorable adjudication, the applicant typically has the right to appeal their
case before the appropriate administrative court. If given favorable adjudication, the individual will be subject to
periodic reinvestigation to maintain suitability and clearance for their position. Depending on the risk level and
sensitivity associated with the position, employees are required to be reinvestigated at least once every five, 10,
or 15 years. In some cases, an individual may be eligible for continuous vetting, which involves automated and
semi-automated background checking.2¢

Traditionally, those investigating, adjudicating, and granting security clearances have viewed the threats of extremist
entry into and recruitment from within the federal workforce in terms of plots to overthrow the government through
force, criminal acts, or violent conduct.?’ It is also important to acknowledge other potentially detrimental aspects of
extremists in the federal workforce, such as potential counterintelligence/information security, operational security,
and insider threats, when conducting background investigations, adjudications, and suitability determinations.
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Manifestations of Insider
Threats and Their Link to
Far-Right Extremists

Insider threats can manifestin a
multitude of ways, including:

B Espionage
B Terrorism

® Unauthorized
disclosure of information

m Corruption
®m Sabotage
m Workplace violence

B [ntentional or unintentional loss/
degradation of departmental
resources or capabilities?®

What this list shows is that
insider threats driven by various
motives potentially pose both
kinetic (physical use of force)
and non-kinetic (latent or
unconventional methods) insider
threats. Extremist insider threats
could jeopardize the physical
protection of a government
building, physically threaten the
lives of personnel, compromise
law enforcement investigations,
tip off potential suspects that
belong to a shared extremist
group or movement, obstruct
operations such as a search or
arrest warrant, or leak classified
or sensitive information, among
other scenarios.

In some cases, the presence of
alleged far-right extremist insiders
posed a potential threat but did not
materialize directly into violence.
For example, during preparation
for the presidential inauguration
after the contested 2020 national
elections, two National Guardsmen
assigned to protect the Capitol
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after the Jan. 6, 2021, insurrection
were removed from their protection
duties for possible links to far-right
extremist movements.?® Even

if these two individuals posed

no actual problem, the mere
possibility of a potential insider
threat clearly imposed logistical
and personnel costs as well as
investigative resources for it to be
properly mitigated.

In other cases, evidence

suggests that insider threats

have materialized from far-right
extremists and their supporters

in government positions. In
February 2022, the Washington D.C.
Metropolitan Police Department
(MPD) suspended 22-year law
enforcement veteran Shane
Lamond for alleged inappropriate
ties to the far-right extremist group
Proud Boys. Lamond, who worked
in the MPD’s Intelligence Bureau

at the time of his suspension,

is suspected of having ties to
former Proud Boys leader Henry
“Enrique” Tarrio and sending him
information on the locations of
counterdemonstrators. While
Tarrio claims the information was
meant to avoid violent encounters,
The Washington Post notes,
‘police accused the Proud Boys of
roaming the city looking for and
instigating fights, targeting people
they believed identified as antifa, or
antifascists."® The matter, as of this
writing, remains under investigation
by the MPD, FBI, U.S. Department
of Justice, and the U.S. Attorney’s
Office for the District of Columbia.®

As illustrated in this example,
far-right extremists in the federal
workforce pose a challenge that
goes beyond violence or other
unlawful acts typically associated

with insider threats. Driven by
various motives, insider threats
could also disrupt the workplace
in other ways, such as leaking
sensitive information, harassing
staff, or violating equal employment
opportunity or other agency
policies. Some domestic extremist
movements, like white supremacy,
are centered on overt racist, sexist,
and other bigoted beliefs that raise
questions about extremists’ ability
to engage with service recipients
and workplace colleagues of
different backgrounds in a
professional, lawful, and unbiased
manner. Even if individuals who
hold such beliefs express them
lawfully outside the workplace,

the knowledge of their presence
within the federal workforce could
undermine staff morale or public
confidence in that department or
agency. While this brief focuses
on potential insider threats posed
by far-right extremists, its insights
potentially hold lessons for
preventing and mitigating other
forms of extremist-associated
insider threats, too.

Activities of Far-Right
Extremists with
Public Trust/Security
Clearance Positions

A broad range of domestic
extremists, most notably far-right
extremists, have held positions
with law enforcement, military,

or government agencies and
institutions at all levels. Some

of these extremists may have
security clearances or access to
sensitive law enforcement and
other government information. The
following extremist movements
have demonstrated a recurring
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Far Right Extremist Incidents

Ideology
® Militia extremism
O White supremacy/nationalism

Oakland, Calif.
May 29, 2020: Air Force Staff Sgt.

Steven Carillo fatally shoots a Federal
Protective Service officer and wounds
another outside a federal courthouse.

Ben Lomond, Calif.

June 6, 2020: Staff Sgt. Carillo
ambushes three county sheriffs,
fatally shooting 1 and wounding 2
others.

O«

Romg

ability to recruit members and
supporters from personnel
working in public trust and
security clearance positions.
Based on a review of court
documents, non-government
publications, and

media reporting, these movements
are thought to be most likely to
have members serving in public
trust and security clearance
positions that put them in close
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Source: Authors’ dataset compiled from multiple sources

New Jersey

2018: Rinaldo Nazzaro — a former public servant and private contractor
involved in intelligence — holds white supremacist views toward the end of
his professional career in national security. After public service, he founds
the transnational neo-Nazi group, The Base, several members of which
have been arrested on terrorism- and hate crimes-related charges.

Silver Spring, Md.

Feb. 15, 2019: Coast Guard Lt. Christopher Paul Hasson

is arrested and convicted by federal authorities on

weapons and narcotics charges following a multi-year
investigation. Authorities learned that Hasson identified N
as a white nationalist. He engaged in terrorist planning

including weapons stockpiling and making lists of (|

potential targets.

Fayetteville, N.C.

Aug. 26, 2022: Army soldier Killian Mackeithan Ryanﬂn
is arrested for lying on a federal document to gain a
security clearance. During the investigation

officials learned he identified as a neo-Nazi

and said on social media he joined the °

military to kill Black people.

Ft. Stewart, Ga. /'

Dec. 10, 2011: FEAR Militia conspiracy:
More than a dozen Army soldiers conspire
to violently overthrow the U.S. government.

5| Camp Ederle, Vincenza, Italy
~——May 30, 2020: Ethan Phelan Melzer, an Army private holding neo-Nazi beliefs, is arrested

< 'l and convicted of attempting to provide information to jihadists for the purpose of facilitating

an attack against military service members.

physical proximity or direct access
to sensitive information, facilities,
or information systems.

Anti-government Extremists

Anti-government groups such

as the Oath Keepers and
Constitutional Sheriffs and Peace
Officers Association, or CSPOA, are
open about their efforts to recruit
members of law enforcement

and the military.

10
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In November 2020, Atlantic
Magazine exposed a verified

Oath Keepers membership

roster indicating the group had
recruited 25,000 police, soldiers,
veterans, and emergency response
officials across all levels of
government.®? In September
2022, the Anti-Defamation League
published an analysis of leaked
Oath Keeper recruitment and
membership data on more than
38,000 individuals. They identified
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hundreds of people they believe are
currently serving in military services
as well as law enforcement and
other first responder institutions.
While taking into consideration

that many likely signed up and
never participated actively, data
presented in the report strongly
suggests several of the individuals
listed in the Oath Keepers database
were actively involved in the group
while employed in public trust-type
positions within law enforcement,
the military, first responders, or
other national security/public
safety-relevant entities.3®

Meanwhile, investigative reporting
by anti-hate watchdog groups
Anti-Defamation League and
Political Research Associates

has identified significant inroads
made by CSPOA and the wider
“Constitutional Sheriffs” movement
into mainstream sheriff's
departments and associations .3
Given their prevalence in several
parts of the United States,* entities
led by so-called “Constitutional
Sheriffs” may have access to
federally supported fusion center
networks or have personnel
assigned to FBI-led Joint
Terrorism Task Forces. These
fusion centers and task forces
often require local and/or state
law enforcement personnel to
have security clearances prior to
their assignment.3¢

Militia Extremists

Examples include the FEAR
(Forever Enduring, Always Ready)
militia, a group that formed in 2011
at U.S. Army base Ft. Stewart,

in Georgia. Its members were
motivated by a mix of personal
grievances against the military
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and extremist ideology.®” Four of

its members, including its leader,
were convicted of murder-related
charges, while nine others were
sentenced on various drug,
weapons, and other charges.® Their
leader, Isaac Aguigui, was assigned
toa U.S. Army intelligence unit and
had a security clearance.®

In 2013, a commander of a
Minnesota militia, Keith Michael
Novak, who reportedly was trained
in intelligence gathering by the U.S.
Army and serving in the National
Guard, was arrested by the FBI for
stealing classified information.
Novak allegedly had intended to
use the information as part of

a wider scheme to provide fake
identities to other militia members
and to steal sensitive military

gear and equipment.*® He was
sentenced to two years in prison
and later convicted and sentenced
to 12 years for possession of child
pornography found during the
initial investigation into his theft of
classified material.#’

Other actors, like the once-active
‘Boogaloo” movement, inspired
violent extremists like Steven
Carrillo. In two separate incidents
over an eight-day span in late

May and early June 2020, Carrillo
— an active-duty Air Force staff
sergeant who was the leader of a
highly trained team of Air Mobility
Command Phoenix Raven security
forces — fatally shot two federal
and local law enforcement officers
and wounded five others.#?

White Supremacists/
Nationalists

In the past, white supremacists/
nationalists have received periodic

11

scrutiny from law enforcement
organizations,*® government
agencies,* and military services*
during vetting of new applicants
due to their longstanding attempts
to infiltrate such organizations.

In 2018, a Metro Transit Police
Department officer named Nicholas
Young, who simultaneously held
neo-Nazi and jihadist views, was
convicted of providing material
support to the Islamic State
militant group.#¢

Rinaldo Nazzaro, former leader of
the neo-Nazi accelerationist group
“The Base,” reportedly worked at the
U.S. DHS Office of Intelligence and
Analysis as an intelligence analyst
from 2004 to 2006*” and as a
private contractor with U.S. special
forces in the Middle East in 2014 .48
In 2018, Nazzaro reportedly left the
United States for St. Petersburg,
Russia, to organize and lead the
neo-Nazi group.*® According to

a Feb. 17,2021, Telegram post
attributed to Nazzaro, he developed
white supremacist/nationalist
beliefs toward the end of his career
in national security, which he claims
led him to eventually quit the field.®
This suggests there was some
chronological overlap between his
access to sensitive information,
information systems, and/or
facilities while in government
service and his eventual embrace
of white supremacism/nationalism.

On Feb. 15,2019, a U.S. Coast
Guard lieutenant named
Christopher Hasson was arrested
following a multi-year investigation
of his activities, including use of
USG information systems.! He
was later convicted in Maryland
on four federal charges related to
narcotics and firearms violations
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*¢ In addition to white supremacy/nationalism and anti-government
extremism, there are other beliefs common to various far-right
ideologies, such as xenophobia, sexism, and anti-Muslim hate, which

pose potential insider threats to USG personnel and institutions. *’

and sentenced to 160 months

in federal prison.5? Although
Hasson was never formally
charged with terrorism-related
offenses, prosecutors labeled

him a “domestic terrorist.”s
Investigators found evidence that
Hasson self-identified as a white
nationalist, stockpiled weapons,
advocated for “focused violence”
to establish an all-white homeland
and developed lists of potential
targets to attack including media
figures, as well as former and
current elected officials. According
to media reporting of court
documents and a backgrounder
on the case by the Defense
Counterintelligence and Security
Agency, he worked in acquisitions
for national security cutter boats®
and obtained a Secret Clearance
but was denied a Top Secret/
Sensitive Compartmentalized
Information status.

In 2020, an Army soldier from
Louisville, Kentucky, was arrested
by the FBI for reportedly giving
classified information to a
European neo-Nazi group called
“the Order of Nine Angels,"*® which
was then intended to be sent

on to jihadists for the purposes
of facilitating a terrorist attack
against fellow soldiers.5” He was
convicted on charges related to
attempted homicide of military
personnel, material support for
terrorism, and espionage.5®
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Investigative research published

in November 2021 identified

Brian P. Haughton, a former
member of two high-profile

bands in the neo-Nazi music

scene, as a 22-year veteran of the
Philadelphia Police Department and
employee at the U.S. Department
of Justice-supported Regional
Information Sharing System.* Law
enforcement and criminal justice
professionals in all 50 U.S. states
and several foreign countries use
information shared through this
system, including information
concerning counterterrorism.®° |t

is unclear if Haughton remained

a neo-Nazi group member when

he entered law enforcement or if

he ever improperly disclosed law
enforcement sensitive information.
Yet his case and others bring
further attention to the possibility of
far-right extremist presence within
policing entities compromising the
integrity of intelligence streams and
information systems.®’

Finally on Aug. 26, 2022, following
an investigation by the FBI, Killian
Ryan was arrested for knowingly
making a false statement on a
security clearance application
form and was discharged from the
Army that same day. Ryan was a
paratrooper with a secret security
clearance level. The investigation
revealed ties to unnamed white
supremacist organizations and
neo-Nazi ideology, as well as
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one social media post in which
the suspect stated his intent

to serve in the military was to
become “more proficient in killing
[African-Americans]."®2

Other Far-Right Actors
and Beliefs

In addition to white supremacy/
nationalism and anti-government
extremism, there are other beliefs
common to various far-right
ideologies, such as xenophobia,
sexism, and anti-Muslim hate,
which pose potential insider
threats to USG personnel and
institutions. One of the most
prominent examples was the “I'm
10-15" private Facebook group for
current and retired Border Patrol
agents, which had 9,500 members.
Investigative reporting revealed
numerous comments and memes
posted in the group expressing
homophobia, xenophobia, and
sexism, suggesting a wider
current within the organization
rather than a handful of isolated
individuals.®® Occasionally this has
spilled over into violence against
undocumented immigrants, such
as when former Border Patrol
agent Matthew Bowen hit a fleeing
Guatemalan migrant with his truck
while on duty. Two weeks prior to
the incident Bowen had referred
to immigrants as “subhuman” and
‘mindless murdering savages.”
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He later resigned from his job and
was sentenced to three years of
probation by a federal court.®*

Media reporting on the secret
group noted that these sentiments
potentially affected not only

how some Border Patrol agents
see and treat undocumented
immigrants but also how they treat
other agents within their ranks.
For example, group members

had published anti-LGBTQ posts
attacking an openly gay agent
who supported Hillary Clinton
during the 2016 elections. Sexist
posts at minimum reinforce

what critics have argued is a
widespread organizational culture
of misogyny and point to empirical
evidence that shows only 5% of its
agents were female — the lowest
ratio among all U.S. federal law
enforcement agencies surveyed by
Politico in 2017.%°

Beyond the Border Patrol's issues,
significant controversy and concern
has erupted over anti-terrorism
trainings containing explicit
anti-Muslim content provided by
far-right extremist activists and
pseudo-experts to other federal
law enforcement agencies,
private security companies
guarding federal facilities, and
military services.% While research
identifying the direct effects of
these trainings is sparse, what is
known suggests they potentially
inform threat assessments made
by people who are not only public
servants in positions of trust

but also the targets of far-right
propaganda and recruitment.®’
Misinformed by extreme beliefs
and disinformation under the
guise of anti-terrorism training,
these public servants could be
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influenced to see a person’s race
or religion as the key factor in
deciding whether the person poses
a threat, then influence and/or
reinforce policymakers’ decisions.
These assessments also affect

the operational behaviors of
front-line personnel (e.g., surveilling
certain types of individuals based
on their background rather than
individualized suspicion of criminal
wrongdoing).% In other cases, such
trainings at minimum appear to
reinforce existing organizational
work cultures that are alleged

to be hostile to Muslims and

other minorities.®

In at least one case, such trainings
directly led to a federal law
enforcement officer of Muslim
background filing a complaint with
the Equal Employment Opportunity
Commission, which later ruled in
the officer’s favor.”°

Policy Recommendations

Policymakers in government and
decisionmakers in civil society
should consider these steps

to mitigate the risk of violence,
unauthorized disclosure of
information, and compromise of
sensitive public safety/national
security assets from insider threats
motivated by far-right extremism:

First, the U.S. Intelligence
Community, led by the FBI and
assisted by the DOJ, the DHS,

and National Counterterrorism
Center, must revisit and, if needed,
revise strategies to deal with
operational security concerns
related to extremists employed in
law enforcement, the U.S. military,
and government (specifically at
the federal level). While a federal
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policy framework to address insider
threats exists, recent events, as
documented in this publication,
suggest it would be wise to revisit
the matter to see if existing

policy and practice is suited for
the current challenge of insider
threats by far-right extremists.”
This should include the possibility
of declaring specific extremist
movements and groups as
potential national security threats
to give security professionals
clarity about which actors pose
potential insider threats. It should
also include policy guidance on a
uniform baseline data collection
standard on extremist-related and
other motivated insider threats
across the entire USG enterprise.

Second, security professionals
involved in government security
vetting processes need basic
training related to far-right
extremism. This will assist security
professionals involved with
investigating, adjudicating, and
maintaining individuals’ security
clearances with gaining a better
understanding about why and how
extremists pose public safety and
national security threats.

Third, the Office of Personnel
Management, the Defense
Counterintelligence and Security
Agency, and other government
agencies/organizations
responsible for investigating,
adjudicating, maintaining,

and updating access to public
trust and security clearance
positions should:

m Consider adding and/or
revising questions on clearance
application forms such as the
U.S. government’s Standard
Forms (SF) 85P and 86
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U.S. Capitol police officers and U.S. National Guard soldiers guard an entrance to the Capitol grounds in Washington, D.C.,
on March 4, 2021. Lawmakers and staff were advised to stay away from the Capitol after the FBI and Homeland Security
warned that violent militia groups and QAnon followers had discussed attacking the legislature on or about March 4.
(Andrew Caballero-Reynolds / AFP via Getty Images)

Questionnaires — including their
Association Record components

— to capture applicant responses

related to extremist participation
beyond terrorist organizations
or subversive groups wanting

to overthrow the government

by force, which are the only
criteria in the current SF85P and
SF86 Questionnaires.

m Clarify and institute policies
to enable background
investigators and other
security officials to access
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social media posts and other
publicly available information
that could identify extremist
affiliations and activities of
concern, per FBI/DHS and other
relevant agency training.

Ensure that continuous
evaluation programs and

other vetting initiatives identify
new information regarding
trusted employees’ extremist
affiliations and activities of
concern, per FBI/DHS and other
relevant agency training.
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Fourth, the Office of Personnel
Management, the Defense
Counterintelligence and Security
Agency, and other government
agencies and organizations
involved in vetting processes
should consider making an
employee’s participation in,
affiliation with, or support for
extremist groups/movements/
causes that advocate violence
against USG officials or property
a reportable event. Currently,
individuals holding a security
clearance must report activities
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such as a change in marital status,
foreign travel, drug use, or arrest to
their staff security officer or face
possible administrative action or
fine. There is, however, no reporting
requirement for extremist affiliation
or participation. Behavioral
observation is an important aspect
of agency counterintelligence and
other insider threat mitigation
programs. Reporting visual

and verbal identifiers related to
extremism should be incorporated
into these programs.

Fifth, create or enhance
organizations’ behavior
observation programs by including
how to recognize visual and
verbal extremist identifiers in
the workplace. This could be
folded into behavioral observation
training and related materials
and emphasized as a reporting
requirement. Further, misuse

of government computers to
view, listen to or watch extremist
propaganda the workplace

could be another reportable
extremist behavior. Various
critical infrastructure sectors and
some government agencies have
developed behavioral observation
programs to observe and report
certain designated behaviors
that may have an adverse effect
on safety or security at their
facilities. Examples of reportable
workplace behaviors may include
drug or alcohol use, psychological
conditions, fatigue, criminal
activities, and terrorism. Training
staff to notice various signs of
extremism, such as terminology
and symbology unique to
extremist groups, would enhance
behavior observation programs.
These programs could be
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implemented more broadly across
government agencies.

Finally, policymakers need to
better address security risks and
threats posed by people who
previously had inside access

to sensitive or other classified
information and may be targets
of future radicalization and
recruitment by extremists. USG
insider threat policies are designed
to address malicious actors
seeking entrance to government
service or removing their threats
if they are already in public trust/
security clearance positions, with
little attention given to those who
have left government service.

In theory, this may make sense
because when a person does

not have privileged access, they
are, by definition, not an “insider”
In practice, these theoretical
boundaries are not so clear-cut.
People who served in USG public
trust and security clearance
positions do not automatically
forget their professional
knowledge, skills, and abilities
upon discontinuing their public
service. The example of Rinaldo
Nazzaro shows that while he
probably constituted a potential
insider threat toward the end of his
U.S. national security career, once
he left the field, he immediately
used his professional know-how
to advance violent extremist
goals. Other examples extend to
the dozens of veterans — such
as several of the alleged Jan.

6 insurrectionists,”? including
the individual who attacked the
FBI field office in Cincinnati on
Aug. 11, 202273 — who were
discharged from military service
several years before engaging in
political violence.” Policymakers
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are therefore urged to devise
comprehensive policy frameworks
and coordinated interagency
programmatic efforts that protect
former USG insiders from plausible
recruitment and radicalization
efforts by extremists.”®

Steps Taken, Steps Ahead

The Intelligence community

has recently developed a
comprehensive threat assessment
for domestic terrorism, and

the Biden administration has
developed a National Strategy for
Countering Domestic Terrorism.
These efforts are merely the first
steps in combating domestic
terrorism. The Department of
Justice, FBI, and DHS should
provide guidance to security
professionals in government
service on how to determine
which domestic extremist groups
or movements pose a threat to
national security so they can
better investigate, adjudicate and
maintain integrity with issuing
government clearances.

Administrative actions and
discipline are necessary against
identified extremists with
government public trust and
security clearance positions

(e.g., their access restricted

or revoked, downgraded, or
suspended; reassignment to a
different position; or termination
of employment). Government
computer systems (particularly
business networks) should be
routinely monitored for violations
of policies such as indications

of fraud, waste, and abuse of
government time and property as
it relates to extremist content.”®
Also, better monitoring of agency
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EEO and harassment programs
for allegations of racism and
sexism are needed to see if there
are any extremist affiliations or
connections. Finally, unacceptable
behavior and activities identified
as related to national security
vulnerabilities, risk, and threats
must be balanced with employees’
right to privacy and civil liberties.

Extremists are currently serving in
sensitive government positions,
and many others have had past
access to those positions. This
clearly shows there is more work
to be done with screening potential
applicants for these positions as
well as assessing the potential
insider threat posed by those
already employed who have ties

to extremist groups or support
their causes. Not acting on these
recommendations allows this
threat to persist and likely grow
in our nation's highly sensitive
and trusted places where they
should not exist. O

NEW LINES INSTITUTE

FOR STRATEGY AND POLICY

16

Daryl Johnson is one of the foremost experts on domestic extremist groups in the United
States and a nonresident fellow with the New Lines Institute for Strategy and Policy.
Beginning his career as a civilian in the U.S. Army, Johnson has held several government
positions, most recently as senior analyst at the Department of Homeland Security. He is
also regularly cited, featured, or quoted in media covering domestic extremist groups in
the United States, including the New York Times, Washington Post, Wall Street Journal,
Newsweek, National Public Radio, MSNBC, CNN, and NBC Nightly News, among many
others. He is the author of “Hateland: A Long, Hard Look at America's Extremist Heart”
(Prometheus Books, 2019) and “Right-Wing Resurgence: How a Domestic Terrorism Threat
Is Being Ignored” (Rowman & Littlefield, 2012).

Alejandro J. Beutel is a nonresident fellow with the New Lines Institute for Strategy and
Policy who studies non-violent and violent far-right extremist and Islamist movements.
Beutel is a former Senior Research Analyst at the Southern Poverty Law Center and a
former Researcher for Countering Violent Extremism at the University of Maryland's
National Consortium for the Study of & Responses to Terrorism. He is also a doctoral
candidate in Criminology at the University of Massachusetts Lowell.

September 2022


https://www.newlinesinstitute.org
https://www.newlinesinstitute.org

N

Endnotes

1 Potok, M. (2006, August 11). Extremism and the military. Southern Poverty Law Center. https://www.splcenter.org/fighting-hate/intelligence-
report/2006/extremism-and-military; Holthouse, D. (2006, August 11). Several high profile racist extremists serve in the U.S. military. Southern Poverty
Law Center. https://www.splcenter.org/fightin, rofile-racist-extremists-serve-us-military; German, M.

(2020, August 28). The FBI warned for years that police are cozy with the far right. Is no one /istem'ng? The Guardian. Retrieved MaV 24, 2022 from

supremac1st police and what to do about it. Lewis and Clark Law Review, 23(1), 205-261. https://perma.cc/94GX- VP9P

2 For example, in July 2022, along a mostly party line vote, a 14-12 majority in the Senate Armed Services Committee (SASC) opposed the Pentagon’s
ongoing efforts to combat “extremism” in its ranks. See: Williams, J. (2022, July 20). Senate defense bill signals opposition to Pentagon’s extremism efforts.
entagons-extremism-efforts

3 Clevenger, A. (2021, May 24). Extremism, racism in the military: ‘Here’ no evil? Roll Call. https://rollcall.com/2021/05/24/extremism-racism-in-the-
military-here-no-evil/ To justify its position, the majority relied upon “case incident rate[s]”; however such data is likely to be an undercount of the
phenomenon since it does not appear to be based on mandatory reporting; previous attempts to pass congressional legislation requiring data collection
and reporting of extremist activity in the military have failed and during the 60-day “stand down” order issued by the Department of Defense in 2021
their explicit focus was “on Oath, Not Data Collection” according to a press release headline. See: Williams, J. (2022, July 20). Senate defense bill signals

extremism-efforts/; Kamarck, K. N. (2022). FY2022NDAA Extremism in the military (IN11779). Congressional Research Service. https://crsreports.

congress.gov/product/pdf/IN/IN11779; Lopez, C. T. (2021, March 30). Extremism stand downs focus on oath, not data collection. U.S. Department of
Defense. https://www.defense.gov/News/News-Stories/Article/Article/2555883 /fextremism-stand-downs-focus-on-oath-not-data-collection/.

4 Stafford, K., & Laporta, J. (2021, December 29). Decades of DOD efforts fail to stamp out bias, extremism. Associated Press. https://archive.ph/BFchP For
an overview of existing data on extremism in the military prior to January 6, see: Helmus, T. C., Byrne, H. J., & Mallory, K. (2021). Countering violent
extremism in the military (RR-A1226-1). RAND Corporation. https://www.rand.org/content/dam/rand/pubs/research reports/RRA1200/RRA1226-1
RAND RRAI226-1.pdf at Note 2.

5 Williams, P. (2020, January 31). White supremacist coast guard officer sentenced to I3 years in prison. NBC News. https://www.nbcnews.com/news/us-
news/white-supremacist-coast-guard-officer-sentenced-13-years-prison-nl127636; Christophi. H. (2021, November 18). 7/e lone wolf in the Henhouse.
Progressive.org. https://progressive.org/magazine/lone-wolf-in-the-henhouse-christophi/; Joseph, G., & Loewinger, M. (2021, September 30). Hack
of Oath Keepers militia group includes names of active NYPD officers, de Blasio launches investigation. Gothamist. https://gothamist.com/news/hack-

2021, October 13). Hacked records reveal hundreds of Oath Keepers across New Jersey. Gothamist. https: othamlst com/news/hacked- records reveal-
hundreds-oath-keepers-across-new-jersey; Levinson, J. (2021, October 15). Dozens of Oregon law enforcement officers have been members of the far-right

Oath Keepers militia. OPB. https://www.opb.org/article/2021/10/15/dozens-of-oregon-law-enforcement-officers-joined-far-right-oath-keepers-militia/;
Damien, C. (2021, October 6). Skeriff Bianco defends his past Oath Keeper membership as some call for his resignation. Palm Springs Desert Sun. https:
www.desertsun.com/story/news/crime_courts/2021/10/06/riverside-county-sheriff-chad-bianco-defends-his-past-oath-keeper-membership-some-
call-his-resignati/6023389001/; Carless, W., Hauck, G., & Mansfield, E. (2021, October 2). Hack exposes law enforcement officers who signed up to join
anti-government Oath Keepers. USA TODAY. Retrieved May 24, 2022, from https://www.usatoday.com/story/news/nation/2021/10/02/oath-keepers-hack-
exposes-law-enforcement-officers-across-us/5949281001/: Rector, K. (2022, April 28). Bias, far-right sympathies among California law enforcement going
unchecked, audit finds. Los Angeles Times. https://www.latimes.com/california/story/2022-04-28/audit-of-california-law-enforcement-finds-extreme-
bias-among-officers-goes-unchecked; German, M. (2020, August 27). Hidden in plain sight: Racism, white supremacy, and far-right militancy in law
enforcement. Brennan Center for Justice. https://www.brennancenter.org/our-work/research-reports/hidden-plain-sight-racism-white-supremacy-and-
far-right-militancy-law

6 Watson, E., & Legare, R. (2021, December 15). Over 80 of those charged in t/ze January 6 mvest‘zgatton have ties to the military. CBS News.

Retrieved June 8, 2022, from https: i i ili i S. .
4). Disproportionate number of current and former military personnel arrested in capitol attack, CNN analysis shows. CNN. Retrieved June 8. 2022, from
https://www.cnn.com/2021/01/31/us/capitol-riot-arrests-active-military-veterans-soh/index.html

7 Jensen, M. A, Yates, E., & Kane, S. (2022). Radicalization in the ranks: An assessment of the scope and nature of criminal extremism in the United States
military. National Consortium for the Study of Terrorism and Responses to Terrorism. https://www.start.umd.edu/pubs/Radicalization%20in%20
the%20Ranks April%202022.pdf

8 Williams, P. (2020, January 31). White supremacist coast guard officer sentenced to 13 years in prison. NBC News. https://www.nbcnews.com/news/us-
news/white-supremacist-coast-guard-officer-sentenced-13-years-prison-n11276 36

9 Hsu, S. 8. (2021, July 16). 7wo Fla. police officers charged in new Proud Boys indictment in Capitol riot. The Washington Post. https://www.
washingtonpost.com/local/legal-issues/proud-boys-police-indictment-florida/2021/07/16/1fdbe642-e5a4-1leb-8aa5-5662858b696e_story.html.

10 For example, see: Stan, A. M. (2021, August 4). The cops who joined the insurrection: Racism, authoritarianism and violence. Right Wing Watch. https://
www.rightwingwatch.org/report/the-cops-who-joined-the-insurrection-racism-authoritarianism-and-violence/.

11 Watson, E., & Legare, R. (2021, December 15). Over 80 of those charged in the January 6 znvestzgatzon have ties to the military. CBS News.
Retrieved June 8, 2022, from https://www.cbsnews.com/news/capitol-riot-j ili i .
4). Disproportionate number of current and former military personnel arrested in capitol attack, CNN analysis shows CNN. Retrieved June 8, 2022, from
https://www.cnn.com/2021/01/31/us/capitol-riot-arrests-active-military-veterans-soh/index.html

12 Wild, W. (2022, January 11). Capitol police and /zouse Sergeant-at-arms wor/cmg to zdem‘ 11y officers with extremist views. CNN. Retrieved June 8, 2022,
from https: iti

roves-measure-to-monitor-

white-supremacy-in-unformed-services-law-enforcement/

NEW LINES INSTITUTE

FOR STRATEGY AND POLICY 17 September 2022


https://www.newlinesinstitute.org
https://www.newlinesinstitute.org
https://www.splcenter.org/fighting-hate/intelligence-report/2006/extremism-and-military
https://www.splcenter.org/fighting-hate/intelligence-report/2006/extremism-and-military
https://www.splcenter.org/fighting-hate/intelligence-report/2006/several-high-profile-racist-extremists-serve-us-military
https://www.theguardian.com/commentisfree/2020/aug/28/fbi-far-right-white-supremacists-police
https://perma.cc/94GX-VP9P
https://thehill.com/policy/defense/3567244-senate-defense-bill-signals-opposition-to-pentagons-extremism-efforts/
https://rollcall.com/2021/05/24/extremism-racism-in-the-military-here-no-evil/
https://rollcall.com/2021/05/24/extremism-racism-in-the-military-here-no-evil/
https://thehill.com/policy/defense/3567244-senate-defense-bill-signals-opposition-to-pentagons-extremism-efforts/
https://thehill.com/policy/defense/3567244-senate-defense-bill-signals-opposition-to-pentagons-extremism-efforts/
https://crsreports.congress.gov/product/pdf/IN/IN11779
https://crsreports.congress.gov/product/pdf/IN/IN11779
https://www.defense.gov/News/News-Stories/Article/Article/2555883/extremism-stand-downs-focus-on-oath-not-data-collection/
https://archive.ph/BFchP
https://www.rand.org/content/dam/rand/pubs/research_reports/RRA1200/RRA1226-1/RAND_RRA1226-1.pdf
https://www.rand.org/content/dam/rand/pubs/research_reports/RRA1200/RRA1226-1/RAND_RRA1226-1.pdf
https://www.nbcnews.com/news/us-news/white-supremacist-coast-guard-officer-sentenced-13-years-prison-n1127636
https://www.nbcnews.com/news/us-news/white-supremacist-coast-guard-officer-sentenced-13-years-prison-n1127636
https://progressive.org/magazine/lone-wolf-in-the-henhouse-christophi/
https://gothamist.com/news/hack-oath-keepers-militia-group-includes-names-active-nypd-officers-de-blasio-launches-investigation
https://gothamist.com/news/hack-oath-keepers-militia-group-includes-names-active-nypd-officers-de-blasio-launches-investigation
https://gothamist.com/news/hacked-records-reveal-hundreds-oath-keepers-across-new-jersey
https://gothamist.com/news/hacked-records-reveal-hundreds-oath-keepers-across-new-jersey
https://www.opb.org/article/2021/10/15/dozens-of-oregon-law-enforcement-officers-joined-far-right-oath-keepers-militia/
https://www.desertsun.com/story/news/crime_courts/2021/10/06/riverside-county-sheriff-chad-bianco-defends-his-past-oath-keeper-membership-some-call-his-resignati/6023389001/
https://www.desertsun.com/story/news/crime_courts/2021/10/06/riverside-county-sheriff-chad-bianco-defends-his-past-oath-keeper-membership-some-call-his-resignati/6023389001/
https://www.desertsun.com/story/news/crime_courts/2021/10/06/riverside-county-sheriff-chad-bianco-defends-his-past-oath-keeper-membership-some-call-his-resignati/6023389001/
https://www.usatoday.com/story/news/nation/2021/10/02/oath-keepers-hack-exposes-law-enforcement-officers-across-us/5949281001/
https://www.usatoday.com/story/news/nation/2021/10/02/oath-keepers-hack-exposes-law-enforcement-officers-across-us/5949281001/
https://www.latimes.com/california/story/2022-04-28/audit-of-california-law-enforcement-finds-extreme-bias-among-officers-goes-unchecked
https://www.latimes.com/california/story/2022-04-28/audit-of-california-law-enforcement-finds-extreme-bias-among-officers-goes-unchecked
https://www.brennancenter.org/our-work/research-reports/hidden-plain-sight-racism-white-supremacy-and-far-right-militancy-law
https://www.brennancenter.org/our-work/research-reports/hidden-plain-sight-racism-white-supremacy-and-far-right-militancy-law
https://www.cbsnews.com/news/capitol-riot-january-6-military-ties/
https://www.cnn.com/2021/01/31/us/capitol-riot-arrests-active-military-veterans-soh/index.html
https://www.start.umd.edu/pubs/Radicalization%20in%20the%20Ranks_April%202022.pdf
https://www.start.umd.edu/pubs/Radicalization%20in%20the%20Ranks_April%202022.pdf
https://www.nbcnews.com/news/us-news/white-supremacist-coast-guard-officer-sentenced-13-years-prison-n1127636
https://www.nbcnews.com/news/us-news/white-supremacist-coast-guard-officer-sentenced-13-years-prison-n1127636
https://www.washingtonpost.com/local/legal-issues/proud-boys-police-indictment-florida/2021/07/16/1fdbe642-e5a4-11eb-8aa5-5662858b696e_story.html
https://www.washingtonpost.com/local/legal-issues/proud-boys-police-indictment-florida/2021/07/16/1fdbe642-e5a4-11eb-8aa5-5662858b696e_story.html
https://www.rightwingwatch.org/report/the-cops-who-joined-the-insurrection-racism-authoritarianism-and-violence/
https://www.rightwingwatch.org/report/the-cops-who-joined-the-insurrection-racism-authoritarianism-and-violence/
https://www.cbsnews.com/news/capitol-riot-january-6-military-ties/
https://www.cnn.com/2021/01/31/us/capitol-riot-arrests-active-military-veterans-soh/index.html
https://www.cnn.com/2022/01/11/politics/capitol-police-officers-extremist-views/index.html
https://thehill.com/homenews/house/3558548-house-approves-measure-to-monitor-white-supremacy-in-unformed-services-law-enforcement/
https://thehill.com/homenews/house/3558548-house-approves-measure-to-monitor-white-supremacy-in-unformed-services-law-enforcement/

N

13 Sands, G. (2021, April 26). DHS launches internal review fo address domestic violent extremism within its own ranks. CNN. Retrieved June 8, 2022, from
https://www.cnn.com/2021/04/26/politics/dhs-internal-review-extremism/index.html; Rose, A. E., Prina, D. P, Palmer, M. D., & Rapoza, B. (2020).
Leveraging FBI resources to enhance military accessions screening and personnel security vetting (2020-080-0). Defense Personnel and Security Research
Center, Office of People Analytics. https://apps.dtic.mil/sti/pdfs/ADI1117523.pdf

14 This includes entities unique to the Washington, D.C., area such as the D.C. Metropolitan Police Department and the Metro Transit Police Department
which in practice perform as local policing entities but operate under federal authorities and whose responsibilities are typically the functional
equivalent, at minimum, to those of public trust positions.

15 Hakamaa, M (2014 August 5). Posztzon deszgnatzorz and the type of investigation required. ClearanceJobs. https://news.clearancejobs.com/2014/08/04

16 Under the authorities and efforts of the Task Force, federal entities may have insider threat standards and operating procedures tailored to their
particular needs, however they also share certain basic operating norms and principles across various departments/agencies.

17 Obama, B. H. (2012). National insider threat policy. The Office of the White House. https://www.dni.gov/files/NCSC/documents/nittf/National Insider
Threat_Policy.pdf. Also see: Obama, B. H. (2012, November 21). Presidential memorandum — National insider threat policy and minimum standards for
executive branch insider threat programs. whitehouse.gov. https://obamawhitehouse.archives.gov/the-press-office/2012/11/21/presidential-memorandum-

national-insider-threat-policy-and-minimum-stand

18 Obama, B. H. (2012). National insider threat policy. The Office of the White House. https://www.dni.gov/files/NCSC/documents/nittf/National Insider
Threat_Policy.pdf

19 Although purportedly based on biology, race is in fact a social construct. Here it is worthwhile to refer to insights from Biological Anthropology
(also called Physical Anthropology) which is a research discipline that is a mix of both social sciences (i.e. anthropology) and physical sciences (i.e.
biology), which make it particularly well-suited to engage the bio-social premises, constructs, and claims associated with the concept of “race.” A 2019
statement by the American Association of Biological Anthropologists (formerly American Association of Physical Anthropologists) unambiguously
declared, “Humans are not divided biologically into distinct continental types or racial genetic clusters. Instead, the Western concept of race must
be understood as a classification system that emerged from, and in support of, European colonialism, oppression, and discrimination. It
thus does not have its roots in biological reality, but in policies of discrimination. Because of that, over the last five centuries, race has become
a social reality that structures societies and how we experience the world.” (emphasis in original) In the context of far-right extremist ideology, white
supremacists/nationalists themselves are in frequent disagreement about what constitutes “whiteness” and who is “white.” As an illustrative example,
one of the most influential contemporary white supremacist ideologues, David Lane, himself notes the subjective boundaries that define who is
“white” in an undated essay untitled, “Who is White.” See: AABA statement on race & racism. (2019, March 8). American Association of Biological
Anthropologists. https://bicanth.org/documents/1999/AAPA Race statement March 2019.pdf; Lane, D. (n.d.). Who is white. Der Bruder Schweigen
Archives & David Eden Lane’s Pyramid Prophecy. https://web.archive.org/web/20210510180321/https:/www.davidlanel488.com/whoiswhite.html. More
broadly see: Panofsky, A., & Donovan, J. (2019). Genetic ancestry testing among white nationalists: From identity repair to citizen science. Social Studies
of Science, 49(5), 655-68I. https://doi.org/10.1177/0306312719861434.

20 Beutel A. J & J ohnson D. (2020 August 3) Far- rlg/zt extremist moblllzatlon surges durmg U S. unrest. New Lines Institute for Strategy and Policy.
; . f: h

21 Hakamaa, M. (2014, August 5). Poszz‘zon deszgnatzon and the type of investigation required. ClearanceJobs. https://news.clearancejobs.com/2014/08/04

22 Bennett, J. (2020, September 1). What is a public trust position? ClearanceJobs. https://news.clearancejobs.com/2020/09/01/what-is-a-public-trust-
position/

23 Christensen, M. D. (2016). Security clearance process: Answers to frequently asked questions (R43216). Congressional Research Service. https://
crsreports.congress.gov/product/pdf/i/r43216; Bennett, J. (2020, September 1). What is a public trust position? ClearanceJobs. https://news.clearancejobs.
com/2020/09/01/what-is-a-public-trust-position/; Hakamaa, M. (2014, August 5). Position designation and the type of investigation required.
ClearanceJobs. https://news.clearancejobs.com/2014/08/04/position-designation-type-investigation-required,/.

24 Bennett, J. (2020, September 1). What is a public trust position? ClearanceJobs. https://news.clearancejobs.com/2020/09/01/what-is-a-public-
trust-position/; Hakamaa, M. (2014, August 5). Position designation and the type of investigation required. ClearanceJobs. https://news.clearancejobs.
com/2014/08/04/position-designation-type-investigation-required/.

25 Christensen, M. D. (2016). Security clearance process: Answers to frequently asked questions (R43216). Congressional Research Service. https://
crsreports.congress.gov/product/pdf/r/r43216

26 Mazanec, B. M., Seay, K., Klein, J. P, Demaree, C., Ettedegui, E., Kaasa, S., Knott, J., Lee, J., Leff, A, Lesser, A., Nicholson, P., Shaughnessy, M.,
& Weissman, C. (2021). Personnel vetting: Actions needed to implement reforms, address challenges, and improve planning (GAO-22-104093). U.S.
Government Accountability Office. https://www.gao.gov/assets/gao-22-104093.pdf; Christensen, M. D. (2016). Security clearance process: Answers to
frequently asked questions ( R43216) Congressmnal Research Service. https: crsrepor ts. congress.gov, product, Ddf Y, r43216 U S. DeDartment of Defense

the Departmem‘ of Defense. https://www.dhra.mil/Portals 52 Documents/perserec/DoD_Suitability_Guide_Version_1.0.pdf: Office of the Inspector

General. (2012). 7he Department'’s and components’ personnel security processes (1-2012-003). U.S. Department of Justice. https://oig.justice.gov,
reports/2012/e1203.pdf.

27 For example, see: Buck, K. R., Rose, A. E., Wiskoff, M. F., & Liverpool, K. M. (2005). Screening for potential terrorists in the enlisted military accessions
process (05-8). Defense Personnel Security Research Center. https:/irp.fas.org/eprint/screening.pdf

28 Cybersecurity and Infrastructure Security Agency. (n.d.). Defining insider threats. https://www.cisa.gov/defining-insider-threats

29 Schmitt, E., Steinhauer, J., & Cooper, H. (2021, January 19). 7welve national guard members are removed from inaugural protection, two for possible
links to extremist groups. The New York Times. https://www.nytimes.com/2021/01/19/us/politics/national-guard-extremist-pentagon.html

NEW LINES INSTITUTE

FOR STRATEGY AND POLICY 18 September 2022


https://www.newlinesinstitute.org
https://www.newlinesinstitute.org
https://www.cnn.com/2021/04/26/politics/dhs-internal-review-extremism/index.html
https://apps.dtic.mil/sti/pdfs/AD1117523.pdf
https://news.clearancejobs.com/2014/08/04/position-designation-type-investigation-required/
https://news.clearancejobs.com/2014/08/04/position-designation-type-investigation-required/
https://www.dni.gov/files/NCSC/documents/nittf/National_Insider_Threat_Policy.pdf
https://www.dni.gov/files/NCSC/documents/nittf/National_Insider_Threat_Policy.pdf
https://obamawhitehouse.archives.gov/the-press-office/2012/11/21/presidential-memorandum-national-insider-threat-policy-and-minimum-stand
https://obamawhitehouse.archives.gov/the-press-office/2012/11/21/presidential-memorandum-national-insider-threat-policy-and-minimum-stand
https://www.dni.gov/files/NCSC/documents/nittf/National_Insider_Threat_Policy.pdf
https://www.dni.gov/files/NCSC/documents/nittf/National_Insider_Threat_Policy.pdf
https://bioanth.org/documents/199/AAPA_Race_statement_March_2019.pdf
https://web.archive.org/web/20210510180321/https:/www.davidlane1488.com/whoiswhite.html
https://doi.org/10.1177/0306312719861434
https://newlinesinstitute.org/far-right-extremism/far-right-extremist-mobilization-surges-during-u-s-unrest/
https://news.clearancejobs.com/2014/08/04/position-designation-type-investigation-required/
https://news.clearancejobs.com/2014/08/04/position-designation-type-investigation-required/
https://news.clearancejobs.com/2020/09/01/what-is-a-public-trust-position/
https://news.clearancejobs.com/2020/09/01/what-is-a-public-trust-position/
https://crsreports.congress.gov/product/pdf/r/r43216
https://crsreports.congress.gov/product/pdf/r/r43216
https://news.clearancejobs.com/2020/09/01/what-is-a-public-trust-position/
https://news.clearancejobs.com/2020/09/01/what-is-a-public-trust-position/
https://news.clearancejobs.com/2014/08/04/position-designation-type-investigation-required/
https://news.clearancejobs.com/2020/09/01/what-is-a-public-trust-position/
https://news.clearancejobs.com/2020/09/01/what-is-a-public-trust-position/
https://news.clearancejobs.com/2014/08/04/position-designation-type-investigation-required/
https://news.clearancejobs.com/2014/08/04/position-designation-type-investigation-required/
https://crsreports.congress.gov/product/pdf/r/r43216
https://crsreports.congress.gov/product/pdf/r/r43216
https://www.gao.gov/assets/gao-22-104093.pdf
https://crsreports.congress.gov/product/pdf/r/r43216
https://www.dhra.mil/Portals/52/Documents/perserec/DoD_Suitability_Guide_Version_1.0.pdf
https://oig.justice.gov/reports/2012/e1203.pdf
https://oig.justice.gov/reports/2012/e1203.pdf
https://irp.fas.org/eprint/screening.pdf
https://www.cisa.gov/defining-insider-threats
https://www.nytimes.com/2021/01/19/us/politics/national-guard-extremist-pentagon.html

N

30 Hermann, P, & Barrett, D. (2022, February 16). D.C. police lieutenant suspended over alleged ties to right-wing group. The Washington Post. https://www.
washingtonpost.com/dc-md-va/2022/02/16/dc-police-tarrio-proud-boys-lamond

31 Colhns S. P (2022, February 23). Former ofﬁeers b/ame czty officials for MPD’s white supremaczst problem. The Washington Informer. https://www.
i —offi hi

32 Giglio, M. (2021, March 11). A Pro-Trump militant group has recruited thousands of police, soldiers, and veterans. The Atlantic. https://www.theatlantic.
com/magazine/archive/2020/11/right-wing-militias-civil-war/616473/; Gross, T. (2020, October 28). After covering Civil War overseas, journalist examines

U.S. militia movement. NPR.org. https://www.npr.org/2020/10/28/928644025/after-covering-civil-war-overseas-journalist-examines-u-s-militia-
movement

33 Center on Extremism. (2022, September 6). 7he Oath Keepers data leak: Unmasking extremism in public life. Anti-Defamation League. https://www.adl.

org/resources/report/oath-keepers-data-leak-unmasking-extremism-public-life

34 Anti-Defamation League. (2021, September 20). 7%e constitutional sheriffs and peace officers association (CSPOA) and Richard Mack: How extremists
are successful[y mf /tratmg law eﬂforcemeﬂt Retrleved August 16, 2022, from https://www.adl. org/resources 1eDort constltutlonal sheriffs- and peace-

14). The national s/zerlffs assoczatlon a[l,g"lzment with far-right groups undermines public safety. Political Research Associates. https: Dohtlcalreseal ch.
org/2019/06/14/the-national-sheriffs-association-alignment-with-far-right-groups-undermines-public-safety; Cooper. C. (2019, April 29). New Mexico’s
constitutional sheriffs pave the way for militias patrolling the border. Political Research Associates. https://politicalresearch.org/2019/04/29/new-mexicos-
constitutional-sheriffs-pave-the-way-for-militias-patrolling-the-border.

35 For example, see: Cooper, C. (2019, April 29). New Mexico’s constitutional sheriffs pave the way for militias patrolling the border. Political Research
Associates. https: i iff
Political Research Associates. (2022, Februa

. Political Research Associates. https:

36 Federal Bureau of Investigation. (n.d.). Security clearance process for state and local law enforcement. https://le.fbi.gov/file-repository/security-
clearance-process-for-state-and-local-law-enforcement.pdf/view; Office of the Inspector General of the U.S Intelligence Community, Office of the
Inspector General of the U.S. Department of Homeland Security, & Office of the Inspector General of the U.S Department of Justice. (2017). Review of
domestic sharing of counterterrorism information. https://www.dni.gov/files/documents/Newsroom/Domestic_Sharing Counterterrorism Information
Report.pdf.

37 Labi, N. (2014, May 26). Rogue element: How an anti-government militia grew on a U.S. Army base. The New Yorker. https://www.newyorker.com
magazine/2014/05/26/rogue-element

38 Merrigan, J. (2016, February 11). Last fear militia member sentenced in connection with 2011 long County double murder. WSAV-TV. https://wwwwsav.
com/news/last-fear-militia-member-sentenced-in-connection-with-2011-long-county-double-murder

39 Labi, N. (2014, May 26). Rogue element: How an anti-government militia grew on a U.S. Army base. The New Yorker. https://www.newyorker.com,
magazine/2014/05/26/rogue-element
40 Morlin, B. (2013, December 12) Mﬂnesota mllltla leader arrested in mllztary ID ripoff. Southern Poverty Law Center. https://www.splcenter.org/
id-ripoff

41 Seay, B. (2017, August 11). Appellate panel upholds 12 year sentence  for army veteran conwcted of havmg child porn. Guns.com. https://www.guns.com/
08 —child-

42 Dazio, S. (2020, June 16). Air Force Sergeant charged in killing of federal officer at California courthouse. The Associated Press. https://www.
airforcetimes.com/news/your-air-force/2020/06/16/air-force-sergeant-charged-in-killing-of-federal-officer-in-california/; Losey, S. (2020, June

Sheets/Display/Article/144021/phoenix-raven

43 Volk, S. (2021, May 12). 7he enemy within. Rolling Stone. https://www.rollingstone.com/culture/culture-features/racism-white-supremacy-american-
policing-1167304/

44 German, M. (2020, August 27). Hidden in plain sight: Racism, white supremacy, and far-right militancy in law enforcement. Brennan Center for Justice.
https://www.brennancenter.org/our-work/research-reports/hidden-plain-sight-racism-white-supremacy-and-far-right-militancy-law

45 Stafford, K., & Laporta, J. (2021, December 29). Decades of DOD efforts fail to stamp out bias, extremism. Associated Press. https://archive.ph/BFchP
46 Rose L. (2018, October 31). How a Nazt sympat/zzzmg cop went to jail for aiding ISIS | CNN politics. CNN. https://www.cnn.com/2018/10/31/politics/
hi lice-offi il-aid-i .

47 Makuch, B. (2021, February 17). Department of Homeland Security confirms neo-Nazi leader used to work for it. VICE. https://www.yice.com/en/article
epd7wa/department-of-homeland-security-confirms-neo-nazi-leader-used-to-work-for-it

48 Makuch, B., & Lamoureux, M. (2020, September 24). Neo-Nazi terror leader said to have worked with U.S. special forces. VICE. https://www.vice.com,
en/article/k7gdzv/neo-nazi-terror-leader-said-to-have-worked-with-us-special-forces

49 Simone, D. D., Soshnikov, A., & Winston, A. (2020, January 24). Neo-Nazi Rinaldo Nazzaro running US militant group the base from Russia. BBC News.
https://www.bbc.com/news/world-51236915.

50 Counter Extremism Project. (n.d.). Rinaldo Nazzaro. Retrieved August 18, 2022, from https://www.counterextremism.com/extremists/rinaldo-nazzaro

51 Defense Counterintelligence and Security Agency. (n.d.). Case study: Kinetic violence — A positive outcome. Center for Development of Security
Excellence. https://www.cdse.edu/Portals/124/Documents/casestudies/case-study-paul-hasson.pdf

NEW LINES INSTITUTE

FOR STRATEGY AND POLICY 19 September 2022


https://www.newlinesinstitute.org
https://www.newlinesinstitute.org
https://www.washingtonpost.com/dc-md-va/2022/02/16/dc-police-tarrio-proud-boys-lamond/
https://www.washingtonpost.com/dc-md-va/2022/02/16/dc-police-tarrio-proud-boys-lamond/
https://www.washingtoninformer.com/former-officers-blame-city-officials-for-mpds-white-supremacist-problem/
https://www.washingtoninformer.com/former-officers-blame-city-officials-for-mpds-white-supremacist-problem/
https://www.theatlantic.com/magazine/archive/2020/11/right-wing-militias-civil-war/616473/
https://www.theatlantic.com/magazine/archive/2020/11/right-wing-militias-civil-war/616473/
https://www.npr.org/2020/10/28/928644025/after-covering-civil-war-overseas-journalist-examines-u-s-militia-movement
https://www.npr.org/2020/10/28/928644025/after-covering-civil-war-overseas-journalist-examines-u-s-militia-movement
https://www.adl.org/resources/report/oath-keepers-data-leak-unmasking-extremism-public-life
https://www.adl.org/resources/report/oath-keepers-data-leak-unmasking-extremism-public-life
https://www.adl.org/resources/report/constitutional-sheriffs-and-peace-officers-association-cspoa-and-richard-mack-how
https://www.adl.org/resources/report/constitutional-sheriffs-and-peace-officers-association-cspoa-and-richard-mack-how
https://politicalresearch.org/2019/06/10/how-a-right-wing-network-mobilized-sheriffs-departments
https://politicalresearch.org/2019/06/14/the-national-sheriffs-association-alignment-with-far-right-groups-undermines-public-safety
https://politicalresearch.org/2019/06/14/the-national-sheriffs-association-alignment-with-far-right-groups-undermines-public-safety
https://politicalresearch.org/2019/04/29/new-mexicos-constitutional-sheriffs-pave-the-way-for-militias-patrolling-the-border
https://politicalresearch.org/2019/04/29/new-mexicos-constitutional-sheriffs-pave-the-way-for-militias-patrolling-the-border
https://politicalresearch.org/2019/04/29/new-mexicos-constitutional-sheriffs-pave-the-way-for-militias-patrolling-the-border
https://politicalresearch.org/sheriffs-map/
https://le.fbi.gov/file-repository/security-clearance-process-for-state-and-local-law-enforcement.pdf/view
https://le.fbi.gov/file-repository/security-clearance-process-for-state-and-local-law-enforcement.pdf/view
https://www.dni.gov/files/documents/Newsroom/Domestic_Sharing_Counterterrorism_Information_Report.pdf
https://www.dni.gov/files/documents/Newsroom/Domestic_Sharing_Counterterrorism_Information_Report.pdf
https://www.newyorker.com/magazine/2014/05/26/rogue-element
https://www.newyorker.com/magazine/2014/05/26/rogue-element
https://www.wsav.com/news/last-fear-militia-member-sentenced-in-connection-with-2011-long-county-double-murder/
https://www.wsav.com/news/last-fear-militia-member-sentenced-in-connection-with-2011-long-county-double-murder/
https://www.newyorker.com/magazine/2014/05/26/rogue-element
https://www.newyorker.com/magazine/2014/05/26/rogue-element
https://www.splcenter.org/hatewatch/2013/12/12/minnesota-militia-leader-arrested-military-id-ripoff
https://www.splcenter.org/hatewatch/2013/12/12/minnesota-militia-leader-arrested-military-id-ripoff
https://www.guns.com/news/2017/08/11/appellate-panel-upholds-12-year-sentence-for-army-veteran-convicted-of-having-child-porn
https://www.guns.com/news/2017/08/11/appellate-panel-upholds-12-year-sentence-for-army-veteran-convicted-of-having-child-porn
https://www.airforcetimes.com/news/your-air-force/2020/06/16/air-force-sergeant-charged-in-killing-of-federal-officer-in-california/
https://www.airforcetimes.com/news/your-air-force/2020/06/16/air-force-sergeant-charged-in-killing-of-federal-officer-in-california/
https://www.airforcetimes.com/news/your-air-force/2020/06/08/travis-airman-suspected-of-killing-deputy-leads-elite-security-forces-team/
https://www.airforcetimes.com/news/your-air-force/2020/06/08/travis-airman-suspected-of-killing-deputy-leads-elite-security-forces-team/
https://www.amc.af.mil/About-Us/Fact-Sheets/Display/Article/144021/phoenix-raven/
https://www.amc.af.mil/About-Us/Fact-Sheets/Display/Article/144021/phoenix-raven/
https://www.rollingstone.com/culture/culture-features/racism-white-supremacy-american-policing-1167304/
https://www.rollingstone.com/culture/culture-features/racism-white-supremacy-american-policing-1167304/
https://www.brennancenter.org/our-work/research-reports/hidden-plain-sight-racism-white-supremacy-and-far-right-militancy-law
https://archive.ph/BFchP
https://www.cnn.com/2018/10/31/politics/nazi-sympathizer-cop-police-officer-jail-aid-isis/index.html
https://www.cnn.com/2018/10/31/politics/nazi-sympathizer-cop-police-officer-jail-aid-isis/index.html
https://www.vice.com/en/article/epd7wa/department-of-homeland-security-confirms-neo-nazi-leader-used-to-work-for-it
https://www.vice.com/en/article/epd7wa/department-of-homeland-security-confirms-neo-nazi-leader-used-to-work-for-it
https://www.vice.com/en/article/k7qdzv/neo-nazi-terror-leader-said-to-have-worked-with-us-special-forces
https://www.vice.com/en/article/k7qdzv/neo-nazi-terror-leader-said-to-have-worked-with-us-special-forces
https://www.bbc.com/news/world-51236915
https://www.counterextremism.com/extremists/rinaldo-nazzaro
https://www.cdse.edu/Portals/124/Documents/casestudies/case-study-paul-hasson.pdf

N

52 U.S. Attorney’s Office District of Maryland. (2020, January 31). Christopher Hasson sentenced to more than 13 years in federal prison on federal charges
of illegal possession of silencers, possession of firearms by an addict to and unlawful user of a controlled substance, and possession of a controlled substance.
U.S. Department of Justice. https://www.justice.gov/usao-md/pr/christopher-hasson-sentenced-more-13-years-federal-prison-federal-charges-illegal

53 Reilly, R. J. (2020, January 31). Christopher Hasson sentenced to more than 13 years in domestic terrorism plot. HuffPost. https://www.huffpost.com
entry/christopher-hasson-sentenced-domestic-terrorism n_5e343ec7c5b69al9a4aelda4?ncid=yhpf

54 United States Coast Guard. (2019, April 17). National security cutter. https://www.uscg.mil/Assets/Display/Article/1816423/national-security-cuttery/;
Acquisition Directorate. (n.d.). About US. U.S. Coast Guard. Retrieved August 16, 2022, from https://www.dcms.uscg.mil/Our-Organization/Assistant-
Commandant-for-Acquisitions-CG-9/About-Us/.

55 Defense Counterintelligence and Security Agency. (n.d.). Case study: Kinetic violence -- A positive outcome. Center for Development of Security
Excellence. https://www.cdse.edu/Portals/124/Documents/casestudies/case-study-paul-hasson.pdf

56 Williams, P, Dienst, J., & Kube, C. (2020, June 22). Army soldier charged with giving classified info to satanic neo-Nazi group. NBC News.
Retrieved June 8, 2022, from https://www.nbcnews.com/news/military/army-soldier-charged-giving-classified-info-neo-nazi-group-nl231766

57 Lamoureux, M. (2022, June 27). Army private had a satanic neo-Nazi plot to massacre fellow soldiers. VICE News. https://www.vice.com/en/article
akedv4/army-private-satanic-neo-nazi

58 U.S. Attorney’s Office - Southern District of New York. (2022, June 24). U.S. Army soldier pleads guilty to attempting to murder fellow service members
in deadly ambush. U.S. Department of Justice. https://www.justice.gov/usao-sdny/pr/us-army-soldier-pleads-guilty-attempting-murder-fellow-service-
members-deadly-ambush

59 Christophi, H. (2021, November 18). 7%e lone wolf in the Henhouse. The Progressive Magazine. https://progressive.org/magazine/lone-wolf-in-the-
henhouse-christophi/

60 Regional Information Sharing Systems. (2021, March 11). About the RISS program. Retrieved June 29, 2022, from https://www.riss.net/about-us

61 Beutel, A. J., & Johnson, D. (2020, August 3). Far-right extremist mobilization surges during U.S. unrest. New Lines Institute for Strategy and Policy.
https://newlinesinstitute.org/terrorism/far-right-extremist-mobilization-surges-during-u-s-unrest,

62 Llebermann 0., & Rabinowitz, H. (2022, September 7) US soldier kicked out of army after FBI says he enlisted to become better at killing Black people.
07/poli Idier-kicked-out-fbi-Killian-m-ryan/ mdex html; Lakhani, N. (2022 September 8). US soldler
¥ /sep/08/ ili ki

who posted about kll/mgBlack people given top security pass. The Guardian. https://www.the

ryan-racism-social-media.

63 Thompson, A. C., & Lind, D. (2019, July 1). /nvestigation of secret border patrol group launched as new degrading Facebook posts surface. ProPublica.
https://www.propublica.org/article/investigation-of-secret-border-patrol-group-launched-as-new-degrading-facebook-posts-surface; Thompson, A. C.
(2019, July 1). Inside the secret border patrol Facebook group where agents Joke about migrant deaths and post sexist memes. ProPublica. https://www.

64 Burkhart, F.,, & Zaveri, M. (2019, November 20). Border patrol agent who hit migrant with truck is sentenced to probation (Published 2019). The New
York Times. https://www.nytimes.com/2019/11/20/us/Matthew-bowen-border-patrol.html.

65 Thompson A.C, & Lind, D. (2019 July 1) Investlgatlon of secret border patrol group launched as new degradmgFacebook posts surface ProPublica.
bli 1 1 -d book

( 2019 July l) Inside the secret border patrol Facebook group where agents joke about migrant deaths and post sexist memes. ProPublica. https://www.

propublica.org/article/secret-border-patrol-facebook-group-agents-joke-about-migrant-deaths-post-sexist-memes. Also see: Ripley, A. (2017, November
14). Federal law enforcement has a woman problem. POLITICO. https://www.politico.com/story/2017/11/14/women-federal-law-enforcement-male-
dominated-244649

66 Kane, A. (2017, May 25). Anti-Muslim conspiracy theorist trained senior U.S. Marshal, National Guard members, documents show. The Intercept. https://

theintercept.com/2017/05/25/anti-muslim-conspiracy-theorist-trained-senior-u-s-marshal-national-guard-members-documents-show/; Huus, K.
(2012, May 11). Outrage, calls for action over anti-Muslim materials in military training. NBC News. https://www.nbcnews.com/news/world/outrage-calls-
action-over-anti-muslim-materials-military-training-flna767253; Schachtman, N., & Ackerman, S. (2012, May 10). U.S. military taught officers: Use
‘Hiroshima’ tactics for ‘Total war’ on Islam. Wired. https://wwwwired.com/2012/05/total-war-islam/.

67 For an overview of threat perception differences among law enforcement regarding potential violent extremist threats, see: Kurzman, C., Kamal, A., &
Yazdiha, H. (2017). Ideology and threat assessment: Law enforcement evaluation of Muslim and right-wing extremism. Socius: Sociological Research for
a Dynamic World, 3, 237802311770477. https://doi.org/10.1177/2378023117704771.

68 For see: Reitman, J. (2021, September 1). 7 kelped destroy people’. The New York Times Magazine. https://www.nytimes.com/2021/09/01/magazine/fbi-
terrorism-terry-albury.html, Noting, “But as [former FBI agent Terry] Albury went through training, ‘it was made very clear from Day 1 that the
enemy was not just a tiny group of disaffected Muslims,” he says. “Islam itself was the enemy.”” (emphasis added

69 Reitman, J. (2021, September 1). 7 /elped destroy people’. The New York Times Magazine. https://www.nytimes.com/2021/09/01/magazine/fbi-
terrorism-terry-albury.html. Also see: Ackerman, S. (2017, March 22). Muslims inside FBI describe culture of suspicion and fear: It is cancer’. The
Guardian. https://www.theguardian.com/us-news/2017/mary/22/fbi-muslim-employees-discrimination-religion-middle-east-travel, Noting, “On
18 May 2016, Comey held a meeting with representatives of minority groups at the FBI, including African Americans, Muslims, women. Asian
Americans, and LGBT employees. He heard what Barodi called the ‘struggle stories’ of nine different Muslim employees who have faced what
they consider discrimination. Among those stories, which included Barodi’s, were accounts of white FBI officials who exhibited blatant
Islamophobia, including those who blamed terrorism on Islam and suspected their Muslim colleagues of adherence to sharia law over the
US constitution.” (emphasis added) Blaming the Islamic faith and/or Muslims writ large, rather than a particular interpretation of it by a minority
of violent individuals for acts of terrorism. as well as allegations of Muslims’ disloyalty to America based on their adherence to sharia are common
conspiracy theories frequently found in anti-Muslim training presentations to law enforcement, military, and other security service professionals. See:
Schachtman, N., & Ackerman, S. (2012, May 10). U.S. military taught officers: Use ‘Hiroshima’ tactics for ‘Total war’ on Islam. Wired. https://www.wired.
com/2012/05/total-war-islam/; Cincotta, T. (2011). Manufacturing the Muslim menace: Private firms, public servants, and the threat to rights and security.
Political Research Associates. https://politicalresearch.org/sites/default/files/2018-10/Muslim_Menace Complete.pdf

NEW LINES INSTITUTE

FOR STRATEGY AND POLICY 20 September 2022


https://www.newlinesinstitute.org
https://www.newlinesinstitute.org
https://www.justice.gov/usao-md/pr/christopher-hasson-sentenced-more-13-years-federal-prison-federal-charges-illegal
https://www.huffpost.com/entry/christopher-hasson-sentenced-domestic-terrorism_n_5e343ec7c5b69a19a4ae1da4?ncid=yhpf
https://www.huffpost.com/entry/christopher-hasson-sentenced-domestic-terrorism_n_5e343ec7c5b69a19a4ae1da4?ncid=yhpf
https://www.uscg.mil/Assets/Display/Article/1816423/national-security-cutter/
https://www.dcms.uscg.mil/Our-Organization/Assistant-Commandant-for-Acquisitions-CG-9/About-Us/
https://www.dcms.uscg.mil/Our-Organization/Assistant-Commandant-for-Acquisitions-CG-9/About-Us/
https://www.cdse.edu/Portals/124/Documents/casestudies/case-study-paul-hasson.pdf
https://www.nbcnews.com/news/military/army-soldier-charged-giving-classified-info-neo-nazi-group-n1231766
https://www.vice.com/en/article/akedv4/army-private-satanic-neo-nazi
https://www.vice.com/en/article/akedv4/army-private-satanic-neo-nazi
https://www.justice.gov/usao-sdny/pr/us-army-soldier-pleads-guilty-attempting-murder-fellow-service-members-deadly-ambush
https://www.justice.gov/usao-sdny/pr/us-army-soldier-pleads-guilty-attempting-murder-fellow-service-members-deadly-ambush
https://progressive.org/magazine/lone-wolf-in-the-henhouse-christophi/
https://progressive.org/magazine/lone-wolf-in-the-henhouse-christophi/
https://www.riss.net/about-us/
https://newlinesinstitute.org/terrorism/far-right-extremist-mobilization-surges-during-u-s-unrest/
https://www.cnn.com/2022/09/07/politics/army-soldier-kicked-out-fbi-killian-m-ryan/index.html
https://www.theguardian.com/us-news/2022/sep/08/us-military-killian-ryan-racism-social-media
https://www.theguardian.com/us-news/2022/sep/08/us-military-killian-ryan-racism-social-media
https://www.propublica.org/article/investigation-of-secret-border-patrol-group-launched-as-new-degrading-facebook-posts-surface
https://www.propublica.org/article/secret-border-patrol-facebook-group-agents-joke-about-migrant-deaths-post-sexist-memes
https://www.propublica.org/article/secret-border-patrol-facebook-group-agents-joke-about-migrant-deaths-post-sexist-memes
https://www.nytimes.com/2019/11/20/us/Matthew-bowen-border-patrol.html
https://www.propublica.org/article/investigation-of-secret-border-patrol-group-launched-as-new-degrading-facebook-posts-surface
https://www.propublica.org/article/secret-border-patrol-facebook-group-agents-joke-about-migrant-deaths-post-sexist-memes
https://www.propublica.org/article/secret-border-patrol-facebook-group-agents-joke-about-migrant-deaths-post-sexist-memes
https://www.politico.com/story/2017/11/14/women-federal-law-enforcement-male-dominated-244649
https://www.politico.com/story/2017/11/14/women-federal-law-enforcement-male-dominated-244649
https://theintercept.com/2017/05/25/anti-muslim-conspiracy-theorist-trained-senior-u-s-marshal-national-guard-members-documents-show/
https://theintercept.com/2017/05/25/anti-muslim-conspiracy-theorist-trained-senior-u-s-marshal-national-guard-members-documents-show/
https://www.nbcnews.com/news/world/outrage-calls-action-over-anti-muslim-materials-military-training-flna767253
https://www.nbcnews.com/news/world/outrage-calls-action-over-anti-muslim-materials-military-training-flna767253
https://www.wired.com/2012/05/total-war-islam/
https://doi.org/10.1177/2378023117704771
https://www.nytimes.com/2021/09/01/magazine/fbi-terrorism-terry-albury.html
https://www.nytimes.com/2021/09/01/magazine/fbi-terrorism-terry-albury.html
https://www.nytimes.com/2021/09/01/magazine/fbi-terrorism-terry-albury.html
https://www.nytimes.com/2021/09/01/magazine/fbi-terrorism-terry-albury.html
https://www.theguardian.com/us-news/2017/mar/22/fbi-muslim-employees-discrimination-religion-middle-east-travel
https://www.wired.com/2012/05/total-war-islam/
https://www.wired.com/2012/05/total-war-islam/
https://politicalresearch.org/sites/default/files/2018-10/Muslim_Menace_Complete.pdf

N

70 Stalcup, M., & Craze, J. (2011, March). How we train our cops fo fear Islam. Washington Monthly. https://washingtonmonthly.com/2011/03/09/how-we-
train-our-cops-to-fear-islam/

71 For an illustrative discussion related to this point, within the context of the Army and addressing questions about activities by servicemembers
identifying with the anti-government extremist Three Percenter movement, see: Iozzo, A. J., & Robinson, N. E. (2021). “Thus Always to Tyrants!”:
Extremism in the military--An application of the new extremism framework, and the way ahead. 7ke Army Lawyer, (5), 2021. https://tjaglcs.army.mil/
tal/extremism-in-the-military-an-application-of-the-new-extremism-framework-and-the-way-ahead

72 Jensen, M. A., Yates, E., & Kane, S. (2022). Radicalization in the ranks: An assessment of the scope and nature of criminal extremism in the United States
military. National Consortium for the Study of Terrorism and Responses to Terrorism. https://www.start.umd.edu/pubs/Radicalization%20in%20
the%20Ranks_April%202022.pdf

73 Kesling, B., & Elinson, Z. (2022, August 12). Man who attempted to breach Cincinnati FBI Field office was U.S. military veteran. Wall Street Journal.
https://www.wsj.com/articles/man-who-attempted-to-breach-fbi-field-office-was-navy-veteran-11660322358; Zavarise, 1. (2022, August 13). Gunman
who was killed after trying to enter the Cincinnati FBI office was a navy veteran with top secret clearance. He was also at the capitol riot. Business Insider.
://www.businessinsider.com/ohio-

74 For a broad historical overview of military servicemembers and veterans joining and engaging in far-right extremist activity, see: Belew, K. (2018).
Bring the war home: The white power movement and paramilitary America. Harvard University Press. For an empirically driven analysis, see: Akers, E.,
Jensen, M., & Kane, S. (2022). Extremism in the ranks and after: National Consortium for the Study of Terrorism and Responses to Terrorism. https://www.

start.umd.edu/sites/default/files/publications/local_attachments/Extremism%20In%20the%20Ranks%20and%20After%20-%20Research%20Brief%20

-%20July%202022%20Final.pdf

75 This is broadly consistent with several of the recommendations contained in: Mulligan, K., Clark, S., Hunkler, R., Steele, B., & Padmanabhan, A.

(2021, April 21). A national policy blueprint to end white supremacist violence. Center for American Progress. https://www.americanprogress.org/article/
national-policy-blueprint-end-white-supremacist-violence/. However, our recommendation extends to the entire federal government enterprise, rather
than being heavily focused the U.S. Department of Defense and U.S. Department of Veteran Affairs. Also see: Jensen, M. A., Yates, E., & Kane, S. (2022).
Radicalization in the ranks: An assessment of the scope and nature of criminal extremism in the United States military. National Consortium for the Stud
of Terrorism and Responses to Terrorism. https://www.start.umd.edu/pubs/Radicalization%20in%20the%20Ranks April%202022.pdf

76 Although this occurs in places such as the Department of Defense, Intelligence Community, and several USG law enforcement agencies, the authors
believe this point nevertheless bears emphasis. One of the authors of this publication (Johnson) who is also a USG employee with over 30 years of
intelligence and homeland security experience, wishes to point out that “Non-Title 50 organizations” (i.e., federal departments/agencies, writ-large not
listed as elements of the U.S. Intelligence Community, but who have intelligence units within them that have access to the IC) do not have the resources
to routinely monitor their classified and business networks as much as one might presume. Several Title 50 entities also do not typically perform
routine monitoring unless a problematic employee has already been identified. For an overview of Title 50 and Non-Title 50 entities, see: Wagner, C.,
Alexander, B., Bamford, G., Choi, A., Coffey, A., Farkus, C., Hunt, D., Jameson, G., Johnson, L. M., Kim-Mitchell, E., Loren, D., Nacos, J., Renga, J.,
Scalisi, D., Smith, J., Spadoro, T., Steiner, J., Van Duyn, D., & Woolsey, M. (2016). Protecting the homeland: Intelligence integration 15 years after 9/11.

Intelligence and National Security Alliance. https://www.insaonline.org/wp-content/uploads/2017/04/INSA WP _ProtectHomeland.pdf

NEW LINES INSTITUTE

FOR STRATEGY AND POLICY 21 September 2022


https://www.newlinesinstitute.org
https://www.newlinesinstitute.org
https://washingtonmonthly.com/2011/03/09/how-we-train-our-cops-to-fear-islam/
https://washingtonmonthly.com/2011/03/09/how-we-train-our-cops-to-fear-islam/
https://tjaglcs.army.mil/tal/extremism-in-the-military-an-application-of-the-new-extremism-framework-and-the-way-ahead
https://tjaglcs.army.mil/tal/extremism-in-the-military-an-application-of-the-new-extremism-framework-and-the-way-ahead
https://www.start.umd.edu/pubs/Radicalization%20in%20the%20Ranks_April%202022.pdf
https://www.start.umd.edu/pubs/Radicalization%20in%20the%20Ranks_April%202022.pdf
https://www.wsj.com/articles/man-who-attempted-to-breach-fbi-field-office-was-navy-veteran-11660322358
https://www.businessinsider.com/ohio-gunman-trying-to-enter-fbi-office-was-navy-vet-2022-8
https://www.start.umd.edu/sites/default/files/publications/local_attachments/Extremism%20In%20the%20Ranks%20and%20After%20-%20Research%20Brief%20-%20July%202022%20Final.pdf
https://www.start.umd.edu/sites/default/files/publications/local_attachments/Extremism%20In%20the%20Ranks%20and%20After%20-%20Research%20Brief%20-%20July%202022%20Final.pdf
https://www.start.umd.edu/sites/default/files/publications/local_attachments/Extremism%20In%20the%20Ranks%20and%20After%20-%20Research%20Brief%20-%20July%202022%20Final.pdf
https://www.americanprogress.org/article/national-policy-blueprint-end-white-supremacist-violence/
https://www.americanprogress.org/article/national-policy-blueprint-end-white-supremacist-violence/
https://www.start.umd.edu/pubs/Radicalization%20in%20the%20Ranks_April%202022.pdf
https://www.insaonline.org/wp-content/uploads/2017/04/INSA_WP_ProtectHomeland.pdf

Contact

For media inquiries, email

To submit a piece to the New Lines Institute,
email

1776 Massachusetts Ave N.W. Suite 120
Washington, D.C. 20036

(202) 800-7302

X
X
><] For other inquiries, send an email to

Connect With Us

L in o

@newlinesinst | @New Lines Institute | Subscribe | Sign up
for Strategy and Policy

NEW LINES

INSTITUTE

FOR STRATEGY AND POLICY



https://twitter.com/newlinesinst
https://twitter.com/NewlinesInst
https://twitter.com/NewlinesInst
https://www.facebook.com/NewLinesInst
https://www.facebook.com/NewLinesInst
https://www.linkedin.com/company/newlines-institute/
https://www.linkedin.com/company/newlines-institute/
https://www.youtube.com/channel/UCKY881z_EZGOx29z1ZId5Tw/videos
https://www.youtube.com/channel/UCKY881z_EZGOx29z1ZId5Tw/videos
https://www.newlinesinstitute.org
https://newlinesinstitute.org/
mailto:media@newlinesinstitute.org
mailto:submissions@newlinesinstitute.org
mailto:info@newlinesinstitute.org
https://www.google.com/maps/place/1776+Massachusetts+Ave+NW+%23120,+Washington,+DC+20036/@38.9084152,-77.0432982,17z/data=!3m1!4b1!4m5!3m4!1s0x89b7b7c7116137e3:0x19ba7d7b8f761079!8m2!3d38.9084152!4d-77.0411095
mailto:info%40newlinesinstitute.org?subject=
mailto:submissions%40newlinesinstitute.org?subject=Publishing%20with%20CGP
mailto:media%40newlinesinstitute.org?subject=Media%20inquiry

	Executive Summary
	Policy Recommendations

	Introduction
	Background
	Defining the Scope and Key Terms/Concepts of this Report
	Scope
	“Insider” and “Insider Threat”
	“Non-sensitive,” “Public Trust,” and “Security Clearance” 

	Overview of Personnel Vetting Processes
	Manifestations of Insider Threats and Their Link to Far-Right Extremists
	Activities of Far-Right Extremists with Public Trust/Security Clearance Positions 
	Anti-government Extremists
	Militia Extremists
	White Supremacists/Nationalists 
	Other Far-Right Actors and Beliefs

	Policy Recommendations 
	Steps Taken, Steps Ahead
	Endnotes

